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Purpose and Outline

a I
Purpose:

Introduce Cyber Risk Assessment and discuss
Its role in Testing and Evaluation

-

e . I
Qutline

* Cyber ubiquity and mission risk

» Risk management questions

* Role of Risk Assessment in answering questions
> State of assessments
> Example methods
» Tying risk assessment to test
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“Cyber” /IT is Everywhere

Enterprise e Cyber-Physical e Internet of Things (loT)
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Cyber: Another source of Mission Risk
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Risk Assessment Goals?

= Assessing risk is hard. How is it beneficial?

= To help answer certain questions, e.g.:

To what extent does ‘cyber’ threaten my mission?
How can | maximize mission success and minimize cost?
What mitigations best address the mission risk | face?

Risk implications if | introduce/remove
= Node X

= NetworkY

= Mitigation Z?

Should | be using ‘cyber’ in the first place?



Context for Risk Assessment
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Other Assessment Activities




Many Risk Methodologies in Use

A sampling:
ISO 31000 OCTAVE CMU / SEI
ISO 27001 ISO Cut Sets RAND
NIST 800-30 NIST TARA, CJA MITRE
RMF, CNSS- DoD / NIST MIRA, BluGen, JHU/APL
1253 Black Pearl
CSORA Navy Model-Based JPL
IA-RAM NSA PRA
MORDA NSA FMECA (Various)
NSCSAR DISA VAM JMU-Baker

CRA-SWP NAVAIR FAIR J. Jones



Sample Risk Depictions (1 of 2)
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Sample Risk Depictions (2 of 2)
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Sampling of Assessment Characteristics

Approach: Compliance/Vulnerability/Attack/Capability

Probabilistic or not

Mission-focused vs. $$-focused

Ordinal vs. ratio-scaled scoring

Automated vs. manual:

 Risk scoring
e Mitigation recommendation

e Sensitivity analysis



Tracing and Scoring Attacks (MIRA)
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Determining Mission Impact

Fundamental to understanding risk

Mission impact can vary based on different combinations of:

~

Mission thread

Time along mission time-line
Cyber asset attacked

Data processed by asset
Attack effect: confidentiality, integrity, availability breach v,

& . . .

« Combinatorics of above can make manual TTX-style scoring challenging
« Simulation of cyber system under attack can help automate fine-grained
Impact scoring



High Demand for an Immature Science

» Understanding risk to mission from the cyber threat
Is fundamental to prioritizing mitigations

» Assessments support decision making
> A lot rests on the results and related decisions

* Meanwhile... demand for assessments is very high
» NDAA 8§ 1647, Risk Management Framework (RMF)
» Need for on-going reassessment

» Meanwhile... Cyber assessment is a deep area
» The science is not mature
» Common criticisms
— Subjective results that lack rigor and validation
— Repeatability / reproducibility concerns
— Inadequate sampling



Risk Workshop 8-9 Nov. 2016

“Convergence in Support of Mission-Cyber Risk”

= Goals:
1. ldentify opportunities for convergence /
2. ldentify path towards a community knowledge base J
3. ldentify practical automation approaches

= Summary:
» 35 attendees from across FFRDC, UARC, DoD community

» 1 % days: develop an understanding of the risk assessment space,
problem space and potential solution space

» Good participation from across the group with tangible progress
towards two of the three goals



Example of Ongoing Research: BluGen
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Focus on mitigation recommendation



Tying Risk Assessment to Test
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Risk assessment results can inform testing, e.g.:
* Help prioritize the testing of mitigations
e Help red teams identify high-opportunity targets
* Help red teams select attack approach
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