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I
n 1987, I attended the Army Management
Staff College at Fort Belvoir, Virginia. It was
a 3-month course into how the U.S. Army
and the U.S. Army, specifically, operate at a
strategic level. One of the lessons that I clearly

remember centered on alliances, those strategic part-
nerships the U.S. government enters into to support our
national-security goals. We ally ourselves
with other nations to achieve a common
set of objectives. Creating strategic part-
nerships has existed since the earliest days
of history. We form partnerships to rise
up against common enemies and threats,
to achieve something for the common
good, and to create a better environment.
In business, we regularly form strategic
partnerships to secure new work. We
form teams with companies that are
otherwise competitors. These teams are
stronger than any company by itself.
They allow us to offer our customers a
stronger solution set and to have greater
reach-back for expertise.

So the concept of strategic partnering is not new, but
it is critical for survival in today’s environment. With
continued reductions in budgets, schedule constraints
that put pressure on program offices and developers to
reduce development (and testing) timelines, and the risk
that any failure can lead to program cancelation, we
cannot continue to operate as we have in the past. Some
strategic partnerships within the T&E community are
readily apparent, such as finding ways to share data
between Developmental Test and Evaluation and
Operational Test and Evaluation, partnering with the
acquisition community to bring T&E and our require-
ments earlier into the acquisition cycle, and identifying
new technologies and methodologies we can leverage to
shorten testing timelines. Some of the other strategic
partnerships are harder. These include looking for ways
to partner between government- and private-owned test
assets to create efficiencies and reduce redundancy,
creating more general-purpose test capabilities rather
than system-specific capabilities, and partnering with
our allies to perform testing at their facilities rather than
building new domestic capabilities. There are strengths
and weaknesses to all approaches, and certainly there are
policy and political issues that must be factored into any
strategic partnership. But at the end of the day, we
cannot continue with business as usual. We can either
partner through the change or deal with the resulting
consequences.

ITEA has a role in this partnership as well. Through
ITEA workshops, conferences, and the Annual Sym-
posium, we offer a forum for the T&E community to
come together to discuss the various approaches to
partnering. Our local chapters, which I consider the
heart and soul of ITEA, are an excellent forum for
developing strategic partnerships at the local, national,

and international levels. ITEA chapters
offer an incredible opportunity to invite
key leaders to talk with your community
about issues that are close to you. I know
my local chapter, the Rocket City Chap-
ter, has regularly brought in key leaders
from across the Department of Defense at
both the local and Office of the Secretary
of Defense levels. These incredible speak-
ers provide insights into current issues
and long-range strategic plans that will
impact the way we conduct T&E. I
encourage you to attend your local chapter
meetings and take advantage of these
insights for your career.

ITEA can contribute to partnerships in other ways
as well. We offer unique tutorials, short courses, and
seminars focused on the needs of the T&E workforce.
Through your partnership with ITEA, we can bring
the training your workforce needs to your local
area. We have worked to create a number of widely
requested educational courses, such as Cyber Testing,
Fundamentals of T&E, and Design of Experiments. If
in reviewing ITEA’s course offerings you do not find
what you are looking for, let the ITEA Headquarters
know, and they can try to find a solution. As demand
for new courses evolves, we will create new curricula to
meet the ever-changing T&E environment.

Strategic partnering has been around for a long time,
but like the T&E community itself, it is constantly
changing to meet the needs of our customers. Now
is the time to invest in our partnerships between
government, industry, and academia to strengthen the
T&E community and provide the solutions our
customers require. I look forward to our partnership
for years to come.

Mark Brown, Ph.D.

President’s Corner
ITEA Journal 2012; 33: 181
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S
trategic Partnering: We are Doing More
Without More. Dr. Ashton Carter coined
the phrase, ‘‘Doing more without more,’’
while he was Under Secretary of Defense
for Acquisition, Technology and Logistics

in a June 2010 address on better buying power and
better value in weapon system acquisition. It was
repeated several times and finally published as DoD
guidance in September 2010 and as an implementation
directive in November 2010. It has become the norm
in test and evaluation (T&E), not least due to
shrinking budgets and accelerating technology devel-
opment which put ever-increasing pressure on product
development: shorter schedules, fewer personnel, less
access to facilities. Extreme environments and complex
systems add additional demands. To provide the
requisite test capabilities, the T&E community must
be agile and responsive as well as innovative. The
automobile and aircraft industries have long spread
liability and gained benefit from seeking standard parts
production from independent manufacturers, or spe-
cific systems development parceled to risk sharing
partners. Strategic partnering takes such forms as
outsourcing, reuse, and collaboration; common test and
training infrastructure; integrating developmental and
operational testing; shared facilities among govern-
ment, industry, and academia. Cooperation comes with
its own issues: some loss of control, policy or statutory
impediments, protection of proprietary rights, and
conflicting goals of leadership. This issue addresses all
forms of partnering, allowing testers to do more
without having more to accomplish their task.

In his Guest Editorial Major General David Eich-
horn, Commander of the Air Force Operational Test
and Evaluation Center, Kirtland Air Force Base,
encourages us to step back and think inside the box, to

reconsider what we have and how we can incorporate it
in new ways to maximize our output, the epitome of
doing more without more. In Historical Perspectives,
ITEA Historian Dr. James Welshans provides an
example from Public Health to illustrate the strength
and benefit to the country of strategic partnering.

The contributed articles open with Herdlick et al.
who describe the development of systems of systems
test capability through use of virtual environments, and
operator in the loop simulation of the system of
systems. They address the critical element of building
confidence in the simulation (verification and valida-
tion) through federation pedigree and operator expe-
rience. Dr. Paul Fortier and colleagues examine
microsystems, their background, development, and
emergence in weapon systems. They are developing
an approach for assessing the future of microsystems
technology and its value for the test and evaluation
community.

In an article from international collaboration,
McKee and Tutty take a comprehensive look at the
role of testing and how it needs to adapt to
accommodate joint and coalition testing of networked
systems of systems, and how experimentation, testing
and training need to be integrated more closely and
need to share capabilities. Holmes et al. present sensors
developed for measuring blast effects to support the
Army’s Rapid Equipping Force. They also describe an
impact test method to simulate the ballistic impact that
can occur in combat and use this test method for
assessing the sensors. Finally, Remund and Kitto
continue the theme of increased scientific rigor in
testing at the Air Force Flight Test Center. They use
the analogy of court proceedings to illustrate the
application of power and confidence for improving
efficiency and reducing the cost of test and evaluation.

Issue at a Glance
ITEA Journal 2012; 33: 184
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Connecting the Dots to Do More Without More
Candid Relationships Essential as Times Get Tougher

Maj. Gen. David J. Eichhorn

Air Force Operational Test and Evaluation Center Commander,

Kirtland Air Force Base, New Mexico

According to the W. C. Field’s character Larsen E. Whipsnade, ‘‘You can’t cheat an honest

man.’’ That’s because an honest man knows he has to pay for what he gets one way or the

other.

‘‘T
he budget has basi-
cally doubled in the
last decade. And my
own experience here
is that in doubling,

we’ve lost our ability to prioritize, to make
hard decisions, to do tough analysis, to
make trades,’’ said Chairman of the Joint
Chiefs of Staff Adm. Mike Mullen (U.S.
DoD Office of Asst. Sec. Def. 2011).

Tough decisions are called for with the
current state of the U.S. economy and the
uncertainty in the world. The choice
between guns or butter has never been
starker. As budgets shrink, we need to shift the
paradigm to better ‘‘inside-the-box’’ thinking. After
many years of thinking ‘‘outside the box,’’ this shift will
be seen by many as heresy. But the truth is ‘‘inside-the-
box’’ thinking is liberating because it uses the structure
of the box to enable creativity instead of hamper it.
Consider NASA’s genius in saving Apollo 13 with only
what was on board the space craft. Necessity is truly
the mother of invention.

There are many ways to connect the dots and
organize for success. Only by taking a fresh look at
what we have and how we tie things together can we
maximize our output with available resources.

The knee of the cost curve is what we are after. That
point where continuing to funnel resources to an endeavor
leads to diminishing returns. It’s not that funding beyond
that level is a complete waste. It’s just that realistically it’s
not the best use of scarce dollars. Finding that inflexion
point sounds like science, and it is if we honestly pursue
truth with a ‘‘trust-but-verify’’ approach.

Verifying is what testing is all about. It avoids
unpleasant surprises later when the expense is too high
to eliminate the surprise/issue. If testers are empowered

and are listened to early, the savings are
1,000 to 1 when compared with late
discovery, as demonstrated by Porsche’s
Chairman Wendelin Wiedeking’s ‘‘qual-
ity offensive’’ (Womack 2003).

And then, truth can be offensive to
some. Candid relationships are key to
making people comfortable with the
truth, so we all reach success in the
acquisition community. As Jim Collins
told us in Good to Great, the best
organizations embrace the brutal truth
(Collins 2001). As times get tough,
that’s much easier to do out of necessity

as a team.
The best program managers are embracing a close,

viable working relationship with their test community,
so they can ensure their limited funds field the best
system possible. We are reaching across programs and
the Services for best-of-breed test capabilities, be they
people, processes, or equipment (in that order). We
recognize we are all on the same team, and we have to
trust our teammates. They have the right sight picture.

According to retired U.S. Navy Vice Adm. Brent
Bennitt, in a 2004 ITEA Journal article,

‘‘The F/A-22 and the F/A-18E/F develop-

ment programs pushed the envelope with regard

to the challenges of gathering and analyzing

massive amounts of data. Data will be acquired

by several test articles, operated at multiple sites.

Bring on Joint Strike Fighter (JSF)! Fourteen
test aircraft, four distinct ‘customers,’ multiple

sites, highly instrumented aircraft and engines

and growing international participation the

data ‘take’ will be counted in hundreds of

terabytes. The test community must be focused,

Maj. Gen. David J. Eichhorn

Guest Editorial
ITEA Journal 2012; 33: 186–187
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disciplined and fully integrated into every aspect
of the development process or it runs the risk of
drowning in the data.’’ (Bennitt 2004)

The value of test is in its potential to reduce bad
decisions and thus reduce costs. Judgment on how
best to collect that enabling data is critical. Experi-
ence has shown there is always more than one way to
skin the cat, but unequivocally early test is the most
valuable. It provides early verification of the glossy
brochure that saves far more money than tests that
tell us the same thing much later (after millions if not
billions are committed). Getting it right requires
experienced program managers, engineers, testers,
and analysts. It comes down to the right people with
the right intuition doing the job, because dots can
also be connected in the wrong way instead of
correctly. Testers and program managers have to have
the requisite talent, courage, and tenacity to do this
right.

We, the test community, have an ongoing mission to
seek out new data and new truth. One enduring truth is
that testing doesn’t cost, it pays or even saves! So, we
boldly go where no one has gone before in air, space, and
cyberspace to be sure the system lives up to its brochure
and that life-cycle costs are bounded, understood, and
accepted. The test community doesn’t make the things
the Department of Defense (DoD) buys; however, it
does make the things the DoD buys better and cheaper
in the long run freeing up funds for other things.
That’s honestly doing more without more. C

MAJOR GENERAL DAVID J. EICHHORN is the Commander
of the U.S. Air Force Operational Test and Evaluation
Center at Kirtland Air Force Base, New Mexico. Major
General Eichhorn reports to the Air Force Chief of Staff
regarding the operational test and evaluation of more than
76 acquisition programs valued at more than $650 billion

being assessed at 12 different locations. He directs the

activities of more than 600 civilian and military people.

As a member of the test and evaluation community,

General Eichhorn coordinates directly with the offices of

the Secretary of Defense and Headquarters U.S. Air Force,

while executing realistic, objective, and impartial opera-

tional testing and evaluation of Air Force, Coalition, and
Joint warfighting capabilities. Major General Eichhorn

has served as an experimental test pilot, and his commands

include two flight test squadrons, a test group, a test wing,

the Arnold Engineering Development Center, and the Air

Force Flight Test Center. A certified acquisition profes-

sional, he served at the Electronic Systems Center as the

Vice Commander, where he was previously assigned as

Director of Advanced Command, Control, and Commu-
nications Systems as well as Director of Advanced Aircraft

Systems. He has also served as Director of the Aeronautical

Enterprise Program Office and Deputy Program Execu-

tive Officer for Aircraft at the Aeronautical Systems

Center. At Headquarters Air Force Materiel Command, he

was Deputy Director of Plans and Programs and Director

of Air, Space, and Information Operations. He has flown

the B-52D/H, B-1B, F-111, and T-38, serving as an
instructor pilot and aircraft commander. He has accumu-

lated more than 6,100 hours in more than 47 aircraft

types. E-mail: david.eichhorn@kirtland.af.mil
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Getting the Lead Out:
Strategic Partnering is Good for Our Health

James S. Welshans, ED.D.

Teledyne CollaborX, Navarre, Florida

‘‘To achieve sustainable results, partnerships
between our management, scientific and program
staff are essential. Multiple stakeholders must
be engaged by a common focus on advancing
environmental health science and a shared
commitment to sustainability. Successful outcomes
require structured, collaborative management
processes.’’ (Sustainability Report, National
Institute of Environmental Health Sciences,
2009)

T
hough somewhat outside our normal
ITEA community’s sight picture, this
quarter’s historical feature traces the
roots of an organization with a long
history of strategic partnering and

‘‘doing more without more.’’ As one of 27 Institutes
and Centers of the National Institutes of Health
(NIH) and a component of the U.S. Department of
Health and Human Services (HHS), the National
Institute of Environmental Health Sciences (NIEHS)
is the nation’s premier biomedical research agency.
Located in Research Triangle Park, North Carolina,
NIEHS is dedicated to ‘‘reducing the burden of human
illness and disability by understanding how the
environment influences the development and progres-
sion of disease’’ (NIEHS Overview Fact Sheet 2012).

NIEHS traces its beginnings to the early 1960s,
when a U.S. Public Health Service (PHS) (a distant
precursor to today’s HHS) report advocated establish-
ing a central laboratory facility for integrating public
and private efforts dealing with increasing environ-
mental health problems. In 1961, the Committee
on Environmental Health, an influential arm of
the American Academy of Pediatrics, reinforced the
recommendation for a national center. In mid-1962,
the New Yorker began serializing Rachel Carlson’s best
seller Silent Spring, considered by many to be the
bellwether for the modern environmentalist move-
ment. In this context, the U.S. Congress authorized
funds for planning the central environmental health
research facility in 1964. Just 2 years later, the U.S.
Surgeon General announced the establishment of the

Division of Environmental Health Sciences within the
National Institutes of Health (NIH) (Hawkins 1987).

One might marvel how a handful of employees,
beginning with leased office space in the North Carolina
countryside, were the catalyst for a national biomedical
research agency destined to gain international acclaim as
a world-class center for research and high technology
development. It was the right time and also the right
location. Proximity to three major universities (i.e., Duke
University, North Carolina State University, and the
University of North Carolina at Chapel Hill) certainly
accelerated development at Research Triangle Park.
Somewhat of a sleepy hollow until 1965, the addition of
the $70 million National Environmental Health Scienc-
es Center facility alongside a 400 acre, 600,000 square
foot IBM research facility effectively began the region’s
noteworthy trajectory into prominence (Weddle et al.
2006).

Formally renamed as NIEHS in 1985, the organi-
zation includes functional centers for Environmental
Biology, Environmental Disease and Medicine, Clin-
ical Research and Environmental Toxicology, and the
National Toxicology Program (NTP) (Clinical Re-
search Unit Fact Sheet 2012). The NIEHS approach
to collaboration includes blending intramural (i.e., on-
site investigator teams, currently composed of 750
scientists and postdoctorate trainees) projects with a
dedicated staff for administering $300 million in
extramural environmental health sciences grants and
awards among researchers at colleges and universities
throughout the nation. For example, the pioneering
work by NIEHS researchers and grantees framed our
current understanding of the deadly effects of asbestos
exposure, developmental impairment of children ex-
posed to lead, and health effects of air pollution.
Working with the U.S. Environmental Protection
Agency (EPA), the NIEHS Superfund Research
Program brings critical expertise in biomedical and
nonbiomedical sciences to investigating how environ-
mental toxicants behave in the environment and
potentially affect human health at the various desig-
nated hazardous waste sites throughout the country.
Research is made available to the public free of

Historical Perspectives
ITEA Journal 2012; 33: 190–191
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charge at the PubMed Central website at http://www.
pubmedcentral.nih.gov/.

In 2003 the NIEHS director established the Public
Interest Liaison Group (PILG), representing a ‘‘cross
section of organizations interested in environmental
health that includes large organizations represented by
well-known advocate-researchers as well as organiza-
tions that are the creation of passionate advocate-
patients affected by dreadful illnesses.’’ This inclusive
organization welcomes open discourse, including even
the smallest organizations that otherwise would not
have access to such high-level discussions.

Building on these successes, in 2007 NIEHS created
the Partnerships for Environmental Public Health
(PEPH). This umbrella program blends public input
into the research planning process by coordinating and
integrating initiatives that involve government, indus-
try, scientists, academia, and affected communities
(PEHP Fact Sheet 2012). This approach was crucial in
the aftermath of the 2010 gulf oil spill, when NIEHS
studied the health implications among workers and
volunteers most directly involved as crisis responders.
Working alongside the affected gulf communities, as
well as agencies, researchers, and outside experts, this
work continues to explore the long-term physical and
mental health effects among the 55,000 cleanup
workers and volunteers (Gulf Oil Spill Fact Sheet
2012). Other efforts, representing over $25 million in
research grants to gulf area universities, partner with
local communities to address health questions and
determine if there are harmful contaminants in air,
water, and seafood. C

DR. JAMES S. WELSHANS, ED.D., is a former active duty
U.S. Air Force fighter pilot, instructor, and war planner.
Currently an independent scholar with LectricSix Solu-
tions, Inc., he is a senior requirements engineer with
Teledyne CollaborX, advising the U.S. Air Force Research
Laboratory and Air Combat Command on military C2
projects and technology transition. A founding member of
the U.S. Air Force Operational Command Training

Program, Dr. Welshans taught strategy and operational

assessment to military officers worldwide during major
command and control exercises. Dr. Welshans received

a bachelor of science in international affairs and history
from the U.S. Air Force Academy (1977), a master of

science in management (1985), and a doctor of education
degree in curriculum and instruction and educational

leadership (2008). He lives in Navarre, Florida, and is
especially thankful to NIEHS for helping us all to learn

about the potential long-term consequences of the Gulf Oil
Spill on the most beautiful beaches in the world. E-mail:

lectric6@att.net
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Simulation and the T&E of Complex Systems: Establishing
Trust in Operator-in-the-Loop Federations

Bryan Herdlick, Thomas Mazzuchi, D.Sc., and Shahram Sarkani, Ph.D., P.E.

Department of Engineering Management and Systems Engineering,

The George Washington University, Washington, D.C.

Initiatives within the U.S. Department of Defense (DoD) to integrate developmental and

operational Test & Evaluation (T&E) activities and to encourage the ‘‘early involvement’’ of

operational test organizations have moved strategic partnering and resource sharing from the

realm of best practice to that of necessity especially in the context of complex warfighting

capabilities achieved through System-of-Systems (SoS) designs. The use of virtual environments

as a complement to constructive simulation and live testing offers an alternative to live large-

force exercises for the T&E of complex SoS-based capabilities. Federations created to support

operator-in-the-loop (OITL) participation can facilitate collaboration between development,

test, and user communities, but offer unique challenges to the verification and validation

techniques traditionally applied to establish trust in models and simulations. This article

synthesizes an approach for establishing trust in OITL federations for their use in the

development and testing of SoS-based capabilities.
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S
ystems engineering and modeling & sim-
ulation (M&S) practitioners in the U.S.
Department of Defense (DoD) have been
vexed by the development of System-of-
Systems (SoS)-based capabilities for years.

The International Council on Systems Engineering
publication Insight identified the ‘‘evolution of large-
scale capabilities [and the] combination of legacy,
new and modified systems’’ as particularly challenging
aspects of SoS design (Ferris 2009). Related M&S
challenges were identified in a presentation at the
Conference for Systems Engineering Research in 2008
and included the modeling of large-scale systems,
integration of models, coupled simulations, and the
trustworthiness of M&S (Kalawsky 2008). The test and
evaluation (T&E) community is also focused on these
issues, as evidenced in the themes of recent issues of the
ITEA Journal which include ‘‘Highly Complex’’ systems
(March 2009), ‘‘User-Centric’’ systems (June 2010), and
the use of ‘‘Simulation’’ in T&E (September 2010).

SoS designs occupy the attention of these commu-
nities because they constitute ‘‘Wicked Problems’’

(Conklin 2006). Conklin presented evidence that,
when confronted with such challenges, designers tend
to proceed quickly to the consideration of prospective
solutions. By identifying the merits and shortfalls of
candidate solutions, the problem is better understood
and reformulated, and the solution space refined.
Figure 1 depicts the disparity between the linear and
the more dynamic problem solving sequences.

Developing a SoS-based capability in the U.S. DoD
requires exploration of a solution space with unique
constraints imposed by the acquisition timelines
associated with the constituent systems. In the notional
SoS-based capability depicted in Figure 2, the maturity
of systems, networks, and weapons are unequal.
Immature and modified systems may not be available
simultaneously, but models offer an alternative means
for investigating design and performance trades
(Knepell and Arangno 1993). Models also offer greater
flexibility than live experimentation, facilitating the
exploration of multiple design alternatives an impor-
tant tool given the dynamic nature of a solution space
so easily influenced by perturbations in the political,
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programmatic, and fiscal environment surrounding the
constituent systems. While useful, system-level con-
structive models offer only partial insights into a SoS-
based capability and fail to reflect an important
constituent system in a user-centric SoS design…the
operator.

An operator-in-the-loop (OITL) simulation of the
SoS-based capability (i.e., a federated virtual environ-
ment) can offer unique insights into system integra-
tion, human-system interactions, and emergent be-
havior that cannot be achieved through the exclusive
use of constructive models (Becu et al. 2006; Davis
and Henninger 2007). Furthermore, OITL environ-
ments facilitate interaction between stakeholders,
researchers, and developers (Becu et al. 2006),
delivering the ‘‘shared understanding’’ necessary for
the successful design and test of such ‘‘innovative and
unprecedented systems’’ (Weiss, Roberts, and Cross
2009). Experimentation in a virtual environment thus
serves to facilitate greater agreement and mutual

support across the codependent activities detailed in
Figure 3.

Beyond the initial development of a SoS-based
capability, T&E is particularly problematic. In August
of 2010 the National Defense Industrial Association
(NDIA) formed a working group from its T&E and
SoS Systems Engineering committees to identify
problem areas at the intersection of their areas of
responsibility (Wilson et al. 2011). The working group
attributed many ‘‘sleepless nights’’ to a list of issues,
including ‘‘how to test the contribution of a system to
the SoS performance in the absence of other SoS
elements,’’ ‘‘defining the basis for T&E for SoS
capability objectives,’’ and the ‘‘relationship between
SoS metrics and T&E objectives.’’ One reason that
these issues rob T&E practitioners of sleep may be
the inadequacy of traditional methods and tools. Live
testing and constructive simulation do not constitute a
complete tool set for the T&E of a SoS-based capability.
Live large-force events are expensive, and operational

Figure 1. Solution development for ‘‘wicked problems’’ (Conklin 2006).

Figure 2. Asynchronous development of constituent systems in a System-of-Systems (SoS) design (adapted from a U.S. Navy

Briefing on 27APR2011 by Mr. Todd Standard).
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assets are difficult to schedule (if they are available at
all); constructive simulation cannot adequately represent
human operators and their decision making as critical
participants in the employment of a new capability. As
previously offered, a virtual environment is unique in its
ability to support investigation of employment concepts,
military utility, and SoS-level performance in the context
of a mission-, battlefield- or theater-level conflict. SoS
T&E is a virtual environment where humans operate
constituent combat systems and employ SoS-based
capabilities in a large-force simulation. Given this
utility, why are virtual environments not more widely
employed in the service of T&E? What must be done to
facilitate use of a more balanced ‘‘…continuum of live,
virtual and constructive systems and operational envi-
ronments’’ for T&E as encouraged by the U.S. DoD
(USD [AT&L] 2008)?

Decision making, virtual simulation,
and trust

The terms credibility, confidence, reliability, and
trust are often used interchangeably when discussing
models and all are required, in some capacity, if
critical decisions are to be effectively informed by
M&S. Establishing trust and determining the suit-
ability of a model or simulation for a specific use is
often accomplished through verification, validation,
and accreditation procedures. Models developed to
represent a single weapon, a radar, or even an aircraft
that might host a radar and a weapon are usually
developed under the auspice of a single major defense
acquisition program and can therefore enjoy a close,
mutually supportive relationship with the real-world
systems they represent. Ideally, live test data can be
used to validate the models and the models can then be
confidently employed to predict performance.

In the case of an OITL federation, all of the
challenges identified in the first paragraphs of this

article coalesce. Many of the tacit assumptions and
tenets of verification and validation (V&V) techniques
that serve perfectly well in application to constructive
models and simulations are violated by the disparate
pedigree of the constituent models in the federation,
the absence of live systems or test data against which to
validate performance, and the participation of human
operators. In fact, M&S experts have stated that doubt
exists ‘‘…that a significant level of confidence is attainable
even when costly V&V procedures are used’’ (Becu et al.
2006) and have taken the statement even further to
insist that ‘‘it is impossible to verify and validate large-
scale simulation models to a reasonable confidence level’’
(Sargent et al. 2000). Under such circumstances, it has
been stated that ‘‘transparency and acceptance of judg-
ment may need to replace more traditional measures for
establishing confidence’’ (Allen 2006) This constitutes a
transition from a syntactic focus to a more holistic,
semantic perspective. The two approaches are contrast-
ed in Table 1.

The M&S community has, for years, focused on
formal (i.e., syntactic) methods perhaps to the unin-
tentional exclusion of informal (i.e., semantic) tech-
niques. Formal methods instill confidence through their
rigor, objectivity, and repeatability. However, Rabeau
(2011) observes that ‘‘…formal methods are not usually
implemented across a whole project, but [rather] on the
most sensitive parts’’ offering this as evidence that
formal methods may be, in spite of arguments to the
contrary, ‘‘heavier and more expensive’’ than alternative
methods. He subsequently considers ‘‘face validation’’ as
an informal method that might serve as a complement
or alternative to formal V&V approaches, attributing to
it benefits such as low cost and ease of implementation.
In practice, face validation employs the use of subject
matter experts (SMEs) to review simulation operation
and results for reasonableness effectively placing the
SME in the powerful position of singular referent for
the environment, system, and capability. As a result of
this reliance on human judgment, face validation is often
derided. The inexperience and potential bias of experts
(Gross 1999) and inadequate depth and rigor (Pace
2004) often figure prominently in indictments of
informal methods such as face validation. If some of
these issues could be addressed, then perhaps a more
balanced application of formal and informal methods
might be achieved in cases where formal methods reach
their limits of applicability.

Synthesizing a new method: scope
and assumptions

This article develops a rigorous, informal method for
evaluating federate pedigree in the context of a SoS-
based capability and operator pedigree in the context of

Figure 3. System-of-Systems (SoS)-based capability

development: ‘‘codependent’’ processes (adapted from Weiss,

Roberts, and Cross 2009).
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SoS engineering activities conducted using an OITL
federation. The proposed method limits scope to these
areas as an initial step toward a more comprehensive
solution that will potentially address the assembly of the
federation, the development of operational scenarios,
the selection of appropriate metrics, data collection, and
analysis. Additionally, scope was controlled by assuming
that accepted best practices for system-level model
development and federation construction would be
observed. First, it is desirable (but not mandatory) that
models of constituent systems in the SoS would have
completed some degree of formal (i.e., syntactic)
verification and validation at the system level and to
the limits of available referents, prior to integration
into the federation. Second, prospective federates were
assumed to be compliant with established, applicable
standards that facilitate syntactic composability, such as
IEEE Standards 1278 (series) for Distributed Interac-
tive Simulation and/or 1516 (series) for High Level
Architecture. Third, the cooperation of organizations
responsible for federate development is assumed to
include access to associated documentation. Finally,
for the federation to support CONOPS development,
requirements refinement, and early T&E involvement,
the cadre of operators is assumed to comprise represen-
tatives from operational and developmental test organi-
zations or from a service level weapons and tactics
training organization.

Assessing federate pedigree
Informal methods are often derided for their lack of

rigor when compared with more quantitative, objec-
tive, technical approaches. One area where informal
methods can be improved is in the documentation of the
criteria used in their application (Pace 2004). In the
virtual environment, each element in the conceptual
model is represented by a federate. The credibility of
each federate can be characterized through the applica-
tion of an assessment scale such as the one detailed by
the National Aeronautics and Space Administration
(NASA) in their Standard for Models and Simulation
(NASA 2008). This five-level scale focuses on the areas

of M&S development, operations, and supporting
documentation and identifies eight factors of interest:
verification, validation, input pedigree, results uncer-
tainty, results robustness, use history, management, and
the qualifications of personnel. While the detailed
definitions for each level (0 4) in the scale vary across
the factors, they roughly correspond to (0) insufficient
evidence, (1) qualitative/basic, (2) documented/subjec-
tive, (3) formal/repeatable/validated, and (4) quantita-
tive/rigorous/de facto standard. It is useful to consider
the application of this assessment in the context of an
example such as the notional ‘‘any sensor any shooter’’
capability introduced in the conceptual model depicted
in Figure 4. The capability is developed from left to
right, starting with sensor (Se) and tracker (Tk)
functions communicating via sensor networks (SN),
subsequently passing track information via tactical
networks (TN) to a launch platform (LP) that is
ultimately responsible for launching a weapon (WPN)
and supporting it via Weapon Data Link (WDL).

Given the aforementioned disparate maturity of the
constituent systems in such an SoS-based design and
the corresponding variance in model pedigrees, some
compensation was required to permit equitable com-
parison of the federates in the context of the federation.
Therefore each factor in the NASA scale was assigned a
maximum possible score on a federate-by-federate basis
(i.e., an upper, achievable limit). Also, because the
importance of factors can be expected to vary as an OITL
federation is employed for early exploratory work (i.e.,
validation and use history limited) or to inform the T&E
of more mature SoS designs, weights were assigned to
each of the factors (out of a 100-point total), and those
weights were subsequently applied consistently across all
federates. Data entry, calculations, and graphical depic-
tions were managed via spreadsheet software, as depicted
in Figure 5. Information from the cells ‘‘boxed’’ in the
upper half of Figure 5 include factor weights and
percentages of maximum scores that were used to
calculate a single composite value for each federate: a
‘‘weighted federate pedigree’’ used to construct Figure 6.
The cells ‘‘boxed’’ in the lower half of Figure 5 offer

Table 1. Perspectives on modeling and simulation: syntactic vs. semantic (partially derived from Petty and Weisel [2003] and Sargent

et al. [2000]).

Syntactic Semantic

Interoperability Technical (e.g., compliance with standards) Substantive (e.g., works as intended/desired when

systems interact)

Composability Engineering implementation complies with

protocols—a Federate Level focus

Postcomposition utility of ‘‘the whole’’ is successful and

useful—a Federation Level focus

Validity Components verified and validated individually but

can still be collectively unsuitable for intended use

Components (or collective) may be impossible to validate

but may yet be considered suitable for intended use

V&V methods Formal, quantitative, objective Informal, qualitative, subjective
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deeper insights into the percent of maximum factor
scores achieved by each federate and are reflected in
federate-specific assessment graphs in Figure 7.

The summary view of weighted federate pedigrees in
Figure 6 permits simulation developers, event conduc-
tors, and other stakeholders to prioritize development
efforts by identifying federates that may require
additional attention to achieve a desired level of
confidence. Those with lower weighted pedigrees
(the left bar in each pair) and a higher number of
factors assessed at less than 75% of their prospective
maximum scores (the right bar in each pair) might
require more immediate attention than other federates
in the environment.

The charts in Figure 7 may then be used to prioritize
development activities and/or corrective action to
improve trust in the federate and the federation. For
instance, attention might be focused on the verification
and input pedigree of SN #2 and the input pedigree of
TN #1. Of note, since the values depicted in Figure 7

are weighted factor scores, they are not normalized to a
100-point scale. These graphs are intended for use by
the federation and federate developers.

This federate-level assessment must then be extend-
ed to the context of the SoS-based capability being
explored if the proposed solution is to address concerns
expressed over lack of insight into the ‘‘propagation of
uncertainty’’ (Rabeau 2011) in the context of large scale

Figure 4. Conceptual model for a notional ‘‘any sensor–any shooter’’ capability.

Figure 5. Assessment spreadsheet (selected federates).

Herdlick, Mazzuchi, & Sarkani

196 ITEA Journal



simulations. The conceptual model introduced as
Figure 4 is useful as a framework for applying
‘‘reliability calculations,’’ as depicted in Figure 8, with
lower pedigree federates representing less reliable ele-
ments in the simulated SoS. Serial sequences can be
identified as common or unique, with the latter often
containing the variables being manipulated during an
OITL event. For this example, an experiment to investi-
gate performance changes in sensor/track contributor
(SeTC) or SN might choose to focus attention on the
unique branches on the left in Figure 8. Common
elements can similarly be investigated for their relative
contribution to confidence in the federation and the
experiment. In this case, the pedigrees of the common
elements on the right of Figure 8 return a decidedly low
score, which improves dramatically as factor scores
improve. Sensitivity analyses may be conducted to identify
and prioritize necessary federate enhancements to improve
overall credibility in the federation and the results generat-
ed through its use.

Caution should be exercised in the application of this
approach. First, this method does NOT indicate the
reliability of the capability or the federation the values

used in the calculation reflect subjective credibility

assessments, NOT reliability. Second, the use of
reliability calculations should not be extended to the
pursuit of a single value for federation-level pedigree
attempts to apply reliability calculations to the combined,
unique, parallel branches returned elevated values in
excess of individual federate-level scores. Additionally,
parallel-branch calculations were found to be insensitive
to changes in factor scores or adjustments to factor
weights. As a result, it is recommended that only series
arranged elements be evaluated using this method.

Assessing operator experience and
participation criticality

In an OITL federation, the human participants are
important both as constituent systems in their own right
and as potential sources of uncharacterized variability.
Left unchallenged, significant shortfalls in the experi-
ence or consistent participation of operators can nega-
tively impact the outcome of experiments or testing
conducted in the environment ultimately drawing into
question the viability of otherwise reasonable findings.
It is not surprising, then, that increased scrutiny on

Figure 6. Weighted federate pedigrees.

Figure 7. Assessment summary graphics (selected federates).
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human participation has been identified as a necessary
improvement to informal methods such as face valida-
tion (Allen 2006; Rabeau 2011).

No relevant standard or scale for assessing operator
pedigree was located during the literature review con-
ducted for this article. Therefore, the assumptions listed
below were fundamental to identifying, weighting, and
combining the factors associated with the assessment of
operator experience and participation criticality.

N Active duty military operators are preferred, but
the use of contractor or government operators
with prior military experience may be necessary.
The use of engineers or technicians with no
relevant prior military experience is discouraged
during build-up events and unacceptable for data-
collection events.

N Operator currency is relevant and specific to type/
model/series and installed weapon system(s).

N Operator support will be provided by operational
and developmental test organizations and service-
level weapon and tactics schools.

N The composition of the operator work force will
be adjusted based on the purpose of the virtual
simulation, with more developmental test (DT)
or operational test (OT) operators desired for
events that support T&E and more participation
by service-level weapons and tactics school
representatives when operational concepts and
tactics are being evaluated or matured.

N Prior experience as an operational or develop-
mental test operator or as a service-level weapons

and tactics instructor is germane but should not
be weighted as heavily as the operator’s current
position.

N Consistent participation during OITL events is
important to include involvement during the
build-up events prior to a major experiment or
test, with increasing priority assigned to later
events in the sequence (e.g., operator integration,
tactics stabilization, etc.).

N Prior experience in the virtual environment is
relevant, with increasing weight assigned to
events in which an operator served as a platform
or service-level lead.

N Prior experience with the new SoS-based capa-
bility being developed is germane to include use
during virtual simulation events and live testing.

N Successful preparation of an OITL federation
can involve months of week-long integration and
training periods. The focus of these events is to
sequentially establish (1) the independent stability
of each federate as installed in the environment;
(2) the functional integration of the federates into
the environment; (3) the successful interoperability
of the federates in the context of the new, SoS-
based capability; (4) performance and functionality
at the SoS/capability level; and (5) the validity and
stability of tactics, techniques, and procedures as
employed by operators.

As was done for the federate assessment, a spread-
sheet was used for data collection, calculation, and the
generation of graphical products. Figure 9 is not

Figure 8. Reliability calculations in a conceptual model framework.
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included here to offer detailed content but rather to
demonstrate the logical development of factors from
operational experience at the top of the sheet through
experience in test or tactics instructor tours (middle of
the sheet), to experience with the new capability and
participation in the development of the virtual environ-
ment. Summary values used to feed the graphical output
(Figure 10) are generated in the blocks at the bottom
of the spreadsheet, and the assumptions previously
introduced are incorporated along the right side of the
sheet.

Figure 10 offers insight into a number of issues
related to operator participation. Starting in the upper
left and proceeding clockwise, a federation developer,
event conductor, or stakeholder can discern (1) how
critical the participation of each operator may be in the
upcoming event based on their prior experience and
prospective leadership role(s); (2) operational experi-
ence with the platform and weapon system, as well as
prior experience as a tester or tactics instructor; (3) the
composite pedigree of each operator calculated as a
multiple of the values depicted in the prior two graphs;
and (4) the distribution of organizational representation.
This information is presented to support identification
and retention of operators for duty as event and platform

leads, critiquing individual engagements during post-
event analysis (where individual operator proficiency
and experience may be a factor), substantiating the
need for active duty operator participation (as com-
pared with that of contractors with prior active duty
experience) and ensuring that an appropriate balance of
organizational representation is achieved to support the
purpose of the experiment or test being conducted in the
environment.

The Operator Composite Pedigree graphic, in this
example, might lead an event coordinator or analyst to
more closely monitor or manage operator #4 due to a
potential experience shortfall relative to other operators
in the environment. Similarly, the use of contractors or
engineers as operators (e.g., operators #9 and #11)
would incur a significant shortfall in relevant experi-
ence that might undermine the credibility of the
federation as employed and any findings generated
through its use. On detailed review of the spreadsheet,
operators #8 and #10 are found to be active duty
military who are not currently proficient as operators
due to current assignment in nonoperational billets
(e.g., staff rotations). Such information supports more
informed recruitment, training, retention, and man-
agement of the operator workforce.

Figure 9. Operator experience, participation criticality, and affiliation spreadsheet.
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Merits, limitations, and future work
The approach recommended in this article repre-

sents an initial step toward establishing trust in OITL
federations for their use in the mission-based T&E of
SoS-based capabilities. The proposed method focuses on
the pedigree of federates and operators as critical factors
in establishing this trust. The proposed method adds
rigor to the collection and analysis of information that
has historically been documented inconsistently by
federation developers and users and generates intuitive
graphical products that highlight areas for increased
scrutiny and/or corrective action that may be necessary to
enhance the credibility of the federation, the experiments
conducted in the environment, and the resulting analysis
products.

The proposed method also establishes confidence in an
OITL federation by conducting a comparative assess-
ment of the pedigree of constituent models in the context
of the SoS-based capability to reduce the likelihood of a
Type I error (i.e., engendering trust to preclude rejec-
tion of reasonable results). An assessment of operator
experience is included to guard against a Type II error
(i.e., acceptance of results without challenging critical
assumptions). And a Type III error (i.e., solving the
wrong problem) is partially mitigated through the use of
the conceptual model of the SoS-based capability as a
framework for federation-level assessment.

It is envisioned that the method will have utility
during the build-up phase that precedes an event to
justify priority modification of federates or the partic-
ipation of operators as an assessment tool for a single
event and (given common weighting factors) a tool for
assessing relative trust in the federation across similar
events. The method can be easily tailored and only adds

significant workload in cases where best practices are not
being currently implemented. Finally, the recommended
approach remains compatible with existing U.S. DoD
guidance for the verification, validation, and accredita-
tion of M&S and supports a more balanced approach to
the use of live, virtual, and constructive environments
for the conduct of T&E.

Admittedly, factors other than the pedigree of
federates and operator experience influence trust in an
OITL federation. Future work may include an expan-
sion of this method to incorporate factors such as the
experience of personnel responsible for the assembly and
operation of the federation, the creation of scenarios and
OITL events, the conduct of experiments or tests, and
the collection and analysis of data. As the proposed
method is applied during OITL federation events in
DoD fiscal year 2013, it will be refined to include some
of these additional aspects. C
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The contemporary wisdom is that on the battlefields and spaces of the so-called ‘‘future,’’ our

soldiers, sailors, and airmen will be presented with ever-increasing voluminous and often

conflicting data from multiple network-capable systems and sources in an increasingly small

world and will face ‘‘cognition overload.’’ In this article. we examine the need to shift to a Joint

system of systems (SoS) test methodology in the U.S. Air Force, the broader U.S. Department of

Defense (DoD), and the Five Eyes Coalition nations of Australia, Canada, New Zealand, the

U.K., and the U.S. Further, we examine what these nations are broadly doing, to determine

where it is best to spend efforts in a resource-constrained environment to ensure our Joint task

forces can achieve the campaign objectives. We discuss the impacts on the test community at

large, with emphasis on capability readiness in particular. Beginning with the fundamental

requirements for testing, we present the realities of the impact of the Information Age on those

requirements. The current progress in developing the capability management framework,

acquisition business model, and technical capabilities to facilitate SoS test is reviewed.

Surprisingly, there is no test and evaluation or experimentation standard for today’s armament

systems or SoS without considering tomorrow’s network-enabled, complex, adaptive capabilities

employing kinetic and non-kinetic effects in families of SoS (FoS). We then discuss what the

Coalition Five Eyes nations are doing with distribution simulation in the test and training

worlds and the way forward using a North Atlantic Treaty Organization (NATO) Joint fires

application of armament in an integrated mission environment CODe of best practice for

experimentation (JAIME CODEx) employing both kinetic and non-kinetic effects. A way

ahead that will enable the Five Eyes nations to do more of the right high-end effects-based

things by leveraging training and testing capabilities through integrated training, test, and

experimentation opportunities is also proposed.
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I
n recent years, there has been a revolutionary
shift in the focus of the profession of arms.
The shift has occurred away from the
platform-centric view popularized by many
politicians and those in the media as to how

many tanks, planes, and boats are needed for the
defense force, to that of a capability management
construct that is to be network centric, interoperable,
and Joint effects based. This is being achieved by
treating the military capabilities to achieve those end-
effects as systems of systems (SoS) that need to be
managed across the whole life cycle. The ability to
undertake predictive modeling and simulation (M&S)
of the options available to a Joint task force com-
mander to confidently achieve the desired Joint high-
end effects-based things in the time available means
that robust M&S of network-centric systems is vital to
combat operations and more than an unvalidated tool to
the capability development and acquisition processes.

In fact, during two-thirds of the 100 years that
militaries have been acquiring aircraft and other sys-
tems related to air and space warfare, the Departments
of Defense (DoD) involved conducted very little
dedicated operational testing to support acquisition
or production decisions. In the U.S. Air Force (USAF),
for example, the vast majority of government-conducted
testing even into the Vietnam era (with the exception of
1941 1957 and use of the Air Proving Ground, Eglin
Field, Florida) was what is known today as develop-
mental testing, with some well-documented conse-
quences, such as the first deployment of the F-111 to
Southeast Asia. In March 1968, six USAF F-111As
were sent to Thailand for combat duty. After the loss
of three aircraft in less than 2 months, attributed to
malfunctioning horizontal stabilizers, the remaining
F-111As were returned to the U.S. (Benson 1992).
This also directly affected acquisition of the F-111C
for the Royal Australian Air Force (RAAF) by the
Australian DoD by delaying it for over a decade and
probably contributed to the U.K. deciding to not
proceed with acquisition of the drawing board ‘‘F-
111K’’ option and to develop the Tornado instead
(Lax 2010). To address this and other aircraft
deficiencies being found in the conventional war (in
a nuclear sense) in Southeast Asia, the USAF Tactical
Air Command established the Tactical Air Warfare
Center, Eglin Air Force Base (AFB), Florida, in 1963
and the Tactical Fighter Weapons Center, Nellis
AFB, Nevada, in 1966 to rectify the problems. The
USAF Test and Evaluation Center, (‘‘Operational’’
was a later addition to form AFOTEC) was activated
in 1974 to provide operational testing, independent of
the development, procurement, and user Major
Commands for the largest acquisition programs.

Quite naturally, the focus in the ensuing years of
operational testing was on the individual system being
acquired or fielded within the context of a limited
operational environment. In other words, operational
testing was effectively an extension of developmental
testing. The larger questions of combat capability and
mission contribution were left to the M&S commu-
nity. Two notable exceptions were the U.S. DoD-
sponsored Joint Test and Evaluation (JT&E) pro-
gram, established in 1972, and tactics development
and evaluations (TD&Es) dating to the early years of
the U.S. Tactical Fighter Weapons Center. This
situation was reflected in the U.K., Canada, and
Australia with varying evolution of developmental test
establishments since World War II in conducting
pure developmental test and more operationally
focused tactics, testing, and training.

Recent emphasis on capability-based testing takes
the evolutionary process a step further. In particular,
the test community has been tasked to conduct net-
centric (or info-centric) and SoS testing. Net-centric
testing requires the investigator to evaluate systems and
their interoperability as part of the find fix track
target engage assess (F2T2EA) end-effects kill chain
information network. Net-centric testing requires
testers to evaluate capability beyond the limits of the
particular system under test and its interoperability/
integration with nearest-neighbor systems, as is
currently practiced. SoS testing extends the scope of
evaluation beyond that of merely placing a system in
the context of a larger multi-system structure; it is the
most practical approach to testing that reaches the level
of capability-based evaluation.

In this article, we examine the basic purpose of
testing and then show how the Information Age is
affecting that purpose in the Coalition environment.
We then examine efforts to develop a new business
model to facilitate testing to SoS requirements versus
system-level requirements. We look at some of the
efforts to develop test infrastructure to perform
distributed testing with integrated live, virtual, and
constructive (LVC) inputs. We then discuss efforts to
integrate testing and training, and finally, we develop a
concept for bringing all these developments together to
accomplish SoS testing.

The basic purpose of testing systems and processes
has remained unchanged over the years. Testing is an
act of trying to reduce the risk of fielding new materiel
and non-materiel solutions to warfighting capability
needs. Testers need to get as close as possible to the
capability’s ‘‘state-of-nature’’ performance to avoid
making the errors of either recommending fielding of
a non value-added capability or recommending not
fielding one that could be value-added. The Information
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Age changes this by redefining the loss function a
system should no longer be measured against system-
based performance, but against its contribution to over-
all warfighting capability as measured by SoS-based
requirements. The U.S. Office of the Secretary of
Defense (OSD) had given U.S. Joint Forces Command
(USJFCOM) the job of leading the U.S. Combatant
Commands (COCOMs) in defining these requirements
by identifying Joint mission threads (JMT) for important
Joint missions that cross functional lines. OSD has also
begun funding distributed test capabilities that can tie
together the Services’ test ranges and integrate LVC
methods to create true Joint environments. Still,
assembling the resources for this Joint testing is beyond
the constraints of the current fiscal environment, so it
will take innovative test and training integration to
address SoS requirements. It will also take work at the
working level by others in the test and evaluation (T&E)
arena (outside USJFCOM) to ensure they are ready to
feed into the same process. Testers should become adept
at using progressive levels of LVC simulations as the
systems mature through spiral development to ‘‘gradu-
ation’’ in integrated test and training events. The 605th
Test and Evaluation Squadron (TES) has developed a
way to join this effort by creating a (Joint) theater air-
ground system (TAGS) capability that can integrate a
distributed SoS test capability with major training
exercises such as the Red, Green, and Blue Flags.

Key definitions, acronyms, and figures
For ease of cross-reference, the key definitions,

acronyms, figures, tables, and references are included in
Annex A and in the article, respectively. A complete
list of the definitions and acronyms used in this article
are included at Tutty (2012) and the references at
Tutty (2012a).

Background
Australia contends that future Coalition defense

forces will inevitably have key Joint operational and
network-enabled support systems with sensor and
engagement platforms connected to the command
and control elements. Tutty (2012) believes that
experimentation and T&E can better inform key
stakeholders as to the confidence we should have in
our operational capabilities; i.e., the power to achieve a
desired operational effect in a nominated environment,
within a specified time, and to sustain that effect for a
designated period.1 How the typical project-centric
culture, endemic in contemporary national and inter-
national defense materiel acquisition processes, can
better inform the key stakeholders as to whether future
network-centric SoS and families of SoS (FoS) are
going to deliver operationally useful Force Level

capabilities, as depicted in the operational view at
Annex A, Figure A1, and defined at Annex A,
Figure A2, to confidently achieve the desired military
outcomes in a timely nature is key. To answer this
question, a review has been made of the current
national and international methods used for capability
development/management, systems engineering, T&E,
system safety, and project management practices. The
key elements have been identified that should enable
the confidence in our future Joint military capabilities
as being operationally suitable, effective, and prepared
(i.e., ready and sustainable) for Coalition task forces to
be evidenced based.

Future Coalition operational needs
Tutty (2012) found that the Coalition needs to

address the following overarching issues to meet future
opportunities and expected threats:

N Kinetic conventional weapons effects develop-
ing options for future training/testing and
tailored effects for

# all weather, day/night, long-range, hypersonic
and loitering, autonomous air, sea, and land
weapons;

# network-enabled weapons and data link archi-
tectures;

# integrated Joint fires unguided, guided, and
network enabled.

N Non-kinetic electromagnetic effects developing
options for future training/testing and tailored
effects for

# Electronic Warfare (EW) Navigation warfare/
global positioning system (GPS) denial/elec-
tromagnetic (EM) spectrumdenial/cyber/infor-
mation operations;

# passive EW self-protection measures remain;
active directed infrared (IR) countermeasures
predominate;

# directed energy as the ultimate non-kinetic
effect and to exploit EM vulnerabilities;

# spectrum management changes and avoiding
‘‘spectricide’’ issues include mobile phones,
new bands, secure telemetry, complex, adap-
tive, and multipath range networks such as
‘‘iNET,’’ etc. (many of which are all too
familiar to us in the T&E world).

N Synthetic Coalition battlespace developing op-
tions for secure, persistent connectivity with un/
inhabited shooters, distributed command and
control (C2) and ‘‘negatible Joint desired mean
points of impact’’ (i.e., targets) in the postdigital,
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networked LVC world, which will inevitably be
using complex, adaptive systems (CAS) for Joint
mission level operations’’ (McKee 2010). The
detailed gaps in current approaches for the ‘‘as is’’
and ‘‘to be’’ states for military capabilities in our
increasingly small world (see Watts 2002 and
Taleb 2007) are detailed further at Tutty (2012).

Of importance, most current national and interna-
tional concept of operations (Conops or operational
concept documents [should they exist]) were generally
considered by most participants as not being sufficiently
‘‘robust enough’’ for their intended purpose by not
clearly enunciating user perspectives and a whole-of-life
perspective with clear thresholds and objectives for such
future needs to be near real time in the expected battle
space considering the EW environment and cyber
network attack threat. Furthermore, we have found
that Conops rarely include realistic views of the
Coalition task force concepts and associated metrics at
all. In this article, we also focus on why some of these
high-end effects-based things are done in simulation via
the LVC environment, since they cannot be done in real
life, except at unacceptable levels of safety or huge
expense. Further, we examine how to go about capturing
that information to make sure any contrivances such as
experience of the players, representativeness of the
threat, and numbers of assets/players in the scenarios/
task force do not give unrepresentative results.

The theory behind testing
T&E, at its most basic level, is simply the

application of the scientific method to decision
requirements for hardware, software, concepts, and
tactics, techniques, and procedures (TTPs). In the
larger context, many aspects of testing can be explained
in the context of game theory. It is an attempt to
ascertain the true state of the capability being tested
with respect to fulfillment of certain requirements.
Testers sample that capability in a simulated combat
environment or in a real operational environment, and
based on the observed results, draw conclusions about
the true underlying capability of the system, its ‘‘state of
nature.’’ The recommendation to decision makers
follows from these conclusions. Decision makers use
this information to determine their actions based on risk
considerations. Thus, the test is a risk-reduction tool for
the decision-maker it gives him (or her) the best
estimate of the state of nature. A complete mathematical
explanation based on statistical decision theory is
provided by Kometer et al. (2011; Appendix A).

For traditional system-level operational testing, the
states of nature could be considered dichotomous: the
system meets requirements and performs satisfactorily (it is

effective and suitable) or it does not. But we can also
broaden this to a determination that the system contributes
favorably to warfighting capability or has no (or even
negative) impact on warfighting capability. The actual
observed outcome of the test would be multi-dimensional,
representing the level of attainment of objectives identified
by the test team. A decision rule would be devised
(typically subjectively) to map these potential observed
outcomes into an action (recommendation) vector A. For
example, say A 5 [a1, a2, a3, a4], where

N a1 is a recommendation to field the system as is,
N a2 is a recommendation to field the system after

identified deficiencies are corrected,
N a3 is a recommendation not to field the system

but to continue development, and
N a4 is a recommendation not to field the system

and to cease development.

Theoretically, a loss function representing the conse-
quences of the ordered pair (the state of nature and the
action taken based on the decision rule and observed
outcomes) could be calculated. The risk for each state of
nature is the statistical expected value of the loss function.

Based on the identified risks for each decision rule,
decision makers and the test team could develop a strategy
for testing, recommendations based on test results, and
subsequent decisions on acquisition and fielding.

Operational testers and decision makers do not
define explicitly the loss function or document
alternative decision rules it is highly unlikely they
will ever have sufficient data for this. However,
intuitively they should be aware of the impact of
fielding immature or deficient systems and of with-
holding badly needed capability. Testers, either
implicitly or explicitly, must account for Type-I and

Type-II Errors2 (Ferguson 1967) and the subsequent
effect of their recommendations on decision makers
and ultimately the warfighting capability.

Evaluation that extends the operational tester’s purview
to questions of a system’s functioning within an
information network or an SoS architecture requires a
fresh look at the loss function associated with system
capabilities and the impact on warfighting capability as
well as the overall statistical risk associated with test
conduct and recommendations. We will see below, as
systems become more interdependent for information
exchange (Figure 1) as the loss function should be based
more on a system’s impact to overall warfighting capability
than on a comparison with system-level requirements.

What is different in the Information Age?
The military Services were designed to organize,

train, and equip forces to fight in their respective
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media. This organization construct for the services has
its purposes it ensures the particular needs of these
environments are accounted for when developing the
capabilities that will allow the military to perform its
function in those environments. If all the capabilities
were independent and did not come into contact with
each other, there would be no need to test the systems
as part of a larger system. But they are not inter-
dependent, and they do interact with each other.
Support functions such as close air support ensure the
different Services and functional components have to
perform interdependently.

The Information Age has greatly increased the
integration and interdependence that drives this need
to perform as a system. We are in the midst of a
technological revolution that demands an appropriate
response from those who wish to remain competitive.

For more than a decade, network-centric warfare
prophets have urged this transformation. They propose
that the military must prepare to fight ‘‘netwar,’’ ‘‘an
emerging mode of conflict (and crime) at societal
levels, short of traditional military warfare, in which
the protagonists use network forms of organization and
related doctrines, strategies, and technologies attuned
to the information age’’ (Kometer 2007). Technology
has enabled these new modes because communication
is faster, cheaper, and of higher quality. But netwar is
not only about technology. It is about the linkages
among people. Networks, unlike formal hierarchies,
are plastic organizations with ties that are constantly
being formed, strengthened, or cut (Williams 2001 and
Tutty 2012). Most important, these analysts claim that
it may ‘‘take networks to fight networks’’ (Arquilla and
Ronfeldt 2001).

The U.S. and Coalition militaries must capitalize on
the current information revolution to transform their

organization, doctrine, and strategy. They must retain
their C2 capability while becoming flatter attaining
faster response by eliminating some hierarchical levels in
favor of pushing information out to all players at the
lower levels. Doctrine should be built around battle
swarming, a process of bringing combat power to bear at
nearly any time or place, based on real-time information
(Arquilla and Ronfeldt 1997). The term network-centric
warfare (NCW) refers to a concept that ‘‘translates
information superiority into combat power by effectively
linking knowledgeable entities in the battlespace’’
(Alberts, Gartska, and Stein 1999). Its proponents argue
that C2 should not be envisioned as a sequential process
as it has been in the past gathering data, analyzing it,
making a decision, and then implementing it. Instead,
sensors, actors, and decision makers should be networked
so that they have a shared awareness of the battle space.
Commanders at the lowest levels will have enough
information to take initiative and speed up the response
to changing battlefield conditions (Alberts, Gartska, and
Stein 1999). With reference to Figure 2, the Joint Task
Commanders need confidence that they can confidently
achieve the desired Joint Task Force ( JTF) outcomes
(ends), the effects and tasks to achieve these objectives
(ways), and the resources required to conduct these tasks
(means) (Figure 1). The air campaign, for example, will
seek to establish the necessary degree of control of the air
through offensive or defensive actions prior to the onset
of major land or maritime actions. Control of the air can
provide a major asymmetrical advantage in most forms of
conflict as evidenced during the recent Libyan opera-
tions,3 where a well-resourced conventional force can be
defeated by a small rebel army that has dominant,
coordinated, Coalition-based air power on its side.4

For the acquisition community, the impact of this
transformation is that the systems it acquires for the

Figure 1. Australia’s defense business and output model for infrastructure, enabling and operational functions with test and evaluation
implications; when those on the right have Service ‘‘champions,’’ the ones on the left often do not! (Courtesy Joiner and Atkins 2012)

Doing More of the Right High End Effects–Based Things

33(3) N September 2012 207



military Services are increasingly required to inter-
operate with systems of other services. As one of the
fathers of NCW, Admiral Cebrowski, put it:

‘‘In reality, what has happened is that a new air-

ground system has come into existence where you
no longer talk in terms of one being supported

and the other supporting. That would be like
asking if the lungs are in support of the heart or if

the heart is in support of the lungs. It’s a single
system.’’ (Cebrowski 1998, 2002)

The vision of the USAF leadership through the
1990s was that airpower would be able to execute a
‘‘kill chain’’ as rapidly as possible owing to the smooth
integration of a ‘‘system of systems.’’ The acquisition
community has taken strides to facilitate machine-to-
machine transfer of data among these systems, using
tools such as Web services with XML data.

This is the SoS that operational testers must learn to
evaluate. In truth, the SoS could take many forms,
accomplishing many different operational threads.
Close air support, defense against ballistic and cruise
missiles, dynamic targeting, and construction of a
single integrated air picture are all missions that require
an SoS to work in an integrated fashion. However, the
acquisition community is initially not well structured to
consider the needs of the Joint environment in the
requirements process (DOD DOT&E 2004). Recog-
nizing that this emerging network-centric paradigm

required a different systems engineering approach, the
DoD promulgated guidance in Defense Planning
Guidance (DPG) 2003 and 2004 and Strategic Planning
Guidance (SPG) 2006. These documents moved the
DoD towards a net-centric Global Information Grid
(GIG) and Network- Centric Enterprise Services
(NCES) (DOD AT&L, USD AT&L, and USJFCOM
2004).

So if the decision makers were to truly attempt to
define the loss function, they would have to consider
the impact of the system on the performance of the
SoS, not just the comparison of the system to its own
isolated requirements. A new gateway may have
requirements to forward certain message formats, but
its real function is to synchronize the situational
awareness of the commanders and troops and allow a
more rapid (and effective) transition from information
to action. This is the ‘‘impact on warfighting capability’’
discussed earlier. The loss function should be defined
based on this broader impact, not on whether it meets
the narrower system-based requirements. The loss is
positive if the system is fielded but does not increase
warfighting capability, or if it is not fielded but could
have increased warfighting capability regardless of
whether or not it forwards the required message
formats.

Testing only the narrower system-based require-
ments actually increases the probability of making a
Type-II error. Testers could induce loss by recom-
mending the fielding of a system that will not have a

Figure 2. Joint task forces and defense outputs.
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positive impact on warfighting in today’s environment.
Warfighters in C2 positions have so much information
that simply adding more information does not make
them more effective the information must be added in
a way that allows them to do their job more effectively.

This brings up a reality that cannot be overlooked:
evaluation of the SoS is decidedly incomplete without
consideration of the human interactions involved. All
this information must be organized and presented, so
the people can do their jobs. The more these people are
able to cross functional and Service lines, the more
avenues they have to innovate to accomplish the
mission. However, more avenues for innovation also
means increased difficulty enforcing global procedures.
If the people who make C2 possible are unsure of or
drift from global procedures meant to avoid fratricide
and other unintended damage, accidents can occur
(Kometer 2007). Tests of NCW capability require:

1. assessment of the capability of the SoS as an aid to
the people to bring combat power to bear at the
right time and place,

2. determination of C2 responsibilities from the
lowest tactical level to the strategic level, and

3. development of TTP to implement the entire
network and SoS.

A business model for SoS requirements
The problem is that testing is requirements driven,

and right now requirements are mostly system based
(USAF 2004a). Currently, DODI 5000.2 requires
all systems to undergo interoperability evaluations
throughout their life cycles (DOD 2003). For
information technology systems, with interoperability
requirements, the Joint Interoperability Test Com-
mand (JITC) must provide certification of critical
interfaces throughout the life cycle, regardless of
acquisition category (Wiegand 2007).

But most current testing only validates that the
systems will be able to pass data to the appropriate
interoperable systems. It does not address whether the
SoS will function correctly and especially that the
people involved will understand how their role changes
when a mission crosses normal functional lines. To go
to this level, the systems must be tested within the
larger SoS. Indeed, JITC is heavily involved in the
push toward end-to-end Joint environment (TRMC
2006; Clarke 2007).

The conceptual issue with tests of this sort stems
from the fact that there is no organizational respon-
sibility and, therefore, no resources available for SoS
testing involving multiple command, control, commu-
nications, computers, intelligence, surveillance, and
reconnaissance (C4ISR) nodes and weapons systems.

Systems are currently funded by program, not by
capability. Individual program offices fund testing of
their system requirements only. They do not specify how
the larger SoS should do its job. Yet in the informa-
tion age, a program does not constitute a capability.
Capabilities cut across multiple programs, requiring
them to interoperate and exchange information.

Tests of capability-based requirements require a new
business model. The Joint Battle Management Com-
mand and Control (JBMC2) roadmap is a capabilities-
based construct, and lays out the elements of this model.
The roadmap relies on a Joint staff developed concept
of how the Joint force will operate in the future across
the range of military operations. This ‘‘Joint operations
concept’’ leads to Joint operating concepts, Joint
functional concepts, Joint enabling concepts, and
integrating concepts. The executor of the JBMC2
roadmap, USJFCOM, will lead the development of
JMTs comprehensive descriptions of how the Joint
force will execute one of seven warfighting capabilities.
The Joint staff and Joint Requirements Oversight
Council (JROC) (or functional capabilities boards on
behalf of the JROC) will review and validate require-
ments for development of the JMTs (U.S. Undersecre-
tary of Defense for Acquisition, Technology and
Logistics DoD AT&L 2004). This new business model
does not change the milestones or purpose of test.
Testing of SoS is to be accomplished within the context
of existing developmental T&E (DT&E) and opera-
tional T&E (OT&E) in the T&E master plans
(TEMPs). But the testing must be done in a Joint
environment, using Joint capabilities integration and
development system (JCIDS)-validated requirements
for the relevant Joint mission (DOD DOT&E 2004).

Distributed test capabilities for SoS test
Getting the requirements right is just one part of the

equation. Another problem with testing Joint NCW
capability is the need to construct the SoS for a test.
Command and control of the forces requires a
sophisticated network including Internet, landline,
satellite, and line-of-sight protocols. This is the SoS
under test. But T&E of this SoS requires another SoS
to monitor and collect data during the test. On top of
this, the test environment may require augmentation of
live assets with virtual and constructive M&S methods
in a hardware-in-the-loop (HITL) configuration.

In 2004, the U.S. DoD Director of OT&E
(DOT&E) presented guidance for developing these
capabilities. It addressed the fact that the services each
had disparate test capabilities that were in some cases
redundant and in many cases insufficient. It foresaw
the need to create a universal ‘‘persistent, robust
distributed systems engineering and test network that
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can link the specific remote sets of HITL, M&S, and
other resources with the live system in development to
accomplish the systems engineering or testing required
for a spectrum of transformational initiatives, as well as
to support training exercises and experimentation’’
(DoD DOT&E 2004).

The roadmap set the stage for the Joint Mission
Environment Test Capability (JMETC). The JMETC
program office is assigned to the U.S. Test Resource
Management Center (TRMC), which reports to
USD(AT&L). It collaborates with the Central Test
and Evaluation Investment Program (CTEIP) to fund
the programs that will provide a corporate approach to
integrating distributed LVC capabilities, solving the
problems inherent with the Service-specific capabilities,
multiple networks, and various different standards that
exist. It was therefore meant to reduce duplication of
effort, provide readily available security agreements, and
facilitate Joint testing and integrated test and training.
JMETC would establish persistent connectivity via a
virtual private network (VPN) on the Secure Defense
Research and Engineering Network (SDREN), adopt
the Test and Training Enabling Architecture (TENA)
middleware and standard interface definitions, collab-
orate with CTEIP to adopt distributed test support
tools, and provide data management solutions and a
reuse repository (Ferguson, Zimmermann, and Barone
2007). The distributed test support tools are being
developed as part of a project called the Joint C4ISR
Interoperability Test and Evaluation Capability (Inter-
TEC) and include communications control, test control,
instrumentation and analysis tools, synthetic battlespace
environment, and simulation/emulation gateways
( JITC 2009). As the CTEIP 2006 report puts it, ‘‘the
envisioned end-state is a seamlessly linked, but geo-
graphically separated, network of test facilities and
ranges in which the most modern and technologically
advanced defense systems can be tested to the full extent
of their capabilities’’ (TRMC 2006).

These capabilities are still in the maturing phase. The
Joint Close Air Support (JCAS) mission thread
discussed above was the impetus for several test events
during 2007. In May and June, the 46th Test Squadron,
Eglin AFB, conducted a baseline assessment of Link 16
and situation awareness data link (SADL) to answer
questions about the capability of Joint terminal air
controllers (JTACs) to send digital 9-line messages
directly to the cockpit (46th Test Squadron 2007).

That same year, the Simulation and Analysis Facility
(SIMAF) at Wright-Patterson AFB sponsored the Air
Force integrated collaborative environment event ‘‘Inte-
gral Fire 07.’’ This event developed a distributed test
environment to satisfy three different test customers:
USJFCOM’s Joint Systems Integration Center (JSIC),

the DoD Joint Test and Evaluation Methodology
( JTEM) JT&E program, and the Warplan-Warfighter
Forwarder initiative, sponsored by the USAF C2 and
Intelligence, Surveillance and Reconnaissance Battlelab).
This was the inaugural use of the JMETC to tie together
three separate enclaves 15 total locations with an
aggregate router. The sites used the TENA gateways to
exchange simulation or instrumentation information via
TENA protocols (TENA 2008). More recently,
JMETC has participated in Joint Forces exercise (JEFX)
events to provide the network backbone to share and
exchange near real-time tactical information among
participants and monitoring test agencies. Two examples
are the use of the Guided Weapons Evaluation Facility,
Eglin AFB, to generate simulated net-enabled weapons
(NEW) for management and control by Air Operations
Center personnel (JEFX 2009) and F-15 and JSTARS
Operational Facility simulation of manned aircraft
interacting with live systems to ‘‘round out’’ testing
(JEFX 2009 and 2010).

In 2007, USJFCOM J85 conducted an advanced
concept technology demonstrator called BOLD QUEST
that provided another opportunity to develop distributed
test capability with Coalition involvement. Expanding on
the JCAS Joint mission thread (JMT), USJFCOM
decided to look at interoperability of Coalition fighters
with three Joint terminal air controller suites (Tactical Air
Control Party Close Air Support System [TACP
CASS], Battlefield Air Operations Kit, and Target
Location, Designation, and Hand-off Kit). BOLD
QUEST had been set up to assess Coalition combat
identification but was deemed the right venue and timing
for USJFCOM’s Joint Fires Interoperability and Inte-
gration Team ( JFIIT) to conduct the JCAS assessment
as well. The 46th Test Squadron demonstrated the
capability for remote collections with local, centralized,
analysis. The 46th Test Squadron established network
connectivity to Winnies at Angels Peak, Antelope Peak,
National Test Center (NTC), and a JFIIT-provided
range-instrumentation data stream at Nellis AFB.
Additionally, on each mountain top, Winnie established
connections to the Joint range extension at the Joint
interface control cell Combined Air and Space Opera-
tions Center (CAOC) and JFIIT gateway manager.
These configurations provided dedicated data to the 46th
Test Squadron, JFIIT, and the Joint Interface Control
Officer (JICO) (46th Test Squadron 2007). This remote
data collection and analysis is, of course, an important
component of distributed testing.

While M&S techniques for aerospace and effects-
based operations (EBO) have improved and will
continue to provide an invaluable source of training
at the individual and mission/force levels, they will not
replace the requirement to maintain and operate open
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air test and training ranges5 into the foreseeable future.
The current consensus of the RAAF, USAF, and their
Coalition contemporaries (including the U.S. Navy
[USN] and U.S. Army [USA]) is that our soldiers,
sailors, and airmen cannot be made ready for future
combat operations based solely on simulators, no
matter how realistic the many promised simulations
or simulators are. Therefore Coalition air power will
continue to require air and ground ranges for critical
elements of individual, collective, Joint, and Coalition/
Allied exercises and direct support to operations.
Conceptually these ranges are broadly broken into
two major functions:

1. T&E and research and experimentation (i.e.,
science and technology [S&T]), and

2. training, which includes

N individual and collective ab initio training,
conversion onto aircraft type, currency, and/or
proficiency;

N Joint and allied exercises; and
N (especially) for mission readiness and work-up

prior to combat operations.

In the authors’ experiences, test and training are
both ostensibly used for two quite different purposes:

1. test ranges are typically needed for experimenting,
evaluating, and verifying the system performance,
while

2. training areas/air weapons ranges are typically
needed for evaluating the people and validating
the system while it is in service either while
undergoing initial ab initio training or for profi-
ciency, currency, collective training, or experimen-
tation using such systems.

This difference in purpose and the tailoring of the
open air ranges to support such activities has
historically been primarily due to the high cost of
implementing T&E-type instrumentation in opera-
tional aircraft in terms of the number of operational
systems needed without taking up too much space/
power/time and without adversely affecting the
operational suitability and effectiveness of the weapon
system. As instrumentation and power consumption
has gone down 10-fold, while computing power and
network enabling has gone up more than that
predicted even by Moore’s Law the boundaries
between the instrumentation systems needed for doing
both have seriously diminished.6 The authors fully
expect to see, in operational service, instrumented
systems7 with network-enabled C2, weapons, and even
logistics that will make their likely connectivity to

existing test and training ranges seem seriously
antiquated without forward strategic planning.

Australia’s Air Force, Joint Operations Command
(JOC similar to USJFCOM) Joint combined training
capability (JCTC), Vice Chief of Defence Force’s
(VCDF) Australian Defense Simulation Office
(ADSO), and DSTO, amongst others (including
Aircraft Research & Development Unit [ARDU] and
Aerospace Operational Support Group [AOSG]), will
continue to explore initiatives (including the recently
approved Joint Project 3028 Defense Simulation
Program) to increase the use of appropriate M&S and
military experimentation in the test, training, and
operational arenas, focusing on our ability to do realistic
Joint mission rehearsal. One area of particular interest is
the need for defense and Air Force synthetic environ-
ments to enable greater interoperability for many of our
mission simulators and C2 elements and to increase the
Australian engagement with progress being made
internationally with military application of the LVC
simulation environments and supporting M&S neces-
sary for our current and future network-enabled military
capabilities. From a range perspective, the Coalition and
NATO have been making great inroads into improving

Figure 3. The Woomera Test Range and operational views for
Joint Project 3024.
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the interoperability of training and test ranges via the
increased use of TENA. Our Australian soldiers, sailors,
and airmen need to be trained for roles (in the future,
digitally connected world) that cannot be accomplished
during peacetime on a training range, or even on a test
range, due to fundamental safety limitations.

For example, our JTAC and (from an air and space
perspective) our aircrew need to train together during
deliberate8 and especially dynamic9 Joint fires10 target-
ing scenarios, using land, sea, and air shooter platforms,
that simply cannot ever be accomplished safely in a live
training or exercise environment to address the safety
criteria agreed upon by Australia (RCC 2007). Such
scenarios will be capable of testing and training at the
Woomera test ranges as shown in Figure 3.

The U.K., Canada, and Australia are including JTEN
connectivity for training and experimentation during
Coalition Joint exercises such as TALISMAN SABRE,
PITCH BLACK, BLACK SKIES, BOLD QUEST,
and so on. Many test ranges such as Woomera and Cold
Lake have included connection and have commenced
the TENA software environment and connections that
are well under way in the U.S. (TENA 2008; Hudgins
2012). In Australia, Joint Project 3024 seeks to fully
remediate the Woomera Test Range as shown at
Figure 3 by 2016. Of significance is the number of
Australia training areas already connected to Coalition
networks (Figure 4). The authors are pleased to note
that the Woomera Test Range Range Control Centre
had a defense training & experimentation network
(DTEN) connection incorporated by an agreed JOC
JCTC initiative in 2011).

In Australia, Joint Project 3028 seeks to under-
write the implementation of a defense synthetic
environment. Joint Project 3028 entered the Defence
Capability Plan (DCP) 09 as a ‘‘program of projects’’
to ‘‘deliver prioritized elements of Defense simula-
tion capability, comprising simulation systems, ser-
vices and supporting infrastructure, including a
managed synthetic environment (Commonwealth of
Australia 2009).’’ The program scope addresses
capability needs in a number of areas, including the
following:

N concept evaluation, OT&E and military experi-
mentation/research and development;

N preparedness modeling for forecasting and options
analysis/acquisition/simulation support to decision
making, including life-cycle management;

N individual and collective training in combat and
non-combat roles;

N mission rehearsal; and
N support to operational planning and other high

consequence planning.

One of the major challenges facing the Australian
Defence Force (ADF) is the acquisition of an
amphibious capability after a hiatus of many decades.
The amphibious capability being sought by the ADF
under the Joint Project 2048 Landing Helicopter
Dock (LHD) will see the commissioning and initial
operational capability (IOC) of HMAS Choules,
Canberra, and Adelaide in the 2014 2016 time frame.
These amphibious ships will have the capacity to
deploy and sustain land forces via organic air mobility
and landing craft for projection of combat teams and
medium-weight battle groups, their armor, fire
support, and armed reconnaissance Tiger helicopters.
These developments bring new challenges across all
the Services and enable functions such as air defense
and air traffic control ( Joiner and Atkins 2012).
Kellam (2012) provides valuable insights as to what
this means for OT&E and introduction into service
for all the ADF and Coalition forces, as the OT&E
will be using the TALISMAN SABRE exercises to
ensure the Force Level measures of effectiveness/
performance (MOE/MOP) criteria have been met.
The RAAF’s Surveillance and Response Group
(SRG where some will note one of the authors is
currently employed) will be a major RAAF player in
developing, testing, and operating this capability for
training and for operations as shown at Figure 5.
SRGs AP-3C and E-7A Wedgetail and air defense
and traffic control systems are all key elements of the
Conops/OCD that will need to be a part of the
development, testing, and certification of not just the
technology but the TTPs needed to conduct successful
Joint operations.

The Australian Defense T&E Office (ADTEO)
and the U.S. DOT&E have agreed to a MOU on
T&E (MOUTEP), which is currently investigating
Australian and U.S. interests in the extent of airborne
self-protection and inter alia establishing secure,
persistent connectivity of key test and training ranges,
laboratories, and Australian forces during test, training,
exercises, and operations amongst other things (US-
AS memorandum of understanding for T&E program
MOUTEP 2005; Schneier 2004). This is being
explored further by ADTEO in conjunction with
U.S. DOT&E during Working Group meetings to
address the strategic needs for test ranges. As noted by
Mr. Dave Duma at Systems Engineering & T&E
(SETE 2012), the U.S. is interested in exploring
opportunities and potentially funding some activities
under CTEIP, JMETC, and/or JFCOM with the
extant U.S. Joint NTC and the Australian JCTC
connections via U.S. Pacific Command or OSD
DOT&E (Arnold 2010; McKee 2010; Tutty 2012).
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NATO JAIME CODEx
The overwhelming majority of subject matter

experts (SMEs) agree that turning MIL-HDBK-1763
(DOD 1998) into a NATO Standardization Agreement
(STANAG) should be verified by first establishing a
nationally less threatening ‘‘CODe of Best Practice’’ for
Experimentation (i.e., the CODEx) for a Joint fires
application of armament in an integrated mission
environment (JAIME), with use of FourEyes Technical
Cooperation Programs ‘GUIDE to Experimentation,’
(GUIDEx 2006) as a foundation. (Tutty 2012). Given
the critical nature of assured information to future
network-centric operations, the JAIME CODEx must
also address the sensor and C2 parts of the SoS kill
chain. The feasibility of using the phases of the
Capability Management Model (Figure A4), during
testing and experimentation as well as configuration
management of key interoperable mission systems so
SoS and FoS maturity can be readily apparent during
OT&E and operations should be included in the
JAIME CODEx). Such a JAIME CODEx needs to
include practical methods of improving the application
of the scientific method to testing and experimen-
tation cooperatively to address confidence building,
rather than solely conducting risk aversion/reduction
and reaping the benefits of confirming capability
through continuous performance monitoring vice

only disproving a hypothesis (Popper 1934; Polk
et al. 2008). The GUIDEx (2006), and works by
Heuer (2006) and Alberts and Hayes (2002) as well
as many of the subsequent related command &
control research program (CCRP) books should be
some of the cornerstones for implementing this plan.

Participants agreed that the framework must signif-
icantly increase the use of distributed M&S within an
LVC environment and be put in place for any
operational entity to achieve interchangeability use
of tools such as being provided by the Joint Mission
Enabled Test Capability as discussed at Tutty (2012),
Polk et al. (2008), McKee (2010), and Kometer et al.
(2011) is a key development.

The framework must be able to address evolutionary
SoS and FoS development in the LVC environment,
so more ‘‘live’’ entities can be safely added progressively
with sufficient confidence of Defense and the users/
players themselves with the increasing use of ‘‘informed
consent’’ by increasingly knowledgeable participants
(see US RCC Standard 321:2007 and Joint fires as
described at Annex B, Figures B1, B2, B3 and Tables
B1, B2, B3). Consequently, system safety activities
need to be conducted in parallel and in full synchro-
nization with capability management and systems
engineering and test/experimentation activities (Tutty
2005; DI[G] OPS 2-2 2011).11 Note that many

Figure 4. Australia’s defense training and experimentation network strategic plan.
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respondents expressed concern about the level of some
software design engineers’ actual domain knowledge12

and understanding of safety-critical design and tests
with the use of targeting data passed through the
NCW C2 chain (and non-kinetic effects in general),
when they do not have any weapons experience. They
also recommended training similar to that successfully
provided by the ADF’s Aircraft Stores Compatibility
Engineering (ASCENG) squadron for kinetic Aircraft
Stores Compatibility Flight Clearance applications to
Australia, New Zealand, and the U.S. To this end, the
RAAF is reviewing its technical workforce and mastery
requirements to determine whether to transform its
technical workforce into supporting the LVC and
whole of life capability for intelligence support rather
than deeper maintenance, which is increasingly being
done by industry. Furthermore, the Australian Chief of
Defense Force requested a review of ADF’s flight test
activities, and many more changes to T&E practices
are envisioned by Evans (2011). The ADF’s Flight
Test Airworthiness Authority strategy for aerospace
will see formalization of all operational test organiza-
tional relationships and independent reporting chains
being announced by Defense soon as a part of a
broader strategy to address better T&E for ADF’s
aerospace capabilities. This will be a major positive step
forward to ensure the independence of future T&E
activities and reporting as has long been used by the
author to ensure operational effectiveness and suitabil-
ity in all endeavors.

The level of operations builds from subsystem and
system to SoS and Joint FoS is to be scalable and scale-
free, which many participants agreed better represents
how humans develop their mental models and how
experience relates to such complexity. The JAIME
CODEx, like MIL-HDBK-1763 (DOD 1998), in-
tentionally will not address bit parts and/or boxes, etc.

Unlike MIL-HDBK-1763, the JAIME CODEx’s
so-called ‘‘sub-disciplines’’ or ‘‘functions’’ are also
intended to cover vehicle critical systems, sensor,
shooter, and C2 systems, as well as the network-
enabled test/training range infrastructure, and could
conceivably address other non-armament related roles
too, such as para-dropping and even transport, ships,
tanks, and autonomous vehicles.

Taking the systems engineering and systems safety
approaches for SoS, which are well described for
general, directed SoS at US DoD SoS GUIDE (USD
AT&L 2008) and Dahman et al. (2010), to the next
level for FoS and covering the International Standards
Organizations (ISO) 15288: 2002 Life Cycle Model,
the ‘‘yin & yang’’ of capability, as shown diagrammat-
ically at Figure 6. This reflects the importance of
achieving balance in future capabilities between the
emergent properties associated with the key operation-
al effectiveness (mission success/effectiveness; i.e.,
PDetection for ‘‘Sensors’’ and PKill for ‘‘Shooters,’’ for
example) and the capabilities operational suitability
with the hazards to the mission essential users and to
the general/uninvolved public (such as future Weapon
Danger Areas/Zones, which are now termed Region of
Significant Influence [RoSI]) in doing so for example.
Both have to be addressed to be sufficient, while noting
that such balance has not been analytically possible or
undertaken to date.13 Participants agreed that, too
often in their experiences, the capability is bought for
the former without quantification necessarily of the
latter in time to make any difference. This is shown in
Figure A7, and Annex B, Figures B1, B2, and B4,
respectively. Use of these two emergent properties are
most useful during mission planning, and the authors
predict, ultimately, during mission rehearsal and
operations as well, as network-enabled operations
become more common place.

Given that the capabilities ‘‘yin & yang’’ and these
two last emergent properties are in balance and
acceptable, the authors have for quite some time been
mulling over how that can be better visualized. The
proposed capability maturity model shown in Annex A,
Figures A3, A4, and A5, along with the contemporary
views on systems and SoSs being composed of people,
product, and process (and their provenance, prototype,
and plans for real SoS agility) provides a means to do
this price (costs). Furthermore, the erstwhile ADF
safety mantra of ‘‘Mission First, Safety Always,’’ with the
use of the ‘‘cost, performance, and schedule triangle’’ to
see how better balance can be achieved and visualized
with some intellectual rigor to it, would seem to be of
great use to those of us responsible for Defense’s
capabilities. A tentative model visualization of the
evidence-based conceptual framework is shown in

Figure 5. Continued.
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Annex A, Figure A8. The conceptual model and
visualization seeks to achieve a knowledgeable balance
across the life cycle for people, product, and process with
cost against the agreed key emergent properties for
safety, the MOE, and the MOP required for assessing
the capabilities’ fitness for purpose. During the case
studies, the author analyzes whether real Defense
capabilities have/should exhibit such balance and
determine what implications this has for the model’s
utility or whether the idea warrants any further research.

The Coalition Joint fires risk management ap-
proach at U.S. Joint Forces publication FM 3-09.32
(U.S. Joint Forces 2007) needs to be used in the
NATO JAIME CODEx. The proposed framework
has been updated based on ADF developments with
Joint fires and weapon danger areas with the NATO
International Range Safety Advisory Group and is
included in Annex B for further peer review and
comments prior to inclusion in the next version of
the JAIME CODEx. To address these gaps, a
summary of the status of new capability model

developments recommended will be discussed further
to solicit comments and feedback as a peer review
outcome.

Military capability preparedness levels—it’s
not just about the technology

Whilst most organizations involved with defense
activities have been universally certified to, or have at
least played with the use of, the capability maturity
models at CMMi (2000), etc., and ISO 9001:2008,
for example, such models only really provide indica-
tors about process and not always about the products
and capabilities involved, which is required but not
sufficient a fact many neophytes and some regula-
tors often forget or don’t know. Using the approach
adapted by NASA from Mankins (1995) and by
almost all developed nations for technology readiness
levels (TRLs) since then, a straight-forward capabil-
ity maturity approach is proposed as shown at
Table A1, using ‘‘Capability Preparedness Levels’’ or
‘‘CPL.’’ The use of the classic TRLs as the basis for a

Table A1. Summary of recommended capability preparedness levels as per Figure A3.

Mckee & Tutty

216 ITEA Journal



new capability-based readiness level was universally
supported by the majority of the SMEs involved as a
positive, evolutionary step to make sure newcomers to
the game understand that capability is more than just
the technology involved. The use of preparedness,
which factors in readiness and sustainability, rein-
forces that outcome. The major differences to TRLs
are that one can have a CPL of zero and another one
of 10. Furthermore, the important relationship to the
T&E activities at Annex A, Figure A3, cannot be
understated, for it is that which provides the
evidence-based nature of the capability preparedness
concept.

Evidence-based capability maturity model
The ‘‘big picture’’ of using the CPLs is shown in

Figure A3 at Annex A. Based on such an approach used
by ASCENG and the Five Eye and some NATO
forces with MIL-HDBK-1763 (DOD 1998), T&E/
experimentation correlated to such a CPL model
extremely well (Table A1). The proposal passes Ein-
stein’s simplicity test, and if the experimentation/T&E
is designed right, it provides the evidence basis for the
capability maturity as well as some national flexibility
in terminology.

Robustness and resilience in the capability
maturity model

The next step is to provide the ‘‘orthogonal’’ or
‘‘normal’’ view (used here as originally intended by
Johann Carl Friedrich Gauss14) to give the capability
maturity some depth and robustness in terms of the
function’s resilience and for the systems, SoS, and FoS
involved, based on the principles at Jackson (2010).
This is shown at Table A2. Considerable work has
been done by many of the SMEs involved in this area
to make sure each of the areas is required and
sufficient. The approach of Cropley (2011), for
assessing creativity in organizations, was a major
influence, wherein many personnel involved from all
perspectives assess the state of the capability to
provide greater robustness, which can be then
analyzed for sensitivities of actual knowledge about
the experimentation/T&E applicability. That said, the
main benefits are the ability to compare the alternative
capability options, be it for the scenarios to be used
with it or for determining the level of maintenance
needed to support the rates of effort expected and to
generate serviceable vehicles for the operations, for
example, and it more clearly flags a needed focus on
areas of concern rather than any absolute figure per se.
The authors propose that a five-level traffic light
system (as used in Table B4, for ‘‘negative’’ risks) be
used, wherein blue areas are very low risks, which

meet or exceed requirements; then the standard red,
yellow, and green traffic lights against the Conops
MOE/measures of suitability (MOS)/MOP, etc., and
JAIME CODEx criteria are to be used. Note that
such an approach is also used for the generation of the
PDetection, PKill, and the Probabilistic Weapon/EM
Danger Areas/Zones for Joint fires such as those at
Annex B (Figures B2 and B4) for example as necessary
to generate the proposed RoSIs. This will be
investigated in depth during the Coalition/NATO
case studies during the validation and verification
(V&V) of the NATO JAIME CODEx.

Future use of CPLs vice TRLs
The general consensus is that, technology wise, it is

almost trivial to have the CPL status embedded in
both hardware and software used in the LVC
environment via metadata, and this could be used in
the future for operational planners to determine the
maturity and the risks associated with SoS and FoS
doing particular operations, in almost near real time.
Such a conceptual leap by the Five Eyes will take a
decade and NATO will take two or more decades to
implement based on the authors’ experiences doing
armament and C2 in the numerous communities
needing to be involved.

The challenge of executing SoS tests
SoS testing is not achieved typically because the cost

is prohibitive and dedicated access to key assets is
frequently limited or nonexistent. Some test organiza-
tions made progress toward objectives in the develop-
ment of warfighting capabilities or processes, but not in
proportion to the cost. With the exception of BOLD
QUEST, these events were underwritten with the
intent of developing the capability to perform this type
of testing in the future. Until the capability is
consistently or even persistently available, it will
not be feasible for the test customer to test this way in
the absence of sponsorship (46th Test Squadron 2007).
Even after the test SoS is available, testing in a Joint
environment requires a lot of live assets, a lot of
planning, and a robust scenario. JFCOM advanced
concept technology demonstrations (ACTDs) such as
BOLD QUEST may have the budget to accomplish
this, but most programs will not.

Getting all the assets together at the same time and
appropriate place is also difficult. A robust C4ISR/
space network and appropriate-sized strike force could
include hundreds (or thousands) of entities integrated
with real-world communications and other operational
infrastructure. Operational assets such as airborne C2
platforms, control and reporting centers, and tactical
air control parties are in high demand for deployments
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Table A2. Recommended JAIME CODEx capability test framework and taxonomy.
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Table A2. Continued.

Doing More of the Right High End Effects–Based Things

33(3) N September 2012 219



and exercises. Scheduling them and getting them to
operate simultaneously in the same dedicated test
battlespace is extremely challenging for many reasons
(DOD DOT&E 2004).

One solution being investigated is integrated test
and training. Even though the two venues differ in
their objectives, test and training share common
resources and analytical methodologies to some extent.
Exercises and experiments already attract most of the
assets required for end-to-end tests. Green Flags
present an air-ground war scenario, while Red Flags
are centered around preparing for the air war of the
future. Atlantic Strike prepares ground troops for
coordination with air support in the war on terrorism.
In fact, the added fidelity and infrastructure that test
could add would be welcome in many cases. For this
reason, almost 2 years ago, OSD directed the
integration of test and training in a memo to the
services (Kreig, Chu, and McQueary 2006).

But the two disciplines do not mix easily. Any
testing added to the exercise venues would have to have
no negative impact on training objectives. The testers
would not get to dictate the scenarios or create test
cards to specify operator actions in many cases. This
would usually preclude capturing all the data necessary
to complete test objectives. In addition, testers would

not be able to re-run test events where the conditions
were not quite right. For these reasons, the debate
about whether the integration will work rages on.

Some test and training integration efforts have had
limited successes in this area. JFIIT conducts accred-
itation of C2 procedures at the National Training
Facility and at Avon Park during Atlantic Strike
exercises for ground troops headed for the U.S. Central
Command (CENTCOM) theatre (USJFCOM 2010).
Along with this training role, the unit frequently
accomplishes test activity using the same resources. For
example, at the Atlantic Strike exercise in November
2007, JFIIT teamed with 605th TES and 46th Test
Squadron (TS) to develop the architecture for and
demonstrate the performance of the new Air Support
Operations Center (ASOC) Gateway. This was not a
formal test, but it reduced risk for the upcoming
operational test of TACP-CASS version 1.4.2 and
ASOC Gateway by solidifying the Conops and TTPs.
JT&E organizations like Joint digital integration for
combat engagement (JDICE) and Joint command and
control for net-enabled weapons (JC2NEW) have
successfully used training venues to accomplish their
objectives. JDICE conducted a quick reaction test of
Joint Integration of Nationally Derived Information at
Valiant Shield 2007 and several real-world events.

Table B4. National approval levels for operations, exercises, training, experiment, and test.

6Note that in most cases, if not all, the risk levels associated with technical integrity/airworthiness are Low, and it is the operational risks during

operational/mission specific application that may need to be assessed as a higher value—such is the case of weapons employment in the presence of

ground forces. If such levels are expected, then Chief Joint Operational Commander approval will be sought.
7The typical maximum level at which developmental test and evaluation (DT&E) would be conducted using flight test qualified personnel who are

most likely to be categorized as highly proficient (‘‘CAT B’’) in such roles or even extremely proficient trusted experts (‘‘CAT A’’). (Note under such a

categorization scheme, ‘‘CAT D’’ are those personnel who are unqualified as yet and ‘‘CAT C’’ are qualified and proficient.) See Figure B3 for legend.
8For routine peacetime operations for exercises and training, the normal/expected risk level is to be assessed as Low.
9Note that for weapon danger areas, Australia uses Reference E for aerospace peacetime testing/operations with public and ‘‘mission essential’’

criteria and ‘‘informed consent’’ measures used as necessary for Low. The public risk criteria ‘‘As Low As’’ is being investigated for use training

areas/test ranges, whereas exercise, test planning, and operational staffs will do the risk level assessment and seek necessary approvals as per

Table B4 accordingly.
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JDICE also validated Link 16 TTPs and architectures
to enhance the kill chain and to filter and de-conflict
the targeting picture for ground troops in Red Flag
2004, Valiant Shield 2006, and Red Flag 2006 (Suh
2008). The effort validated architectures and TTPs for
the national intelligence community to rapidly provide
information to tactical and operational level warfigh-
ters. It should be noted, however, that JT&Es focus
on tactics, processes, and procedures not on new
systems.

On the whole, the test world is still struggling to
develop the methodology for SoS testing in a way that
brings the promised efficiencies. The requirements
processes discussed earlier are still only applicable to a
few areas. New capabilities tested by the operational
test organizations are still for the most part subject to
the classic requirements process. Even more so are
the upgrades to capabilities in the sustainment phase.
In the USAF, these (and new capabilities where
AFOTEC is not involved) are the responsibilities of
the USAF Major Commands (MAJCOM) test
organizations who often assume responsibility for
Operational Test (OT).

Concepts for SoS and FoS test
As the USAFs Air Combat Command (ACC) C2

Operational Test Squadron, the 505 Command and
Control Wing (CCW), is somewhat trapped by the
former systems-based requirements process. The 605th
Squadron tests only those capabilities that are in the
sustainment phase or for which AFOTEC waives
involvement. The squadron tests programs based on
ACC requirements, not the JROC-approved JMT
requirements mentioned earlier. However, to get to
true NCW, all capabilities will eventually have to adopt
the same SoS methodology upgrades must also be
tested for their contribution to warfighter capabilities,
or any ground gained by testing to this standard before
initial operational test and evaluation (IOT&E) could
be lost in the first upgrade. However, right now,
MAJCOM testers are not involved in the process. We
cannot simply make up our own requirements, and
program offices are not inclined to fund testing beyond
that which demonstrates the system-level requirements
have been met.

U.S. TD&Es are alternative avenues for addressing
mission-level testing. When warfighters need addi-
tional capability, new materiel solutions are only one
possible way to fill the shortfall. Non-materiel
solutions are another possibility. In ACC, wings
submit tactics improvement proposals (TIPs), which
are then prioritized at an annual tactics review board in
January and test prioritization list conference in
February. Predictably, these TIPs often call for

development of TTPs for dealing with cross-functional
problems, such as close air support, non-traditional
intelligence, surveillance, and reconnaissance (ISR), or
sensor fusion. But the C2 TD&Es are not accom-
plished because of inadequate funding. The 605th
TES, the USAF lead for C2 operational testing,
including TD&Es, exists on fee-for-service funding.
The squadron is largely funded by charging program
offices for level of effort and travel on specific test
projects. ACC has never formalized TD&E funding,
even though some TD&Es are among the highest
prioritized CAF test projects each year (Kometer
2007). Piggy-backing TD&Es on training exercises
may be the only hope of accomplishing them.

To gain access to major training exercises for test
purposes, the test construct must be transparent (or
nearly so), and preferably beneficial to the training
community. The largest training exercises, the Red and
Green Flags and Weapon School Mission Employ-
ment Phase, are flown out of Nellis AFB, where the
422d TES and the 57th Wing are located. These
exercises already use CAOC-Nellis (CAOC-N) to
provide a limited C2 experience to enhance the
excellent tactical level training traditionally associated
with these events.

The 505th CCW, in collaboration with the 46th TS
and SIMAF, is developing a test and training
capability to begin bridging the gap to net-centric
and SOS testing. Starting in 2007, the ‘‘itty-bitty’’ test
squadron earned OSD resource enhancement proposal
money to fill operational test shortfalls for theater
battle management core systems, datalink, TACP-
CASS, and network-centric collaborative targeting. In
implementing the solution, the team was able to
include a gateway to access the distributed architecture
discussed above. Then the squadron successfully gained
CTEIP funding to implement a concept that will
enable the conduct of integrated LVC end-to-end
testing in conjunction with existing training events to
support Joint warfighting customers by leveraging the
Western Range Complex, Nellis experts, and the
distributed architecture. In essence, it creates a Joint
theater air-ground system ( JTAGS) around CAOC-N
that can be integrated with Air Force, Joint, and
Coalition training events. It will be fully integrated
with JMETC and InterTEC to ensure it is part of the
distributed testing described earlier (Wiegand 2007).
The 505th CCW is reorganizing to focus greater
attention on integrated testing of air, space, and cyber
capabilities in this emerging environment. The new
organizational structure will facilitate better mutual
support among the Wing’s geographically separated
testing, simulation, and training components. It will
also provide greater opportunity for leveraging the
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connectivity provided by its Distributed Mission
Operations Center at Kirtland AFB to other DoD
developmental, simulation, and testing components
needed for robust SoS testing. The addition of the
JDICE mission and expertise to the Wing will enhance
the capability to test and train in the emerging net-
centric Joint range environment.

Although the initial drivers for this capability were
TD&Es, the project was undertaken because of the
foresight that long-range plans require SoS testing at
every level. The concept grew out of talks with the
aircraft and weapons testers in the 53d Wing both
ACC test organizations knew that sooner or later they
would have to interface to test net-enabled weapons.
As C2 and weapons grow more integrated, the two will
require more integrated testing as well. Other C2
capabilities already demand SoS test methods.

The proposed concept for transitioning to SoS
testing is based in part on evolutionary acquisition (the
sequential release of increments and versions of
capability), on the current C2 acquisition paradigm:
evolutionary acquisition. This paradigm comes from
the software development industry and has often been
associated interchangeably with ‘‘spiral development.’’
Software developers realized long ago that first
attempts to deliver a system would usually meet with
failure. Upon seeing early deliveries, users would find
glitches and possibly even realize that requirements did
not adequately describe their needs. But software-
intensive systems are often less expensive to change
than systems that rely on expensive production lines
and thus are more amenable to concurrent and
sequential development, correction, and enhancement.
Thus, software developers evolved the best practice of
developing capability in successive iterations called
‘‘spirals,’’ each of which brought the capability closer to
meeting customer needs. When, at the end of several
spirals, the capability was finally acceptable, it could be
delivered. The current U.S. acquisition paradigm for
C4ISR systems is modeled on this approach. U.S.
DoD Instruction 5000.2 (DOD 2003), Air Force
Instruction 99-103 (USAF 2004), and Air Force
Instruction 63-101 (USAF 2004a) state that capability
is to be delivered in ‘‘increments,’’ each of which is to
undergo this type of spiral development.

Marrying the need for spiral development with the
constraint on limited open-air test time leads us to
consider a graduated approach to testing, using LVC
infrastructure and capabilities as much as possible. The
increasingly robust and progressively more operation-
ally relevant electronic warfare test process, defined in
AFMAN 99-112 (USAF 1995), could be an initial
model for this approach. This process recommends the
use of six types of test facilities M&S, system

integration laboratories, HITL, measurement facilities,
installed system test facilities, and open air ranges
each of which tests a system in a different state of
maturity. Program managers are to integrate the
appropriate level of testing at the appropriate time in
the life cycle of a system to reduce risk for the
acquisition program and for future tests.

C4ISR systems could use a similar progression, using
varying levels of LVC testing at the appropriate time in
a spiral development process. The test strategy should
include integration into the larger C4ISR SoS within
which the individual system will function. In early
spirals, this would be accomplished by providing
a simulated environment through the JMETC
infrastructure essentially a distributed HITL test. As
the system matures, real systems could be added to this
HITL setup to ensure the system can perform
satisfactorily in an operationally realistic environment
(while retaining the operationally representative mes-
sage loads provided by the simulated environment).
During spirals with progressively more live involvement,
testers could examine system functioning within the SoS
and the impact on the TTP needed by the people in the
SoS. Finally, the open-air live-fly exercise would verify
the capabilities and TTP developed through the earlier
spirals, in a ‘‘graduation event’’ for OT&E.

For example, TACP-CASS version 1.2.5 test results
showed the need for this type of approach. The system
passed developmental test (DT) and proceeded to OT in
2005. It was supposed to include the capability to
interface with the Army Battle Command System to
receive friendly ground force situational awareness
messages. However, in the operational environment,
the system bogged down when it received a message
load approaching that of a division. It also had problems
reconciling messages from two Army units in close
proximity to each other. The problems were complex
enough that the capability was not fielded solutions
were postponed to later versions (DiFronzo 2006).
These problems were not observed during DT because
they were due to peculiarities found when the system
encountered operationally representative information
traffic. Setting up a test with a large Army force and live
aircraft is far too expensive to be accomplished during
early development of a system. If the actual hardware
had been subjected to a series of spirals starting with a
single system in a simulated environment and progress-
ing to multiple systems in a division-size configuration
(still in a simulated environment), the problems might
have been caught and fixed before OT.

Similarly, during 2009 testing of TACP-CASS
version 1.4.2, the 605th TES established an opera-
tionally realistic Joint air request high-frequency (HF)
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radio network to evaluate the capability of commercial
off-the-shelf (COTS) equipment designed to provide
an alternative to the fielded satellite communications
(SATCOM) system. The radios performed satisfacto-
rily in a limited network designed during DT but failed
miserably in operational field testing. The cause of the
failure is still being investigated, and the system was
fielded without the radios. While TACP units can
accomplish their mission via SATCOM, the opportu-
nity to relieve the demand on SATCOM support was
lost. A persistent network, readily available to the test
community, could have provided the proper environ-
ment to detect the deficiency in early TACP-CASS
version 1.4.2 testing rather than in final OT.

Right now, it is not clear even in the U.S. who will
be responsible for the ultimate SoS testing. It is quite
likely that, for the near future, service operational test
agencies and MAJCOM operational testers will
continue to test systems to system-level requirements.
However, as these systems are increasingly seen as
families of system of systems that affect the JMTs, they
will eventually be included in JFCOM-led SoS testing.
That makes it imperative that the initial testing is led
and guided by the eventual requirements for SoS
testing, including common measures and objectives
where possible, but also by common LVC-induced
environments wherever it is feasible.

As the capability to accomplish SoS testing matures
and becomes persistent and universal, smaller test
organizations, such as the 505 CCW and other
MAJCOM testers, will be able to access the services
of JMETC and M&S providers more easily. OT
organizations will work with DT organizations to
ensure M&S adds operational reality into the devel-
opmental testing (possibly via operational assessments)
that will reduce the risk for the eventual OT&E
graduation event during an integrated test and training
exercise. The data collection infrastructure, employed
simultaneously with training exercises, will facilitate
data collection and management for both test and
exercise agents.

One of the best summaries of the status of LVC use
in USAF and collective testing and training was
provided in the ITEA Journal by Colombi, Cobb, and
Gallegos (2012); in which they also note that the
adoption of LVC in capabilities and M&S has
occurred in a disjointed manner and that a considerable
amount still needs to be done to create a fully
interoperable LVC environment. However, the test
community has not progressed to that point yet.
Distributed test capabilities are accessible only to a
select few right now, and the test and training
paradigm has not been accepted by all. Indeed, it will
take both greater incentives and support from OSD

and increased initiatives from the grass roots level to
lead the two communities in that direction. Test units,
user commands, and program offices will have to agree
to push for the addition of testing in the Joint
environment, using LVC early on and leading to a
graduation event. The test units will have to become
creative and come up with ways to accomplish testing
in conjunction with training to keep the extra bills for
this additional testing down.

In the same ITEA Journal issue mentioned above,
Herrin and Barrett (2012) articulated Coalition
challenges in ensuring that ‘‘T&E & certification
processes included science-based test design and design
of experiments and capabilities test methodologies/
mission thread integration by the US Joint Interoper-
ability Command’’ and what still needs to be done in
this space to automate, wherever possible, the evolu-
tionary/spiral development cycles needed to support
Service-oriented architectures with many of the SoS
needed to support operational capabilities. The excel-
lent progress to date in changing test approaches away
from classic DT or OT ‘‘epoch’’ tasking to evolutionary
planning and reporting for ‘‘testing as a service’’
strategies, already being used in many commercial
software houses, is key reading for all knowledgeable
(and hence meaningful) players. Such agile testing for
the Coalition Interoperability Assurance and Valida-
tion Working Group with test data management,
instrumentation, and analysis software tools is key for
those doing policy development in the area of
information technology (IT) and C2 to avoid failures
in the ‘‘enabling functions’’ shown at the left of the
diagram in Figure 1 and the operational capabilities
who are relying on them at the right (and who often
have had little say in their operational requirements
definition).

The transformation of U.S. (and Coalition) DoD
testing will require a change in culture. Testing, in
conjunction with training, will require the testers to
collect data over multiple events (such as the training
world are used to) to answer their objectives no more
planning a single ‘‘epoch type’’ event to satisfy all
objectives. This may even lead to more reliability,
availability, maintainability data as systems undergo
testing over several events instead of just one. But, of
course, this may well wreak havoc with success-
oriented program schedules. Testers will have to work
with decision makers to determine what level of
uncertainty is acceptable to demonstrate the impact
of the new capability on the warfighting SoS. Seamless
verification will include seamless transition from M&S
to testing in a live, Joint environment. Unless the
acquisition and test communities are willing to
embrace creative means like those discussed, and they
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receive the necessary support from service, DoD, and
Coalition/NATO leadership, decision makers will not
be able to gauge effectively the risks involved with their
decisions for fielding a new capability. Capability-
based acquisition is mandated by the Five Eye DoDs, it
is gaining momentum, and it is the right thing to do
for our nation’s security.

Many are concerned as to whether our ‘‘Capability
Emperor’’ may still not have the right operationally
focused ‘‘clothes’’ despite the many acquisitions and
network-enabling initiatives underway (Tutty 2012).
How we need to meaningfully rectify this situation is
really the key for future CAS especially. The authors’
experience in successfully delivering aerospace and
Joint kinetic effects, results in the belief that while we
must be cognizant and mindful of the many risks
during acquisition and fielding of such capabilities, we
must not be subservient to each and every risk. In fact,
we need to be structuring our capabilities such that we
are gaining confidence in our abilities to perform the
mission via structured and rigorous exercises, T&E,
and experimentation. The physical hardware and the
information tools to achieve this are now potentially
available, and it is our people’s cognitive abilities in
being able to use such systems in real time that will
determine whether our CASs are operationally usable
and adaptable or just chaotic! Our T&E and our
research & experimentation (S&T) organizations
must have the capability to test and experiment by
collecting the key information unobtrusively and
independently of the systems, SoS, and FoSs under
scrutiny. The NATO JAIME CODEx is being
developed to help establish a tailorable STANAG as
originally recommended by NATO at air launched
weapons integration study (ALWI2) (2004) to resolve
the current poor interoperability of aircraft stores
capabilities ready to address future complex adaptive
systems, promote interoperability, and enhance our
Commanders’ confidence in future network-enabled
FoS as operationally suitable and effective capabilities.
The article advances the strategy being implemented
by Australia with NATO to systematically address
this within the profession of arms by drawing on the
past successes with the use of the GUIDEx 2006 for
experimentation and MIL-HDBK-1763 (DOD
1998) for ‘‘complicated’’ aircraft stores compatibility
flight clearances/certification and NATO’s develop-
ment of The Technical Cooperation Program
(TTCP) GUIDEx code of best practice (CoBP) as
part of research by the Air Force and University of
South Australia in collaboration with over 250
NATO Research & Technology Organization
(RTO) and other subject matter experts.

The use of the JAIME CODEx will validate what is
required in such a CoBP and whether standards
compliance and technology insertion for future sys-
tems, SoS, and FoS, in an international agreement of a
STANAG, is sufficient to establish the technical
integrity of such future systems. Such technology
development seems to be more of an art than a science
at the moment and needs to be guided by SMEs based
on demonstrated maturity. Indeed, recent experience
shows that aerospace kinetic and non-kinetic opera-
tional effects can be more logically prepared for by
Users undertaking tailored, relevant experimentation of
the Joint mission scenarios, rehearsal, training, and
operations with the diverse FoS/SoS comprising such
capabilities. The future is more about cognitive and
Joint collective training and the interchangeability of
coalition players and the confidence such nations have
in the technical integrity of such systems used in
combat and not just about the ‘‘data link throughputs’’
and the associated DoDAFs!15

Strategies for simple systems, complicated
SoS, and complex cross-capability FoS

As discussed in Tutty (2012), many participants are
very supportive of seeing whether the model at Annex
A, Figure A4, would have successfully influenced the
outcomes for the case studies that indeed ‘‘failed.’’ Such
assessments will be used to compare the ‘‘yin & yang’’
balance inherent in the capability outcomes with both
risk-reduction strategies and confidence-building strat-
egies against time to see what, if any, balance
implications can be seen. This is important as all these
‘‘variables’’ will naturally change as the hardware and
software, people, organizations, and the C2 (i.e., the
NCW physical, information, cognitive, and social
domains see Figure A5) keep changing for accom-
plishing the mission throughout the life cycle! The
influence that dialectic change, such as espoused by
Bacon et al. (1620), may have on military capabilities
has also been recommended by Layton (2011) and was
actually fundamental to the development of Figur-
es A8 A10 in Annex A with significant positive
contributions from (Gilbert 2012). Figure A8 shows a
representation of the people, product, and process
against costs through a capability’s life. That of itself is
nothing new as Boyd (1987) discussed this in the
context of military capabilities; however, the authors
believe that consideration of what agreed balance and
‘‘sweet spot’’ is being achieved by an acquisition against
that predicted (and funded) as shown at Figure A9
should be of great academic interest as well as being
usable in practice for capability management. During
project planning and conduct, a review of a dia-
gram such as Figure A10 should readily show the
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implications of significant changes to these four major
criteria against the emergent operational effectiveness
and suitability performance criteria. Certainly, the
authors would have found this approach extremely
interesting in the over a thousand weapon capability
introductions into service they’ve been involved with so
as to be able to argue against step changes in project
expectations and funding both positive and negative.

JAIME CODEx—the next steps
The future steps with NATO RTO in developing

and maintaining the JAIME CODEx will be chal-
lenging to say the least. To share the development of
the proposed M&S Test 000 Series ‘‘Tests’’ and to
critically review the Test 100 and Test 200 Series
‘‘Tests,’’ Tutty (2012) has proposed to share the writing
and reviews equitably between the available agencies
(i.e., ASCENG, ADTEO, ARDU, CA National
Defence HQ, RAF, Directorate of Ordnance Safety
Group, Empire Test Pilot School, USAF Seek Eagle
Office, 46Test Wing (TW), 505TH TW, 512TH TW,
USAF Test Pilot School (TPS), USAF Research
Laboratories Air Vehicles, U.S. Navy, USNTPS,
others) along with limited sharing (so far) with
volunteers from industry so far (National TPS,
Aerospace Research Associated, Nova Systems, Qine-
tiq, etc). Unless alternate volunteers agree to step in or
the ‘organizations’ point of contact cannot feel up to
contributing in this small way, then the proposed
organizations will be asked to have a proposed test in
timeframes agreed to by NATO SCI Panel Group C.

The framework at Annex A, Figure A4 and
Table A1, for buyers and sellers risks as summarized
should be pursued, possibly as part of the GUIDEx
future. Similarly, the Loose Function discussed earlier
needs to be further contextualized in the GUIDEx.
Practical methods of improving the application of the
scientific method that can address confidence building
rather than solely risk aversion/reduction and the
benefits of confirming capability through continuous
performance monitoring vice disproving a hypothesis
as per Popper (1934) and Heuer (2006) using
developments in cognitive and social sciences warrant
further work.

Conclusions
A conceptual model of network-enabled force level

armament systems has been proposed to achieve a
balanced capability management that integrates the
systems engineering, T&E, and the system safety
communities, wherein the ‘‘(systems engineered) peo-
ple, product, process (including plans), provenance
(evidence), prototypes (T&E/experimentation) and
price against time’’ are balanced with an agreed cost

regime to achieve the desired emergent properties (at
acceptable levels of hazard and safety) and risk (bad
outcomes), respectively. The key concepts and conclu-
sions are therefore:

N Verifiable Conops/OCDs are fundamental with
Joint FICs to achieve agreed FOC end-effects
assumed.

N ‘‘Simple systems,’’ ‘‘complicated SoS,’’ and future
‘‘complex FoS’’ need evidence and confidence.

N Systems engineering and emergence for SoS is a
start two ‘‘Levels’’ of Emergence are needed for
Force Level FoS.

N Interactions are time dependent and human
centric impossible to 100% predict and/or
model.

N RoSI of sensor and shooter via C2 is vital; i.e.,
MOP/MOEs such as PDetection and PKill for the
SoS and for the expected FoSs.

N Continuous safe, rigorous improvement via
experimentation that is evidence based and
resilient is key; i.e., probabilistic weapon and
EM danger areas/zones for Joint fires.

N Training and a categorization strategy for the
people and processes involved in capability
preparedness, systems engineering, and T&E
should be pursued with at last a 10- to 20-year
outlook.

To effectively deal with the increasing network-
enabling of current and future military systems, T&E
and experimentation must evolve and be mature
enough in being able to, on the one hand, detect
undesirable and/or unexpected emergent properties
being present when increasingly such military systems,
SoS, and FoS are more likely to be complex and
adaptive in nature and, on the other hand, show
whether the military capability is operationally useful
and effective.

The participants in the research support the supposi-
tion that a validated NATO JAIME CODEx will
directly assist in NATO reaching agreement on a
tailorable NATO STANAG for experimentation and
T&E of future NATO armament systems, SoS, and FoS.

The interoperability of such national Force Level
FoSs is vital to Coalition and NATO in such a key area
of the profession of arms being able to enhance the
confidence of our operational commanders and other
key defense, government, and public stakeholders in
future network-enabled families of system of systems
being operationally suitable, effective, and prepared
military capabilities. Regardless, the authors hope that
you will also agree that better application of the
scientific method and experimental rigor needs to be
urgently applied to any potentially complex, adaptive
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system, applying network enabled/effects based oper-
ations. Certainly the fear of many that our ‘‘Capability
Emperor’’ does not have our Defense acquisition
organizations buying and supporting our operational
commanders with the right NEO and EBO could be
assuaged if performance monitoring of EBO con-
firming they remain useful and operationally relevant
is the key!

To implement this strategy there will need to be a
major change in focus by our current T&E and R&E
organizations, so that they are able to also conduct
scientifically rigorous testing, training, and experimen-
tation, which build our confidence and remove risks in
our military capabilities in doing secure, network-
enabled, real-time kinetic and non-kinetic Joint fires at
the Force Level, while also performing the other more
boring roles. The ability to test and experiment
independently of the systems, SoS, and FoS is critical.
How TENA and tools such as InterTEC, JMETC,
etc., are providing for SoS/FoS testing/experimenta-
tion and how they should be used needs to be
investigated to address current operational concerns
and opportunities as a coalition so that we can ensure
our resources are focused on doing the right high-end
effects-based things effectively and safely.

Test everything. Keep that which is good (1 Thess.
5:21). C
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Endnotes
1The RAAF has sponsored research with the University of South

Australia to ‘‘determine if an evidence based conceptual framework for

future network enabled military capabilities will be operationally

effective, suitable and sustainable.’’
2Type I Errors (failing a mature or well functioning system) and

Type II Errors (accepting an immature or deficient system) (Ferguson

1967).
3Which the authors note that this also heralded the hundredth

anniversary of the first armament being employed operationally from the

air, in Libya by the Italian pilot, Lieutenant Giulio Gavotti.
4Maven’s dichotomy Air power and Joint fires in the ‘‘NCW

environment’’ is simple. It’s only about

N control of the air;

N finding their stuff, efficiently;

N breaking or negating their stuff, effectively with the Joint

hammer(s) available; and

N ensuring it stays sufficiently ‘‘broken’’!
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5Open Air Test and Training Ranges are currently termed Air

Weapons Ranges (AWRs) in Australia owing to the historical

predominance of air weapons training.
6This assertion is strongly supported in the U.S. Joint Testing

Roadmap at U.S. DOT&E (2004).
7The F/A 18F Super Hornet, A30A Multi Role Tanker and Transport,

E 7A WedgeTail AEW&C, Tiger ARH, MRH 90, and F 35 Joint Strike

Fighter are the most obvious immediate candidates for Australia.
8Generally, this refers to force/weapons applications, where the

mission to attack a specific Joint Mean Point of Impact (JMPI; i.e., a

target) was fully planned prior to the mission with little or no outside

interaction apart from voice communications.
9Generally, this refers to force/weapons application, where a Shooter is

assigned a target from a third party during a mission, which involves a far

higher degree of time sensitive interaction(s).
10‘‘Joint fires’’ is defined by the U.S. Joint Publication 3 09 (2006) as

being ‘‘fires produced during the employment of forces from two or more

components in coordinated action to produce desired effects in support of

a common objective.’’ ‘‘Fires’’ are defined by U.S. JP 3 09 (2006) and U.S.

Joint Publication FM 3 09.32 (2007) and the U.S. Joint Publication

FM. 3 09.32 as ‘‘the use of weapon systems to create a specific lethal or

nonlethal effect on a target. All fires are normally synchronized and

integrated to achieve synergistic results. Fires can be delivered by air,

land, maritime, or special operations forces.’’
11This Defense Instruction has been recently reissued including not

just airworthiness requirements but also system safety requirements, and

it also mandates application of technical integrity, which defines any

ADF’s technical equipment’s (i.e., anything that requires a Technical

Maintenance Plan for ‘‘interventionist’’ maintenance rather than ‘‘on

condition’’ maintenance) state with respect to:

N Fitness for service the materiel is able to meet the requirements

specified by the user, including the stipulated operational, supportability,

and reliability requirements.

N Safety a state in which the possibility of harm to persons or

property damage is reduced to, and maintained at, an acceptable level

through a continuing process of safety risk management.

N Compliance with regulations for environmental protection

Defense will comply with all relevant environmental regulations to

minimize environmental hazards, such as emissions, and reduce or

eliminate toxic byproducts resulting from the manufacture, maintenance,

or disposal of aviation materiel.

In Australia, aviation material includes technical equipment such as

aircraft (manned and Remote Piloted/Uninhabited Air Vehicle, whether

leased or owned by the Commonwealth), munitions, air defense

equipment, air traffic control equipment, wide area surveillance systems,

ground support and test equipment, command and control systems,

vehicles, small arms, training aids, and the software associated with any of

these systems. This includes Aviation Support Systems consisting of

systems or services that are Defense owned or operated on behalf of

Defense, have a functional or physical interface with aircraft, and have the

potential to affect the airworthiness of those aircraft. These can be ground

based, ship based, aircraft based or space based and are to be approved by

the ADF to operate when they are designed, constructed, maintained and

operated to approved standards and limitations for their intended purpose,

by competent and authorized individuals, who are acting as members of an

approved organization and whose work is both certified as correct and

accepted on behalf of Defense. Aviation Support Systems (ASS) are

categorized by AAP 7001.048 Section 2, Chapter 6, Annex A as follows:

N Category A. The output or function of the ASS directly affects the

immediate performance of the aircraft (e.g., a flight control/data link

system interface with an aircraft). The failure of a Cat A system could

reasonably be expected to result in death or serious injury to personnel, or

significant damage to property, with limited aircrew capacity to effect

recovery action. Information used for targeting for ‘‘Danger Close’’ JTAC

Joint Fires applications would conceivably need to be in Category A.

N Category B. The output or function of the ASS is relied upon by

aircrew for the safe operation of the aircraft. The failure of a Cat B system

could possibly result in injury to personnel or damage to property if aircrew

are unaware of the problem and fail to execute normal recovery procedures.

This would be the category most likely for targeting information assurance.

N Category C. The output or function of the ASS is used by aircrew

for advisory or non safety purposes only. The failure of a Cat C system

would not be expected to result in injury to personnel or damage to

property. In SRG, the AP 3C Orion and E 7A Wedgetail and the ADFs air

traffic control systems are categorized and design accepted at this level.
12Especially for those neophytes who continue to cite and try to use a civil

software standard DO178B for commercial transport aircraft with military

armament systems when MIL HDBK 1763 is intended for that purpose.
13Similarly testers, either implicitly or explicitly, must account for

Type I Errors (failing a mature or well functioning system) and Type II

Errors (accepting an immature or deficient system) and the subsequent

impact of their recommendations on decision makers and ultimately the

capability (Polk et al. 2008).
14The Central Limit theorem, discovered by Pierre Simon Laplace,

states that under certain (fairly common) conditions, the sum of a large

number of random variables will have an approximately normal

distribution. A practical consequence of the central limit theorem is that

certain other distributions can be approximated by the normal distribution,

for example: binomial distribution B(n, p) is approximately normal N (np,

np[1 p]) for large n and for p not too close to zero or one; the Poisson (l)

distribution is approximately normal for large values of l; the chi squared

distribution x2(k) is approximately normal for large ks; and the Student’s t

distribution t (n) is approximately normal when n is large.

The cornerstone of the scientific method is comparing the hypothesis

that the data are significant at a requisite confidence level, and the so called

‘‘null hypothesis’’ that the results were ‘‘only due to chance.’’ So, in rejecting

the ‘‘null hypothesis,’’ many assume that this confirms the hypothesis that

the data are ‘‘significant.’’ That is, it provides evidence against the data not

being significant! Stewart (2012) conjectures that many lay people and

some scientists often forget that ‘‘the data are due to chance being

compared’’ and that the effects of chance are normally distributed (often

this is an unspecified probability distribution and the default one is usually

taken to be a normal distribution which assumes the population is ipso

facto very large), and another constraint, that almost everyone forgets when

applied to systems, is that the system in question must be ‘‘under control’’

(Ellis 2010). So there are actually three critical assumptions, the ‘‘yin &

yang’’ logic, the null hypothesis usually being relative to a normal, large

distribution, and whether the system is ‘‘indeed under control.’’
15One of the major problems with ensuring such aircraft stores

capabilities meet regulatory and operational requirements has typically

meant those nations without the ability to conduct aircraft stores

compatibility and/or flight test and evaluation for SoSs often have to rely

on the original equipment manufacturer and certifying nation in achieving

capability outcomes. For many nations, this results in commercial/military

off the shelf style acquisitions that have an update cycle of 10 or so years

and very little control to adapt such systems. The corollary is that nations

that are able to certify aircraft stores capabilities but are not overly mature

may well have a ‘‘Not Invented Here’’ syndrome in that they are unwilling

to countenance use of other nations prior flight clearance/stores

certification data or in service performance information. This is being

addressed within the Five Eyes nations, at least, and is one of the major

outcomes of the NATO STANAG proposed in promoting the willingness

of nations to cooperatively use another nations’ hard earned information,

experience, and analogy basis for provenance (Tutty 2012).
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Annex A

Key Definitions, Acronyms, and Figures
Armament. Force equipped for war, military

weapons and equipment, process of equipping for
war. Concise Oxford Dictionary (1964)

Capability. The power to achieve a desired
operational effect in a nominated environment, within
a specified time, and to sustain that effect for a
designated period. Commonwealth of Australia
(2010)

CPL. Capability preparedness level. Preparedness is the
ability to respond to directed contingencies within a
specified time frame for a given duration; it is a
combination of readiness and sustainability of a capability.

Joint fires. Fires applied during the employment
of forces from two or more components, in
coordinated action toward a common objective.
(NATO AAP 6)

RoSI. Region of significant influence. The defined
land, sea, or air space, which is exposed to hazardous
impacts or functioning of kinetic munitions, their

fragments, or their sub-munitions, or non-kinetic
effects of electromagnetic high or directed energy
under normal firing conditions. There is an accepted
low probability that munitions, fragments, sub-muni-
tions, propelled debris, or electromagnetic effects may
escape. The dimensions of a RoSI are determined by a
combination of the degree of accuracy of the energy
source, the weapon, the type of munition, an accepted
degree of human error, and the conditions of firing.
The RoSI is defined with respect to a designated firing
point and arcs of fire for a stationary weapon system/
launch platform, or nominal firing point and firing
region for a moving weapon system/launch platform.
The RoSI excludes gross human errors. See Annex A,
Figure A7, and also Annex B.

System. An integrated composite of people, products,
and processes that provide a capability to satisfy a stated
need or objective. International Council on Systems
Engineering (INCOSE)

SoS. System of systems. An SoS results when
independent and useful systems are integrated into a
larger system that delivers unique capabilities, US DOD
SoS Guide (2008) and Abbott et al. (2009). The
distinguishing feature of an SoS over a large mono-
lithic system is that an SoS comes into being from a
series of acquisition actions and typically has no one
single management entity. Chen and Clothier (2008)
and Kwon and Cook (2010). In plain (Australian)
English this means the AP-3C Orion Maritime ISR
and response capability, for example, covers the aircraft
vehicle, the flight and mission simulators, the mission
replay and analysis module systems, the various mission
systems such as the ESM and acoustic systems, the
TACCO and fire control systems, many various and
opaque intelligence systems as well as the weapons and
sonobuoys as well. ‘‘Both individual systems and SoS
conform to the accepted definition of a system in that
each consists of parts, relationships, and a whole that is
greater than the sum of the parts; however, although an
SoS is a system, not all systems are SoS. Based on a
recognized taxonomy of SoS, there are four types of
SoS which are found in the DoD today’’ Maier (1998)
and Dahmann (2008). These are

‘‘Virtual. Virtual SoS lack a central manage-
ment authority and a centrally agreed upon
purpose for the system-of-systems. Large-
scale behavior emerges and may be desir-
able but this type of SoS must rely upon
relatively invisible mechanisms to maintain it.
‘‘Collaborative. In collaborative SoS the
component systems interact more or less
voluntarily to fulfil agreed upon central
purposes. The Internet is a collaborative
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system. The Internet Engineering Task Force
works out standards but has no power to
enforce them. The central players collectively
decide how to provide or deny service, thereby
providing some means of enforcing and
maintaining standards.
‘‘Acknowledged. Acknowledged SoS have
recognized objectives, a designated manager,
and resources for the SoS; however, the
constituent systems retain their independent
ownership, objectives, funding, and develop-
ment and sustainment approaches. Changes

in the systems are based on collaboration
between the SoS and the system.
‘‘Directed. Directed SoS are those in which
the integrated system-of-systems is built and
managed to fulfil specific purposes. It is
centrally managed during long-term operation
to continue to fulfil those purposes as well as
any new ones the system owners might wish
to address. The component systems maintain
an ability to operate independently, but their
normal operational mode is subordinated to
the central managed purpose.’’

Figure A1. The current Force Level find–fix–track–target–engage–assess (F2T2EA) systems, system of systems (SoS), and family of

SoS operational view, and network-centric warfare logical model of the ‘‘sensor,’’ ‘‘decision maker,’’ information, and ‘‘shooter’’

engagement grids. Unclassified and approved for public release. Developed by Tutty (2012) from Ruff (2004).

Figure A2. System, system of systems (SoS), and family of SoS framework and Australia’s fundamental inputs of capability and the

outputs of capability—Operational effects. Developed by Tutty (2012) from Abbott (2009); unclassified.
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Figure A4. Key characteristics and the verification and validation implications of common complex family of system of systems,
complicated system of systems capabilities and simple systems (note the standardized symbology on the right). Unclassified.

Figure A3. Evidence-based capability preparedness framework—Using terms as per Table A1. Unclassified.
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Figure A5. Network-enabled systems, system of systems (SoS), and family of SoS. Network-centric warfare physical, information,

cognitive, and social domains, ‘‘PICS’’, and the expected Joint fires application of armament in an integrated mission environment

CODe of best practice for experimentation (JAIME CODEx) priorities. Unclassified.

Figure A6. ‘‘Yin & Yang’’ of achieving a balanced capability that is robust, resilient, and works, while ensuring all foreseen hazards are

addressed. Unclassified. Tutty 2012.
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FoS. Family of system of systems. An FoS results
when independent and useful SoSs are integrated into a
larger system that delivers unique capabilities. To achieve
Joint mission capabilities at the Force Level, an FoS should

be considered to be made up of two or more SoSs. The
distinguishing feature is that such FoS have a single
operational management authority when they come
together to undertake/conduct time-dependent capabilities

Figure A7. Coalition Joint fires—kinetic effects and region of significant influence (RoSI) typical air-delivered weapon PKill (MOE – the

circular error probable for an unguided weapon in this case).

Figure A8. Balanced capability maturity conceptual model—promised, planned, and actual: people, product, and process versus cost
and the concept of operations (Conops) emergent properties sought over the whole of life. Unclassified.
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or missions. The FoS capability will have another set of
measures of effectiveness/performance in addition to the
SoS MOE/MOS/MOP to describe the collective level of
emergence expected, such FoS MOE/MOS/MOP may
not have been formally accepted by Defense. Note that this
acronym is different to US CJCS Instruction (2007),
wherein an FoS is defined as ‘‘a set of systems that
provide similar capabilities through different approaches
to achieve similar or complementary effects’’ and ‘‘does
not acquire qualitatively new properties as a result of the
grouping. In fact, the member systems may not be
connected into a whole.’’ The term as used in this article
is more closely aligned to the ‘‘Federation of Systems’’
espoused by Sage and Cuppan (2011), wherein an SoS
‘‘chooses’’ to participate in the FoS a coalition of the
willing. Similarly Krygiel (1999) defines a taxonomy for
such FoS with three dimensions: autonomy, heteroge-
neity, and dispersion, which is most useful.

Annex B

Coalition Joint Fires
Operational Framework

Figures B1, B2, and B3 identify the boundaries for
Joint fires operations RoSI using the above color
criteria and conventions.

WARNING: These proposed tables should NOT
be used until formally approved by participating
national authorities.

The need for the military to conduct kinetic
weapons test and training activities without adversely
affecting the general public is being progressively
documented in national documents such as RCC
321:07 (Reference C) and increasingly the NATO

ARSP (Reference D). Table B4 proposes national
approval levels equivalent to that used for approving
national and international testing and trials activities
by the AS responsible test organization (AOSG/
ARDU) test plans and Woomera Test Range opera-
tion plans to document the probabilistic Weapon
Danger Areas (WDAs) if the weapons minimum safety
distance aren’t promulgated in the weapons employ-
ment training publication (i.e., Reference E for the
RAAF). Note that the Test/Range Operations Plan
also formally documents the approved mission-essen-
tial personnel involved in the trial/test.

The conventions being proposed for the WDAs as
shown at Figures B2 and B3 are based on the Table B3 risk/
hazard assessment for the proposed deliberate Joint fires
live, virtual, and constructive (LVC) scenario as follows:

The conventions being proposed for the electro-
magnetic (EM) danger areas as shown at Figure B4 are
based on the risk/hazard assessment for the proposed
deliberate Joint fires LVC scenario as follows:

Note that these are very scenario dependent and
will probably need to be specific to particular
frequency bands, infrared, electro-optic, and ultravi-
olet portions as shown at Figure B6 to not be too
restrictive overall.
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Figures A9 and A10. Balanced CM maturity visualization—promised, planned, and actual: time slices at IOC (at ‘‘CPL 7’’) and at
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Figure B1. Coalition Joint fires operational framework for operations, training, experimentation, and testing—conventions for region
of significant influence.

Doing More of the Right High End Effects–Based Things

33(3) N September 2012 237



Figure B2. Kinetic weapon danger area—risk-based conventions.
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Figure B3. Graphic 3-dimensional representation of risk-based weapon danger areas for a precision guided munition with flight

termination system fired from a helicopter (for an unqualified ‘‘CAT D’’ JTAC in red—note the blue public risk area extends outwards

from that shown) and as per a God’s eye representation of the same scenario (for a qualified/experienced ‘‘CAT C’’ JTAC in yellow).
The category system used by various organizations in the U.S., U.K. and Australia with variations on the following awarding of

professional maturity: CAT D Category D unqualified and no experience levels—prior to training and practicing. CAT C Category

C minimum qualification level for initial operations for proficiency as a ‘‘practicing’’ professional, usually under close initial supervision.

CAT B Category B qualified and experienced level for fully proficient ‘‘journeymen’’ professionals. CAT A Category A qualified
and expert level ‘‘master’’/SME professional.
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Table B1. Coalition kinetic and non-kinetic Joint fires mishap severity guidance.

Description Cat Safety, environmental, cost and health result criteria

Catastrophic I Failure conditions that could result in

N loss of air/land/sea vehicle, and/or fatalities;

N prevention of continued safe operation, flight, or landing of the air/land/sea vehicle;

N noise .150 dB(A) above ambient;

N financial loss exceeding approximately $10M; or

N irreversible severe environmental damage that violates law or regulation.

Critical II Failure conditions that would reduce the capability of the air/land/sea vehicle or the ability of the crew

(including the ‘‘range’’) to cope with adverse operation conditions to the extent that there would be

N serious or fatal injuries to a small number of persons other than the crew involving hospitalization;

N a large reduction in safety margins or functional capabilities;

N a catastrophic event (the failure, in combination with another independent failure/event could lead to a

catastrophic event);

N physical distress (including noise 110 dB(A) above ambient) or excessive workload such that the crew could

not be relied upon to perform their tasks accurately or completely;

N financial loss incurred exceeding approximately $1M but less than $10M; or

N reversible environmental damage causing a violation of law or regulation.

Marginal III Failure conditions that would reduce the capability of the air/land/sea vehicle or the ability of the crew

(including the ‘‘range’’) to cope with adverse operation conditions to the extent that there would be

N a significant reduction in safety margins or functional capabilities;

N a significant increase in flight crew workload or in conditions impairing crew efficiency;

N discomfort to the crew or physical distress (such as noise .80 dB(A) above ambient) or injuries to

passengers or cabin crew;

N a critical event (the failure, in combination with another independent failure/event could lead to a critical

event);

N minor injury or occupational illness that could result in ,5 lost work days;

N financial losses exceeding approximately $50K but less than $1M; or

N environmental damage but without violation of law or regulation where restoration activities could be

accomplished.

Negligible IV Failure conditions that would not significantly reduce the capability of the air/land/sea vehicle safety and involve

crew (including the ‘‘range’’) actions that are well within their capabilities. Failure conditions may include

N a slight reduction in safety margins (i.e., 16.5 dB for safety and 6 dB for mission systems covering the

electromagnetic spectrum and external environments/exposure times of MIL STD 464A, ISO/IEC 60825,

US DoDI 6055.11/15 [and equivalents] and national civilian safety standards) or functional capabilities;

N a slight increase in crew workload, such as routine mission/flight plan changes;

N some physical discomfort to passengers or mission crew (such as noise being ,80 dB(A) above ambient);

N a marginal event (the failure, in combination with another independent failure/event could lead to a

marginal event);

N injury causing loss of up to 1 day of work;

N financial loss exceeding approx $10K but less than $50K; or

N minimal environmental damage not violating law or regulation requiring no restoration activity on behalf of

the operations/company.
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Table B2. Coalition kinetic and non-kinetic Joint fires mishap probabilities.

Description Level Specific individual item Probability* Fleet or inventory

Frequent A Not anticipated to occur to every vehicle every year but

may occur several times during the entire life of each

vehicle system

x . 10 2 1 Continuously experienced/

expected

Probable B Not anticipated to occur to every vehicle every year but

may occur one or more times during the entire life

of the vehicle system

10 2 1 . x . 10 2 2 Likely to occur frequently

Occasional C Not anticipated to occur to each vehicle during its total

life but may occur numerous times when considering

the total operational life of all vehicles of that type

10 2 2 . x . 10 2 3 Will occur several times,

sporadically

Remote D Not anticipated to occur to each vehicle during its total

life, but may occur a few times when considering

the total operational life of all vehicles of that type

10 2 3. x . 10 2 6 Unlikely / seldom, but can

reasonably be expected to

occur

D3 D3 10 2 3 . x . 10 2 4

D4 D4 10 2 4 . x . 10 2 5

D52 D5 10 2 5 . x . 10 2 6

Improbable E So unlikely that it is not anticipated to occur during

the entire operational life of all vehicles of that type

10 2 6 . x . 10 2 9 Unlikely to occur, but

possibleE6 E6 10 2 6 . x . 10 2 7

E7 E7 10 2 7 . x . 10 2 8

E83 E8 10 2 8 . x . 10 2 9

Incredible! UK term Extremely unlikely to occur x , 10 2 9 Extremely improbable

1Note that these figures are over the total life cited—therefore care must be taken when using such terms and criteria against a ‘‘per event’’ or

‘‘per mission’’ basis. This needs to be clear to apply the framework. The NATO Allied Range Safety Publication at Reference D has a description

that identifies single item, fleet/inventory, individual soldier, and ‘‘all exposed soldiers.’’ This fits better with the RCC individual and collective risk

construct.
2Note this level of discrimination is now generally thought to be needed for applying Reference C, RCC 321:07, and the associated NATO

ARSP criteria—better terms welcomed. Strictly speaking, all marginal and negligible events are potentially now definable under the RCC

approach at Reference C as ‘‘As Low As’’ and are therefore acceptable, as public safety is unaffected. However, there are other considerations in

addition to public safety. An increase in workload may mean a decrease in accuracy and hence an increased public risk!
3Note that the 10 6 and 10 7 levels will probably be needed to show the differential for fatality and casualty/collective/cumulative risks of RCC

321:07 at Reference C and future NATO ARSP criteria.

Table B3. Recommended Joint fires application of Armament in an Integrated Mission Environment CODe of best practice for

Experimentation (JAIME CODEx) Coalition Joint fires operational risk matrix.

4CAUTION: Users of this table need to be reminded to repeatedly confirm that the correct time period for the risk is being used—is it ‘‘per

event,’’ ‘‘per mission,’’ or over the life of the system.
5Note: NATO ASRP at Reference D, Volume 1, has this as ‘‘High’’ as of 2009 when it was drawn from the US FM 100 14: Risk Management

of April 1998. The Australian (AS) representative on the NATO Range Safety Working Group will confirm if this is still applicable in 2012 for

future versions. AS uses ‘‘Medium,’’ so that a commanding officer/director independently reviews any design engineering and operation

assumptions being made given the associated verification and validation (V&V) approach being used.
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Figure B4. Non-kinetic electromagnetic danger area—risk-based conventions.
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Figure B5. Non-kinetic electromagnetic danger areas and probabilistic electronic line of sight/horizons for determining the public
risk—blue and dark grey rings at Figure B4.

Figure B6. Electromagnetic spectrum: audio, radar through the infrared and electro-optic to the microwave and x-ray regions.
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Drop-Fixture Design, Fabrication, and Testing for Ballistic
Shock Events

Jonathan F. Holmes, Wiley Holcombe, Frank Marrs, Alessio Medda, and Stewart Skiles

Georgia Tech Research Institute, Atlanta, Georgia

The Army’s Rapid Equipping Force is pursuing research related to blast effects with their

Integrated Blast Effects Sensor System, or I-BESS (Robbins 2011). The Georgia Tech Research

Institute (GTRI) has been tasked with the development of many of the components of the I-

BESS, including several sensors that would potentially be exposed to blasts within military

vehicles. As part of this sensor development at GTRI, a drop-test fixture was designed,

fabricated, and tested in order to evaluate candidate sensors for the I-BESS. The customized

drop fixture was designed to accommodate various sensors with a mass of 2 pounds or less. The

primary challenges addressed by this customized drop fixture were (a) to allow for quick

exchange of test articles from a thermal chamber for comprehensive environmental evaluations

and (b) to generate shock profiles representative of those experienced in real-world blast events.

This article provides a comprehensive description of the development, from the basic collision

physics to the test and evaluation of the drop fixture that was produced. Several lessons learned

from this development are also presented.

Key words: Accelerometers; Integrated Blast Effects Sensor System (I-BESS); sensors;

shock waves.

T
he evaluation of electronic effectiveness
using impact testing is not a new
concept. Some early work was done to
understand the effects of shock waves
on military electronic equipment uti-

lized in naval assets (Vigness 1961). Since these early
developments in shock testing, both the measurement
techniques and the electronics under test have changed
drastically. The prevalence of ball-grid arrays and
surface-mount technology has altered the testing of
electronics and introduced new failure mechanisms
that ballistic shock can introduce. For instance, the
chemistry associated with ball-grid array packages can
have a significant impact on performance in a shock
environment (Jenq et al. 2007). Despite the variation
in test apparatuses and electronics, shock-environment
characterization has become standardized.

The desired acceleration levels needed to qualify
electronics for blast environments has been standard-
ized in MIL-STD-810 Method 522 (MIL-STD-810
Revision F). In this particular method of the U.S.
military’s environmental standard, ballistic shock is
described by the shock response spectrum. The shock
response spectrum considers the response of a single-
degree-of-freedom damped mechanical oscillator to a

base excitation in terms of velocity or acceleration. In
particular, the shock response spectrum produces the
maximum response of a series of single-degree-of-
freedom systems having the same damping to a given
transient signal.

This representation of ballistic shock is important
because of the significant amount of energy across all
Nyquist intervals generated by an explosion. The
primary information that can be taken from the
aforementioned military-specification method is that
as components become stiffer or more rigid, they will
be subjected to more damaging energy.

The stiffness is characterized by the modal response
of a device often referred to as the natural frequency.
For example, if there are two similar electronics
enclosures, one with a natural frequency of 100 hertz
and the other of 1,000 hertz, the expected acceleration
as a result of a ballistic shock of 8.5 meters per second
would be 502 grams and 5,020 grams, respectively.
This notion is important in ballistic environments
and is the reason why vibration-damping materials are
frequently utilized in these scenarios to limit the
amount of acceleration that can propagate to sensitive
electronics. A number of structural-analysis tools are
available to estimate the natural frequency of a system,
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thus providing an estimate of what levels of acceler-
ation are needed to emulate the levels expected in a
ballistic shock event. Once these levels are known, drop
testing or other nonexplosive means may be utilized for
developmental tests.

Integrated Blast Effects Sensor
System (I-BESS)

The I-BESS is a system that is currently under
development by the Georgia Tech Research Institute
(GTRI) for the U.S. Army to better understand the
effects of blasts on soldiers in the field. The I-BESS
consists of a number of test articles, ranging from
soldier-mounted hardware to a number of line-
replaceable units in an armored vehicle. The soldier
system contains a central processing unit with the
purpose of gathering blast-pressure data via four
externally mounted pressure sensors; an accelerometer
to characterize acceleration from a blast; and multiple
communication devices to communicate with the
vehicle. The vehicle system consists of several units:
GPS receiver, single-board computer, signal and
power-distribution enclosure, helmet-reading unit,
multiple antennas, vehicle accelerometers, and seat
accelerometers. The system-level diagram of the entire
system is pictured in Figure 1. An important piece of
the I-BESS is the particular organization within the
Army funding the research the Rapid Equipping
Force (REF). The focus of the REF is to place
emerging technologies quickly into the hands of those
that need it; this aim of the REF makes schedule
the single most challenging portion of the I-BESS
development.

The particular focus of this article is the presen-
tation of test and characterization procedures devel-
oped at GTRI for the purposes of characterizing I-
BESS components. During a shock event, these
components not only need to survive the shock; they
also need to be able to produce signals that are not
contaminated or distorted in any way, thus charac-
terizing the event they are measuring. The devices of
interest are the Soldier Body Unit, Various Interface
Adapter (seat accelerometer device, pictured in
Figure 2), and the Dynamic Event Recorder (vehicle
accelerometer device). Each of these devices ranges
from 1 to 2 pounds and contains a housing and
primary circuit card. Due to the importance of these
devices in the I-BESS, testing was required to
establish a level of confidence prior to proceeding
from the development phase of the program to the
fabrication of parts. Additionally, a set of goals or
requirements had to be established in order to direct
the testing effort.

Test requirements
A number of requirements were considered when

selecting both accelerometers as well as supporting the
design of the enclosures that would house the
supporting electronics for the accelerometers. Require-
ments covered performance, cost, longevity, and envi-
ronmental considerations, among many others. Relative
to the topic of acceleration testing, the primary
requirements became the level of acceleration and the
potential impact of temperature on the performance.
Driven in part by the limited offering of commercial off-
the-shelf sensors that would work in a ballistic shock
environment and the demanding schedule of the REF,
the following requirements were derived to support the
commercial off-the-shelf selection:

Accelerometer Requirements (relative to accelera-
tion testing)

1. Capable of characterizing levels of 66,000 g in
three axes

2. Response rates with 7 kilohertz of bandwidth
3. Operational over the temperature range of 40

to 71uC

These requirements led to a number of requirements
driving the actual test exercise:

Key Test-Device Requirements

1. Capable of providing acceleration pulses of
66,000 g with a duration of 1 millisecond

2. Possible to quickly change out test articles (to
support temperature testing)

3. Able to induce several shocks per hour
4. Operational as soon as possible, with a goal of a

finished fixture 1 month after the start of the exercise

Figure 1. I-BESS system diagram.
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Because of the stringent timeline imposed by the
project and the desire to develop this capability
internally at GTRI, the decision was made to design
and fabricate an acceleration-test device.

Drop-test fixture design and development
Once the decision had been made to rapidly design and

develop a test apparatus, the details of acceleration testing
had to be explored. Despite how the fixture would be
designed, whether through electronic solenoids or
through gravity accelerating a projectile, it was necessary
to understand the impact mechanics. The next portion of
the design was concerned with the determination of the
required mass needed to achieve the specification of the
system (66,000 g over 1-millisecond pulse).

The basic model of collision is supported by the
Hertzian model of elasticity and is well understood for the
basic contact between a sphere and a flat plate (Advanced
Lab, Physics, Emory University 2012). Beyond this basic
model, additional parameters such as the coefficient of
restitution become important in the determination of an
impact between spheres. It can be noted that spheres were
chosen because there is no additional resonance such as
that experienced between colliding rods (Auerbach 1994).
The resulting mathematical model for F (x), the force
needed to compress a sphere by distance x, contains the
radius of sphere R, the modus of elasticity, and the Poisson
ratio of the material s, as shown in Equation 1:

F xð Þ~ {2E R
p

3 1{sð Þ
:x3=2: ð1Þ

In order to verify these attributes, some basic tests
were performed. The first tests involved measuring the

coefficient of restitution using high-speed imaging
techniques. Figure 3 contains a still image from a high-
speed video in which a steel ball bearing was dropped
on a steel plate from a height of approximately 3
inches. During this test, the entrance and exit velocity
were calculated by examining the distance traveled over
known times in the high-speed video, providing the
development team an easy way to determine coeffi-
cients of restitution for various materials. A second set
of tests was performed to measure the time of contact
between the steel ball and the steel surface. Different
means were necessary because the theoretical time in
contact with the plate was only a fraction of a
millisecond, making the task difficult to verify with
high-speed imaging. A simple circuit was created using
a battery, with one terminal attached to the ball
bearing and another attached to the plate. An
oscilloscope was used to measure the length of time

Figure 2. Various Interface Adapter used in testing.

Figure 3. High-speed imaging of a steel ball contacting a

flat surface.
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the circuit was closed, which resulted in a brief voltage
spike. Each of the two simple test setups was able to
match values published in the literature well, although
the second test only allowed for measurements made
between two electrically conductive materials. Most
importantly, the simplistic tests provided development
engineers a means to evaluate various impact scenarios
beyond those published in the literature. For instance,
contact time could be verified by performing simple
sphere-impact tests (Advanced Lab, Physics, Emory
University 2012) using the equation

t~6:46r2=5: R

U
1=5
0 E2=5

, ð2Þ

where R is the radius, U0 is the velocity, E is the elastic
modulus, and r is the density.

The next portion of the design was concerned with the
determination of the mass needed to achieve the specifica-
tion of the system (66,000 g over 1-millisecond pulse).
Depending on the impacting materials, the coefficient of
restitution, or COR can range from about 0.3 to 0.8.
Another way to determine this is through using the spring
constant of the material, which is related to the elasticity.
Researchers used a ratio of 8 : 1 between the mass of the
moving mass and that of the static test article to obtain high
levels of acceleration. One other assumption made was that
the pulse would be sinusoidal, which turned out to be a good
assumption for the initial impact (Endevco http://www.
endevco.com/news/archivednews/2009/2009 02/tp321.
pdf). With these assumptions and ranges of values in
place, the following equation can be applied:

apeak~U0
: p

t
: 1zCORð Þ

1zmð Þ , ð3Þ

where t is the impact duration, COR is the coefficient of
restitution, m is the ratio of the carriage mass to the
hammer mass, and U0 is the impact velocity. Further-
more, a general particle-dynamics physics equation
becomes necessary to determine the height required:

U0~ 2:g:h
p

ð4Þ
Using Equation 2, the resulting estimate is 12 16 m/

s (39 54 ft/s). Using Equation 4, the height needed is
7 14 m (23 44 ft) if using gravity-assisted acceleration
for a drop only. Since this is an extremely energetic
collision, a shock duration of 0.5 milliseconds at 6,000 g

was deemed acceptable for safety reasons, reducing the
theoretical height range to 6 8 m (20 26 ft).

These basic assumptions and derived parameters were
used to move forward with the design of the fixture.
Several machine types were considered moving forward,
such as pendulums, vertical-drop, and solenoid-operated
machines. With a preference for simplistic designs in order
to expedite the design and fabrication of the test device, a
solenoid-based approach was not considered. A pendulum
machine would have required a long pendulum (without
powered assistance), leading to the team’s decision to go
with a standard vertical-drop testing machine.

Figure 4 contains the key functional components of
the drop-test machine; the left image is the CAD

* Endevco is now part of Meggitt Systems, Inc.

Figure 4. Annotated CAD image and actual image of the base of the drop-test apparatus.
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representation from SolidWorks, and the right image
depicts the actual fabricated device. As annotated in
the left picture of Figure 4, the major components are:
(1 drop hammer, (2 four high-energy shock-absorber
cups, (3 linear slide for test support, (4 friction locks to
hold test article prior to impact, (5 rubber material to
tune the duration of the acceleration pulse, (6 test-
article platform, and (7 rectangular absorbers to receive
the test article. One point to make about the test-
article platform is that it needed to support three
different test articles (soldier body unit, various
interface adapter, and dynamic event recorder from
the I-BESS) and to be able to generate an excitation
pulse on the three primary axes (X, Y, and Z) of each
of these articles. In addition to the items described
above, the two steel-rope cables guiding the drop
hammer were attached to the ceiling, and a pneumatic
cylinder release was added to the end of the winch
cable that raises and lowers the drop hammer.

With the prototype machine completed, the instru-
mentation had to be added in order to characterize the
acceleration response. To eliminate a lengthy develop-
ment for instrumentation selection, several experts in
acceleration testing were consulted, which led the
development team to select accelerometers utilizing
Endevco products. These products included a triaxial
accelerometer mount, three lab-grade piezoelectric
accelerometers, and a three-channel amplifier/signal
conditioner. The piezoelectric accelerometers were
selected to provide up to 10,000 g in dynamic range,
with a natural frequency greater than 10 kilohertz.
Based on existing lab equipment available to the
research team, a control and monitoring system made
by National Instruments (CompactRIO) was used,
with two 16-bit four-channel analog input modules
(NI9215) to collect data from the accelerometers.

Prior to subjecting any materials to formal testing, a
significant amount of calibration was performed on the
drop-testing apparatus. During these calibration tests,
several parameters needed to be adjusted in order to
provide the desired impact pulse. High-speed video
was used during this phase of the development and
proved to be crucial to the expediency with which
problems could be resolved. For instance, some chatter
was evident in the initial drops and was determined to
be induced by the test-article support platform, as
severe vibrations were observed on that particular
component. Also, the importance of stabilizing the
drop hammer became evident in these initial calibra-
tion tests. After a number of drops, the desired
acceleration output was achieved for multiple acceler-
ations/durations, with a typical output shown in
Figure 5.

Testing
The driving factor related to the schedule of the

drop-test fixture design was that of characterizing the
performance of two potential Dynamic Event Recorder
types prior to moving ahead with development of the
I-BESS. After a rigorous down-selection of multiple
sensor types, two major candidate suppliers needed
to be evaluated. At this point a simple design of
experiments was created using the variables of
temperature and acceleration level. To simplify the
experiment, only a single axis was used; the typical
direction of blast generated from improvised explosive
devices is in the direction parallel to gravity on an
armored vehicle, as the devices are typically buried in
the road and ignited when the vehicle drives over them.
Multiple levels of acceleration were used, generating
different peaks and pulses as well as temperature
variations. The full number of tests used for that initial
evaluation is shown in Table 1 and contains a total of
20 drop tests.

A representative result is shown in Figure 6, for one
of the 47-inch drops at room temperature of one of the
candidate sensors. The smooth signal profile in this
example is due to the additional filtering in the signal-
processing stage of the sensor, while the reference
signal is acquired without postfiltering. Variations
between the reference signal and the test-article output
are because of the mounting and positioning of the
reference block compared to the test article’s internal
sensors. Despite these differences, the similarities
between the reference sensor and the various vendor
data had a strong correlation. Some variation was seen
at the temperature extremes between the reference and
vendor accelerometers, providing important insight to
the development team.

Closing statements and lessons learned
This article presents a detailed description of the

development of a drop-fixture apparatus and provides
some important insights for researchers in the field of
ballistic shock testing and evaluation. Particularly,
some of the challenges encountered during the
development of such a system can be common across
disciplines and different laboratories. An important
lesson learned is represented by recognizing the need
to perform impact testing on each test article early
enough in the design process to allow for design
changes. Moreover, this testing is useful to better
prepare for and correct problems that could arise
during more demanding and expensive live-fire events.
Table 2 includes the major lessons learned from the
test-fixture development and testing.

The approximate cost of the apparatus was $10,000
for mechanical parts and $5,000 for instrumentation,
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with the initial design and fabrication phase taking
approximately 6 weeks from the generation of the
requirements to first test. The primary objectives were
achieved by the test apparatus, but the learning curve to
achieve that was not evident in the beginning. The
understandings of the basic mechanics underlying the
phenomenon proved to be valuable especially the
relationship between the modal response of the test
article and peak acceleration that is used in MIL-STD-
810 Method 522. Moreover, a better understanding of
the frequency response and filtering used to process the
obtained data was also gained by the development team.

Ultimately, the test fixture was able to achieve all of
the major goals initially planned. The resulting
apparatus generated a relevant test environment and
provided a means for good data collection in a short
development time and with a limited budget. Having
the ability to do shock testing on-site during the
development phase not only resulted in a new capability

for GTRI but sped up the development process
significantly. Meeting an aggressive development sched-
ule is crucial when working with customers such as the
Army’s Rapid Equipping Force and many other
organizations looking to reduce the development time
of systems to be fielded in military environments. C
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Figure 5. Typical acceleration output of the drop-test apparatus using control accelerometers.

Table 1. Test matrix used for Dynamic Event Recorder evaluation.

Drop height (in) Approx. peak acceleration DER temperature Impact material Replications (per vendor) Drop axis

35 900 g, 1 ms Room temperature 0.75 in 90A 2 Z

23 600 g, 1 ms Approx. 220uC 0.75 in 90A 4 Z

23 600 g, 1 ms Approx. 65uC 0.75 in 90A 4 Z

47 1,000 g, 0.9 ms Room temperature 0.75 in 90A 2 Z

59 1,200 g, 0.85 ms Room temperature 0.75 in 90A 2 Z

35 3,000 g, 0.4 ms Room temperature 1 in 75D 2 Z

47 3,200 g, 0.35 ms Room temperature 1 in 75D 2 Z

59 3,000 g, 0.3 ms Room temperature 1 in 75D 2 Z

Abbreviations: in inches; ms milliseconds; DER Dynamic Event Recorder.
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Figure 6. Sample acceleration response of Dynamic Event Recorder compared to reference accelerometer.

Table 2. Lessons learned from drop-test design, calibration, and testing.

Lesson
number Phase Description

1 Design Ensure that all basic bolt load calculations are performed on major test devices. In particular, shear and

tensile loading on all major items need to be analyzed for appropriate safety factors prior to operation.

2 Design Pay attention to safety of personnel when designing dangerous machines. Proper procedures must be in

place to avoid compromising the safety of test staff.

3 Calibration Binding in test article support rails was resolved by reviewing high speed videos of the test article. High

speed imaging, when available, offers a unique evaluation of complex kinematic systems that can only be

properly appreciated when made easily available to development engineers.

4 Calibration A significant exercise took place in finding appropriate impact materials. It was determined that a Shore

90A material that was 0.75 inches thick and a Shore 75D material that was 1.0 inch thick provided

good performance, as shown in Table 1.

5 Calibration Mounting to a concrete floor was initially done with a large mat of double sided adhesive on a foam

carrier. This proved inefficient and had to be modified to use four concrete anchors.

6 Testing Access to the test carriage support proved to be cumbersome. Future changes will be required to ease the

burden of the tester from this difficult task.

7 Testing The reference accelerometer may require additional support beyond the screws attaching the triaxial

support block. A small shoulder machined on the mounting surface limits the shear forces on these

attachment screws. Similarly, proper torquing is necessary for all major components.

8 Testing In order to achieve the desired goal of 6,000 g a higher drop level would be required; but it was determined to

be unnecessary for initial evaluation experiments. The drop height is limited to the ceiling height of the test

area in practice, as the structural analysis was performed to guarantee safe operation beyond a 30 foot drop.
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Power and Confidence—The Overarching Question in All
Test and Evaluation: An Analogy From the Mathematical

Court of Law—Innocent Until Proven Guilty
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There is a vast accumulation of literature regarding statistical power and confidence (Abelson

1995; Asher 1993; Birnbaum 1982). It seems that many fields of applied science have made

significant strides by incorporating these concepts in test and evaluation; some have reached a

high level of maturity and others are still working toward implementation. The armed forces, as

a whole, are aware of the notions of confidence and power, and are working toward a goal of

correct practical implementation. As will be shown in this article, increased progress using

confidence and power in testing will enhance test efficiency and improve statistical rigor. This

article also demonstrates how confidence and power can play a role in test and evaluation that

can be readily understood when viewed as analogs to the test process of a court trial. The payoff

for military test and evaluation is a methodology that helps plan for future testing in such a way

as to better find practical impacts of test factors, while at the same time saving money in the

long run by better planning how much data to acquire and how to acquire it.

Key words: Statistics; error; risk; test plan; decision; judgment.

I
n any decision, there is always the chance that
the wrong decision will be made. Everyone, at
one point or other in their life, will make a
wrong decision. Many of the bases for making
decisions or judgments in life come from

observations and conventional wisdom. The best that
can be done is to gather as much information and
knowledge as possible and go from there. It is possible,
however, to plan for success practical success.

Many have been exposed to court proceedings of one
sort or another. Used as an analogy, these proceedings
can be a means of describing the sometimes slippery
topic of statistical power and confidence. In the
courtroom, there are judgments passed every day,
every hour, on people who may be either innocent or
guilty. The driving factors of these judgments are
evidence. Evidence, when presented correctly, will give
the jury the confidence to declare a verdict of not guilty
or guilty beyond a reasonable doubt. Even with much
evidence, there still is that off chance that an incorrect
verdict will be reached the guilty may walk free and
the innocent may be wrongly convicted.

So how is success achieved? Sufficient evidence is
gathered to produce a courtroom verdict that has a low

probability of being a wrong judgment. The key is
enough evidence. One would also hope that the jury is
not biased.

In a court of law, the defendant is considered
innocent until proven guilty. Evidence provides a
means to reject the innocent status. So likewise, in the
analogy of the mathematical courtroom, we have a
null hypothesis that a modification to a system is
‘‘innocent’’ of adversely affecting system performance.
Statistics are used to measure the evidence. Data, then,
is evidence against this null hypothesis i.e., evidence
of guilt. All system modifications are guilty of at least
an arbitrarily small infraction against this innocence,
but do we really care in all instances? Most researchers
formulate a research hypothesis fully aware that the
corresponding null hypothesis is not true, and hence
are in reality looking for a significant practical result.

In aircraft test and evaluation, a propulsion system
receives a new software update designed to fix an issue
with in-flight engine stability. A typical null hypothesis
is that the software upgrade has not affected some key
aspect of mission performance, like thrust response. It
is known that the new engine software will change
aspects of engine operation, but by how much? If the
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software upgrade results in a quarter second longer to
reach maximum speed after a throttle input, do the
pilots really care? There is a minimal thrust response
that starts to raise their eyebrows; pilots do not want
this new software to postpone maximum speed
2 seconds longer than previous software. Again, in
the mathematical court of law, the software update
is assumed to be innocent of changing the thrust
response, but how guilty must the update be before
innocence is rejected? The key to successful testing is
to recognize how large of an effect is important and
then scope the testing to find an effect of at least that
magnitude.

Using confidence and power, test practitioners
clarify the risks that are involved with testing and can
scope a test to be optimal in at least two senses: first, to
be able to find the practical effect, if it exists (with
some specified probability); and second, to use the
minimum time, resources, and budget.

Risks
What level of risk is allowable? This is situation

dependent. Consider the courtroom analogy, where
there is a difference in the implications when declaring
a verdict. Think of a court trial where a murder suspect
is tried for first-degree murder. What are the risks
here? We start by assuming innocence. The prosecu-
tion has the burden of proof and must gather evidence
to support the alternate condition of guilt remember,
the innocent must be proven guilty. Here are the
possibilities when it comes time to read a verdict, say in
the case where the accused, if guilty, is worthy of
capital punishment the death penalty:

A. convict the guilty,
B. release the innocent,
C. convict the innocent, and
D. release the guilty.

Options A and B are correct judgments, and it
would be best if the chances of these two events were
maximized. Option C represents some grave conse-
quences: an innocent person may be sentenced to
death. Call this type 1 risk. Option D may have even
graver outcomes: if this person is a serial killer, he or
she may continue the chain of destruction. Call this
type 2 risk. Hence, prior to the case, one must consider
what the risk levels will be. Will 1 out of 10 serial
killers go free? 1 out of 100? How about the flip side?
Is it suitable to allow 1 out of 10 innocent people to be
sent to death row? How about 1 out of 100?

Another situation requires different levels of risk.
Suppose a man is suspected of embezzling money. Is it
as distressing to allow a man who is guilty of this crime
to go free as it is a serial killer? Obviously it is not.

How about someone who is completely innocent of
embezzlement being sent to prison for 10 years? It is
not pleasant to spend 10 years in prison, particularly if
there is no reason to be there. However, the risk here is
still not as serious. At least nobody will be in mortal
danger if an embezzler walks free. On the other hand,
if an innocent man is thrown in prison, at least he
is still alive. Both of these situations demonstrate
the decisions that must be made prior to a court case,
and in the world of science, prior to running an
experiment the risks must be laid out.

Lowering risk is dependent on the amount of
evidence.

Now consider statistical hypothesis testing and the
risks involved. As described before, a modification to
software logic has been made for a specific aircraft engine
to avoid engine stalls. The fix to the logic has taken care
of the engine stalls; it is now important to evaluate
engine-performance parameters to see if anything has
degraded due to the alteration in software logic.

One such parameter is the thrust response how long
does it take to reach maximum speed after a throttle
input? In order to make any statements about risk and
hypothesis tests, even before data is graphed or even
gathered, one must formulate the question of interest and
the measure of performance. There are two things under
consideration: the old and new software logics. Perfor-
mance will be measured on the mean or average time it
takes to reach maximum speed. Hence the mean time to
reach maximum speed under the old logic will be
compared to the mean under the new logic. The
difference between the two means is the measure of
performance. The question is this: Is there a degradation
in thrust response due to the rewrite of the software logic?

‘‘Innocence’’ in this situation is that there is no
evidenced practical difference between the two means
for old and new software logics. We call this the null

hypothesis (Equation 1), for a null or zero effect:

H0 : mnew{moldƒ0: ð1Þ
Notice that there is an inequality, the less-than-or-

equal sign, which represents our hypothesis that we want
the new logic to produce a time to maximum that is at
least as timely as the old logic. If it is significantly greater
than 0, engineers would like to detect it. (Note that in a
situation where it is of interest simply to see a difference,
without reason to look above or below, the less-than-or-
equal sign would be replaced with an equal sign.)

‘‘Guilt’’ is represented when there is a difference, as
given in the alternate hypothesis in Equation 2. (Also
note here that under the condition of a null hypothesis
having an equal sign, the alternate would carry the not-
equal sign.)
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H1 : mnew{moldw0: ð2Þ
What are the possible outcomes from judgment?

A. Convict the guilty: Declare that the new software
has degraded thrust response over and above the
old software when it really has caused degradation
(H1, given H1 is true).

B. Release the innocent: Accept the idea that the new
software has not changed the thrust response
sufficiently to declare a difference when indeed
there is no practical difference to detect (H0, given
H0 is true).

C. Convict the innocent: Mistakenly declare that the
two software writes are different when they are not
(H1, given H0 is true).

D. Release the guilty: Mistakenly accept the new
software as posing no practical degradation to
thrust response when it actually does produce
degradation (H0, given H1 is true).

The risks are once again expressed in options C and
D. Option C (type 1 risk) represents a risk of claiming
that a suitable software logic has produced a degraded
thrust response. If an action is warranted, the engineers
will need to rewrite the software when nothing is wrong
with it. This will cost more time and money. On the
other hand, option D (type 2 risk) shows that it is also
possible to clear a software logic when in fact it is really
producing degraded results. The new logic will make the
engine more sluggish in responding to the throttle.

Denote the probability of type 1 risk probability
with the Greek letter a and the probability of type 2
risk with b:

a~ Pr Type 1 riskð Þ,

b~ Pr Type 2 riskð Þ: ð3Þ
Each risk type is attached to a specific assumption or

‘‘what if.’’ The assumption that goes with a is that the
null hypothesis H0 is considered the truth. Just as in
the legal case, this is like the assumption that the
defendant is innocent; in our engineering example it is
the assumption that the software rewrite is good. The
‘‘what if’’ or assumption connected to b is the alternate
hypothesis, H1. It relates to the defendant’s being
guilty or the software’s degrading the system.

Under these same assumptions we have two
complementary probabilities, those of the two correct
decisions to release the innocent and convict the guilty.
The first is called confidence:

confidence~1{a: ð4Þ
Like a, confidence is under the assumption that the
null hypothesis is true. This probability represents our

surety that we will recognize when we should not
deviate from the null hypothesis when we should not
declare guilt. The contrapositive of b is called power:

power~1{b ð5Þ
The power of a statistical test is its ability to detect an
effect when it really exists. In the courtroom example,
it is akin to the prosecution’s ability to obtain a guilty
verdict for a guilty person. All of these probabilities are
dependent on the amount of evidence or, in our case,
data.

Mathematical court proceedings
Before going any further, consider the two alternate

worlds: the legal court of law (Figure 1) and the
mathematical court of law (Figure 2). It is essential at
this point to introduce the key players in both:

N Evidence Data
# Evidence supports a verdict in a court case; data

provides evidence in a statistical analysis to test
a hypothesis and make a decision.

N Jury Statistical tests
# A jury has the responsibility to find the facts;

statistical analysis/inference is used to draw out
apparent facts in the data.

N Lawyer Statistician
# A lawyer selects the jury, based on voir dire, to

be unbiased, so a statistician wants to choose a
statistical test/model that will analyze the data
in an unbiased fashion.

# A statistician discounts all statistical methods
that are biased.

# A statistician uses the data to prove guilt and
decides how much data is needed to indicate an
operational, ‘‘or practical,’’ significance.

N Judge Engineer/Scientist
# A judge has the duty to interpret the law; an

engineer applies the results of the analysis to
his or her engineering judgment and under-
standing of physical laws.

# An engineers decides what the outcome is and
whether a change is warranted or the evidenced
effect found in the data is operationally
insignificant.

Example: Mathematical court
proceedings

In the software-fix example, suppose an engineer
wishes to set up a test to establish whether or not the
fix has altered the behavior of the thrust response, as
previously discussed. Here is the protocol for this
case:
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1. Determine what question needs answering.
2. Choose a statistical method or test that should

be unbiased.
3. Decide how much data/evidence needs to be

gathered.

N Learn from the engineer or scientist the smallest
practical difference that is reasonable to see.

N Weigh out the risks and decide on suitable
probabilities for such risks (a and b) accord-
ing to Equation 4 and Equation 5, this
provides power and confidence levels.

N Estimate the standard deviation of the
statistical model to perform the test.

4. Gather and present the data to the mathematical
jury (statistical test) for scrutiny and analysis.

5. After the numbers are crunched (deliberation), receive
the verdict of guilty or not guilty from the jury.

N Instead of a declaration innocence, a jury always
says ‘‘not guilty.’’ This is because the originally
assumed hypothesis of innocence is not to be
proven instead, there is a failure to prove guilt.

6. Provide an estimate of the statistic of interest
with a confidence interval, allowing the engineer
to decide what type of action to take, if any.

N Assuming a guilty verdict, if the estimate is
not of practical significance, there may be no
reason to take action.

N In addition, if a difference is found (guilt)
and also a practical-sized difference is esti-
mated, the engineer might determine an
action for rectifying the problem.

7. Close the case.

For step 1, the engineer states that the proceedings
of this session will be focused on one question: ‘‘Is
there a statistically significant and practical difference
between the new and old software in thrust response?’’

For step 2, since there are two samples to be
compared, a two-sample t-test is chosen as the statistical
test to analyze and measure the evidence of a difference.
This is the unbiased statistical test in this situation.

For step 3, the engineer decides that, at the very
least, a half second’s difference is operationally
meaningful or practical. Anything smaller fails to
warrant consideration for action. It is also determined
that the rate of type 1 risk, declaring a difference when
none exists, should be limited to 1 time in 10. The
probability of this risk is calculated as a 5 0.1. The
type 2 risk the risk of allowing a failing software

Figure 1. Legal court.
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rewrite (failing by at least 0.5 seconds) to pass
inspection is also set at 1 in 10, giving b 5 0.1.
Based on Equation 4 and Equation 5, confidence and
power are both 90%. If the data is gathered correctly,
there should be a 90 out of 100 incidence of seeing a
difference as small as 0.5 seconds. Of course, the
chance of seeing a larger difference is higher than 90%.
Past studies lead the engineer and statistician to believe
that the standard deviation of the model error is
0.9 seconds.

In Figure 3, a graph utilizing power and sample-size
relations provides a strategy for choosing the sample

size of the data set, which has not yet been collected.
The calculations that produce the graph incorporate all
the information requested in step 3, such as desired
confidence (1 a), minimal difference of 0.5 seconds,
and standard deviation of the error 0.9 seconds, as well
as candidate sample sizes. Using this method, it is
determined that a sample of size 56 from each software
write is sufficient to get the desired power of 90% for
the test. By doing this, the engineer and statistician are
planning for a successful test. Success is defined as
seeing a difference at least as big as 0.5 seconds if it exists
with at least 90% probability/power. This means that is
112 samples across both groups (old software and new
software). This plan scopes the test to reduce the two
risks, a and b, to no greater than 1 misjudgment in 10.

In compliance with step 4, data is gathered,
presented in the form of a graph, and given to the
mathematical jury as a table of numbers. The mean for
each group is indicated as a horizontal line through
each grouping (Figure 4).

The means and data look shifted. New-software
thrust response looks like it has a higher value for time
to maximum, but this does not offer a ‘‘guilty plea,’’
due to the overlap of the data from each group. The t-
test will now be employed to produce a P-value and
confidence interval not on the individual means

Figure 2. Mathematical court.

Figure 3. Sample size and power.
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themselves, but directly on the difference of the
means. (Comparing two confidence intervals from the
two means is an inefficient way of testing for a
difference because it does not directly address the
question of difference; for more information, see
Knezevic 2008.) Now the mathematical jury begins
deliberation.

Step 5 begins the process of evaluating the data. If
the difference of the means is standardized, then a
common measure can be used to weigh this difference
to see if the data indicates a difference not equal to 0.
Consider that if many samples are taken from the same
population, the means of each of those samples will
vary. A probability model can help the jury decide the
answer to the following question:

‘‘In light of the uncertainty or variance inherent in
the samples, is there a significant difference between
the two data sets?’’

Seeing a difference between the two means is
difficult when the answer is muddled up by random
variation. The graph of the two data sets shows the
variance of each. A common method of comparing
a standardized difference to a number, in this case 0,
is the two-sample t-test. The method proceeds as
follows:

Find the difference of the means,

d~xxnew{xxold: ð6Þ
From the data, the means are, xnew~3:160 and
xxold~2:297. The difference is estimated to be d 5

0.863. A hypothesized difference to be validated by the
data is d0. For this case it is desired to validate if d50
or not. In other words, is the difference between
d~xxnew{xxold~0? This is checked by comparing d to

d0. Divide the d d0 by the standard deviation of that
estimated difference (this computation can be found in
most statistics textbooks; most statisticians call this
standard deviation of a parameter the standard error, or
SE):

t~
d{d0

SE dð Þ : ð7Þ

This standardized comparison of d{d0 is called the t-
statistic. It represents the standardized deviation of the
statistic d from the hypothesized value d0 (in this
example, d0 5 0). For the difference calculated, the SE
is SE(d) 5 0.142 and the t-statistic is calculated to be t

5 (0.863/0.142) 5 6.077. The difference d is over six
standardized deviations away from the hypothesized
difference d0 5 0. A probability distribution details
how this standardized value should behave; that is, it
provides a standard method for comparing t-statistics
from any data set to a hypothesized value. The dis-
tribution is called Student’s t distribution, and is
pictured in Figure 5.

This is the common law that will be used to measure
the standardized difference, i.e., the t-statistic. Notice
the probability curve, the symmetric bell-shaped line;
also notice that there are divisions in the graph. This
measures the general regions of the distribution. The
y-axis is the probability of any one of the possible
t-statistic values (candidate values). This t distribution
details the behavior of possible t-statistics coming from
situations where there is no difference between the
means of two groups. It is sometimes called a reference
distribution. The t-statistic that was calculated from
the data using Equation 7 is compared to this
distribution. All differences of means d that are not
significantly different from d0 5 0 after being
standardized will most likely be in the white and
light-gray regions, where the curve indicates higher
probability. If the t-statistic is outside of those regions,
say in any of the black or dark-gray areas, it casts doubt
as to whether it is equal to 0. The probability curve
helps in formulating a number to measure the
evidence. The evidence will be given as the summed
probability under the curve of getting a t-statistic as
extreme as the one from our data or more extreme.
This number is called the P value. The t-statistic of
6.067 calculated previously is off the graph completely,
and is in a low-probability region. Considering the
location alone of the t-statistic on the probability
distribution makes it evident that this standardized
difference is not typical of the value 0. The calculated
t-statistic is denoted as the light-blue line in Figure 6.

If there is no difference in the means, then the t-
statistic should correlate well with the probability curve

Figure 4. Data from 112 runs: 56 on the old software load and
56 on the new.
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and be in the high-probability areas (white and light
gray). This value of 6.067 is not in either of those
regions. The P value, mathematically, is the sum of all
the area under the probability curve for values as
extreme as or more extreme than that calculated from
the data. The P value is 3.77 3 10 13, which is a very
small probability. The chances of seeing a difference
of this size at random if in fact there really is no
difference in the populations is so slim that it leads
those involved to believe that the null hypothesis of no
difference is not true the defendant/software is

proven guilty. Once again, it may be helpful to stress
this point assuming there is no difference in the
populations, for which we only have a sample of size
56 from each, there is a chance that we could have
gathered data at random that gave this large a
difference of means between the two groups. The P
value measures the evidence against this likelihood
and helps us account for the variability in the data.
The jury decides that this small P value is credible
evidence that the null hypothesis of no difference in
means is false.

Figure 6. Calculated t-statistic location.

Figure 5. Student’s t distribution.
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Based on this result, in accordance with step 5 the
mathematical jury delivers a ‘‘guilty’’ verdict. This
indicates that the evidence/data has been weighed in an
unbiased fashion, and since the null hypothesis is not
likely to describe the defendant (i.e., difference in
means), the only other alternative is the hypothesis that
the means are different. Put in words dealing with the
court proceedings: If the defendant is really an
innocent person, what are the chances that the
defendant was caught red-handed at the scene of the
crime, cash in one hand and a crowbar in the other,
and the safe pried open? What are the chances that
everything lines up so precisely yet the defendant is
still innocent; just caught at the wrong place at the
wrong time? There still is the slight chance that
everything really did line up just so, and the defendant
is just really unlucky. But there is too much doubt cast
upon that null or innocent hypothesis; the chances are
so remote that the jury believes beyond a reasonable
doubt in the guilt of the defendant. Similarly, this t-
statistic is so distant from 0, and the P value the
probability of its being so extreme by mere chance
alone so low, that they provide reasonable doubt
as to the null hypothesis that the difference in means
is 0.

In step 6, the hypothesis test on the difference
weighs all the evidence and produces a single number
to use in making a decision. In addition, or as an
alternate option, the confidence interval provides a nice
combination of an estimate and hypothesis test all in
one entity. Some statisticians choose to report a P
value, but they usually end up reporting the confidence
interval as well as a depiction of the estimate with a
demonstration of the uncertainty or variability in that
estimate. Reporting the confidence interval as the
primary piece of inference to make a decision is exactly
identical to using a decision rule that declares guilt, or
rejection of the null hypothesis, when the P-value is
below, say, 0.05. Of course, one must use one-sided
confidence intervals for one-sided tests. Confidence
would then be (1 0.05) 3 100% 5 95% for the
confidence interval. If the confidence interval crosses
over the hypothesized difference d0, then there is no
viable evidence to conclude that the null hypothesis is
false. This corresponds to the P value being larger than
0.05. If it does not cross over d0, then there is reason to
reject the null hypothesis. The P value in this case
would be smaller than 0.05. Of course, one must use
one-sided confidence intervals for one-sided tests. If
the limit of the confidence interval landed right on the
hypothesized value, then the P value would be exactly
0.05. Through using the confidence interval, a decision
can be made; also, the location of the estimate and the
nature of the uncertainty in that estimate are portrayed

in the confidence interval. This is statistical multitask-
ing, combining the estimate, indication of the
uncertainty in the estimate, and administration of the
hypothesis test all in one metric: the confidence
interval.

From the data, the 95% confidence interval for
the difference is (0.582, 1.144), with a point estimate
of 0.863. This interval does not contain 0, which
means that, even after accounting for the sampling
uncertainty, the difference is distinct from 0. The new
software is producing significantly larger delay in
thrust responses than the old. An action is warranted
by the engineer because of the size and direction of the
difference. This may cause additional consideration on
the part of the engineer as to what to do with the new
software load: whether to sentence it to a complete and
utter rewrite or let the pilots live with the change in
time to maximum speed.

The mathematical court of law has determined that
the software update has been found guilty of degrading
the thrust response to a magnitude that is statistically
significant and also considered practically or opera-
tionally significant. The test was designed to detect a
difference of 0.5 seconds. Theoretically, there will be
some difference, albeit small, between the thrust
responses of the two software loads. If enough samples
were gathered, one could prove any size difference,
perhaps 0.001 seconds. This would be highly successful
but inefficient, since the test was scoped to see
something that was much smaller than a practical
degradation. Money was saved by using a 0.5 second
difference, in this instance, by planning for success with
efficiency in mind.

Summary
The mathematical court of law, or hypothesis

testing, is very much related to legal courts of law. In
hypothesis testing the assumptions can be reversed.
Guilt can be ascribed and innocence proven. This can
be done with one-sided hypotheses, as given in this
article. Simply switch the inequality signs and start this
article all over again, only with a different initial
assumption for the null hypotheses. Data, statisticians,
engineers, and statistics all have their corresponding
parts to play in the mathematical and probabilistic
realm, just as evidence, lawyers, judges, and defendants
have theirs in the legal system. The only difference is
that statisticians and engineers get paid less than their
corresponding legal counterparts on average. The
risks of judgment can be just as grave and dangerous.
This is why successful planning for test and evaluation
should include statistically rigorous and defensible
methods. C
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Antelope Valley Chapter

Test Instrumentation Workshop
Once again your ITEA team 
pulled off a very successful 
Test Instrumentation Workshop 
(TIW) in Las Vegas on May 15, 
16, and 17. If you couldn’t make 
it this year, you missed a great 
opportunity to learn some of the 
latest and greatest happenings in 
test and evaluation (T&E), and 
increase your communication-
flow with others in the test 
business. The theme was “Testing 
in the Integrated Battle Space” 
and this event drew over 270 
attendees including numerous 
vendor exhibits. This outstanding 
attendance is a testament to the 
value an ITEA Workshop brings 
to the workforce, given the austere 
travel and training budgets we are 
all facing. This top-notch event 
yielded more bang for the travel 
buck than other venues in the T&E 
world, and I’m very grateful to the 
workshop committee and members 
of the three sponsoring chapters 
(Southern Nevada, China Lake, and 
Antelope Valley) who worked hard 
on all the details. We are already 
planning next year’s TIW with 
lessons learned on how to make it 
even better.

The first day featured several 
technical tutorial sessions that 
provided excellent training 
opportunities with pertinent 
topics such as the fundamentals 
of testing, design of experiments, 
INET telemetry networks, and 
TENA/JMETC integrated testing. 
The following two days were 
packed with interesting technical 
presentations from across the 
T&E enterprise. We were also 
blessed with impressive keynote 

speakers like Mr. Derrick Hinton, 
Principal Deputy Director of the 
Test Resource Management Center 
(TRMC), Ms. Eileen Bjorkman, 
Technical Director of the Air Force 
Flight Test Center, Dr. Mark 
Brown, President of ITEA, and 
Mr. Christopher Paust, Deputy 
Program Manager for the Central 
Test and Evaluation Investment 
Program at TRMC. The exhibit 
hall was also filled with a variety 
of vendors directly involved in the 
T&E business. Lunches and break 
times were held in the exhibit 
hall giving everyone a chance to 
network and maximize the benefits 
of each day.

Finally, I’d like to specifically 
thank Natalie Stewart (China 
Lake), Steve Moraca (Southern 
Nevada), Jon Denning and Sean 
Dobbin (both from Antelope 
Valley) who sacrificed much 

personal time and went the extra 
mile to ensure success of this 
event. We all benefit hugely from 
volunteers such as these fine folks, 
and this is the essence of what 
makes ITEA a great organization.

STEM Luncheon 
The excitement and energy 

filled Stripes Lounge on May 23 
as students demonstrated their 
robotics team projects after having 
received scholarships from the 
Antelope Valley International Test 
and Evaluation Association (ITEA). 

Each year, ITEA supports 
local area schools with grants 
that help support Science, 
Technology, Engineering and 
Mathematics (STEM) focused 
programs. Students are asked to 
submit grant requests with a focus 
ranging from technical knowledge 
advancement to project description 

Chapter News

Speaker Eileen Bjorkman receives an ITEA shirt from Doyle Janzen. 
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and technological need, as well as 
the required schedule for project 
completion and the outreach that 
will be accomplished through 
the life of the project. It is a very 
competitive process, yet ITEA 
successfully funded seven schools 
(one middle school and six high 
schools) awarding $22,320.  Each 
of the schools demonstrated 
outstanding technical knowledge, 
dedication to the accuracy of each 
step in their projects and provided 
an exceptional outreach vehicle 
in reaching other students and 
organizations in relation to their 
project type.

Joe Walker Middle School 
provided a LEGO project to get 
kids interested in engineering 
through design and innovation. This 
program has been in existence for 
four years.

Paraclete High School First Tech 
Robotics advanced its program with 
ITEA funds received in obtaining 
additional materials and software 
to make the FIRST Tech Robotics 
program and prepare students for 
college success in STEM- related 
studies.

Tehachapi High School 
Engineering and Manufacturing 
Academy used its funds to 
successfully motivate high school 
students toward engineering 
through the integration of English 

and science classes, emphasizing 
communication, teamwork and 
problem-solving skills in the area 
of real-world technical experiences. 

Serrano High School Robotics 
Club has grown over the past year 
and will be using their scholarship 
to help support their four teams. 
The robotics club has replaced old 
parts and upgraded computer and 
software with its grant funds.

FIRST Robotics Competition 
Team #399 of Lancaster High 
School has used its project to 
inspire young people to be science 
and technology leaders through 
a mentor-based program that 
guild science, engineering and 
technology skills.

FRC Team 2339 “Robolopes” 
from Antelope Valley High School 
are currently using their funds to 
upgrade computer equipment and 

Students from Joe Walker Middle School demonstrate their LEGO project.

Antelope Valley Robotics Team uses their robot (left) and the Lancaster 
High School Robotics Team uses their robot (right) to demonstrate shooting 
basketballs into a hoop. The objective for this year’s competition was 
having the robots shoot basketballs.
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test visual targeting systems.
Tehachapi High School Team 

585 provides a platform for 
students to attend the LEGO week 
long summer program, the Super 
Science Saturday and the Chili 
cook-off and robot unveiling. The 
team will be replacing old parts and 
upgrading software and computer 
systems with its grant.

The Antelope Valley ITEA 
Chapter obtains its funding from 
the annual ITEA workshop, 
luncheons and memberships. If you 
would like more information about 
how you can support this chapter 
and continue supporting our local 
schools, please contact Sean 
Dobbin at (661) 277-0368.

■  ■  ■

Emerald Coast Chapter

The Emerald Coast Chapter is 
pleased to announce that the 1st 
quarter winner for “Tester of the 
Quarter” was the 28th Test and 
Evaluation Squadron Electronic 
Warfare (EW) Test Management 
Team of the 53rd Test Management 
Group. Through their creative 
abilities, this team was able to 
design test set-ups and flight 
profiles while simultaneously 
reducing logistical requirements 
by 50 percent.  The team produced 
test concepts for future electronic 
warfare upgrades and evaluated 
initial aircraft avionics upgrades 
resulting in 42 identified and 
corrected discrepancies. After 
investigating, utilizing, and 
designing to best practices, the 
team reduced the required testing 
necessary on a system software 
upgrade by an amazing 33 percent.  
The team’s extraordinary ability 
to combine tests and compress 
schedules resulted in a 35 percent 
increase in test throughput.  In 
total, this remarkable team of 

performers expertly coordinated 
and planned 23 electronic 
warfare system evaluations that 
identified and corrected over 100 
deficiencies. 

■  ■  ■

George Washington Chapter

April Luncheon. At its monthly 
luncheon on April 26th at the Army 
Navy Country Club in Arlington, 
the George Washington Chapter 
heard a distinguished panel discuss 
“Fine Tuning T&E to Support Rapid 
Acquisition.” Panelists were Mrs. 
Katrina McFarland, President of 
the Defense Acquisition University 
and Acting Assistant Secretary 
of Defense for Acquisition, and 
Mr. Thomas Dee, Director of the 
Joint Rapid Acquisition Cell of 
OSD Acquisition, Technology, and 
Logistics. Mrs. McFarland said 
she has a background in T&E and 
was pleased to be among testers. 
She expressed her opinion that 
Defense needs to do better in testing 
and be more flexible. Speed to 
meet needs requires risk tradeoff 
during development and testing for 
everything except safety.

Mr. Dee said he has no 
background in testing but is very 

interested in it as the Executive 
Secretary for the Deputy Secretary 
of Defense’s Management Group. 
He pointed out that the President 
and the SecDef ask how we can 
become more agile in meeting the 
threats of the future. He said that 
T&E and acquisition will have to 
balance requirements and resources 
during system development and 
assume a certain level of risk. He 
went on to say that rapid acquisition 
does not have formal requirements; 
it works to fill a capability gap. The 
test community has done a good job 
in rapid acquisition, for example 
in the case of the Mine Resistant 
Ambush Protected (MRAP) vehicle. 
The leadership leading to success in 
that case was not one person but due 
to everyone involved accepting some 
risk and showing some flexibility, 
including the test community.

Mr. Lee Schonenberg 
moderated an informative Q&A 
period. In answer to a question 
about the ITEA Journal article 
by Mr. Brian Simmons of Army 
testing, McFarland and Dee agreed 
that accelerating acquisition 
requires delaying some reliability 
testing until later in development, 
and that this calls for clarity in 
communications between the 
developer and tester, working 
together to define the tradeoffs. This 
is a continuation of the incremental 
approach to acquisition. A question 
as to whether a new DoD 5000 
series of regulations is required 
led McFarland to comment that 
directives already allow tailoring and 
this will probably be emphasized 
in any revisions. A question about 
warfighter needs for information 
technology (IT) resulted in 
observations by McFarland and Dee 
that while IT development is not 
now smooth, progress will have to 
include commanders’ determinations 
of how risk is acceptable when 
testing for vulnerability and Panelist Katrina McFarland.
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interoperability. In response to a 
question whether rapid acquisition 
is as feasible for major systems as 
it has been for numerous nonmajor 
systems, McFarland said that size of 
system is not the issue. A challenge 
is that so many concurrences are 
required for decisions.  The services 
demand as many as 73 chops and 
there are 23 at DoD alone, with no 
penalty for staffs delaying a needed 
fast acquisition. In response to 
further questions the panelists said 
there have been many successful 
near-term solutions with provisions 
for possible transition to long life 
systems, and that while program 
managers should resource for 
the fastest possible T&E reports, 
there must be time allowed for 
evaluators to think; and finally that 
the sustainment community is right 
to be concerned about rapidity 
in testing because anticipated 
funding reductions will erase the 

current funding for compensatory 
measures such as extensive technical 
support after deployment. After the 
discussion Chapter Vice President 
Lou Husser thanked the panelists 
and attendees.

May Luncheon. At its 
monthly luncheon on May 17th the 
George Washington Chapter heard 
Mr. Robert Heilman, T&E/S&T 
Deputy Program Manager of 
the Department of Defense Test 
Resources Management Center 
discuss “Autonomous System 
Testing”. 

Using an unmanned system as 
his example Heilman said testing 
such a system is more like testing 
a human than testing a machine.  
An autonomous machine has 
functions similar to a human 
brain such as controlling body 
functions, processing sensory 
information, controlling physical 
movement, learning, and taking 
the first step toward reasoning.  

Robert Heilman addresses chapter.

Chapter Vice President Lou Husser thanks panelist Tom Dee.
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He said that autonomous systems 
will become increasingly capable 
of complex adaptive behavior and 
that the challenge will be to ensure 
testing capability remains able to 
conduct T&E of advanced machine 
capability.  He pointed out that 
Kurzweil’s Law of Accelerating 
Returns would predict that if the 
current exponential increase in 
processing continues, machines 
will someday surpass the capacity 
of a human brain and then the 
brainpower of the whole human 
species.

Heilman went on to say that 
since testing an autonomous 
system is closer to testing human 
cognitive process than testing 
a machine, we will have to 
measure the system’s ability to 
reason and decide, thoughtfully 
perceive, learn and adapt, and self-
monitor and diagnose anomalies 
in environment and behavior.  

He ended his briefing with a 
description of the testing of an 
advanced autonomous intelligence 
processing system and said that 
TRMC is working on a request for 
proposals for advanced procedures 
for how to plan and execute 
effective and efficient autonomous 
system test and evaluation.

During a lively Q&A session 
Heilman said that embedded 
instrumentation is not the whole 
solution as we must be able to 
go beyond simple stimulus and 
response. After the presentation, 
chapter president Mike Wetzl 
thanked Mr. Heilman with an 
ITEA crystal paperweight as a 
memento of the occasion.

June Luncheon. The 
George Washington Chapter held 
its annual Corporate Sponsor 
Appreciation Luncheon on 
June 21st at the Army Navy 
Country Club in Arlington.  
Representatives of the ITEA 
Corporate Sponsors who are also 

Mike Wetzl receives EWA check from Holly Losh.

James Robinson and Professor Cynthia Brown-Laveist receive Scholarship 
check from Jim Hutchinson.
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chapter sponsors were invited to 
send representatives as guests to 
present their annual sponsorship 
checks to the chapter and to 
observe the chapter’s awards of 
scholarship checks to students of 
local universities studying subjects 
that could lead to a career in test 
and evaluation.

Four corporate representatives 
in turn presented checks to 
chapter president Mike Wetzl.  
EWA Government Systems was 
represented by Ms. Holly Losh. 
Digiflight, Inc’s check was turned 
over by Mr. Ron Scotka. Mr. 
Tony Garces represented General 
Infomatics. Scientific Research 
Corporation’s representative was 
Mr. James Hutchinson.

After recognition of the 
sponsors, chapter Education 
Committee Chair Jim 
Hutchinson presented scholarship 
checks to two universities for three 
students. 

The Morgan State University’s 
$2,000 scholarship winner was 
Mr. James Robinson; a full 
time electronics engineering 
student attending MSU’s School 
of Engineering. Attending the 
scholarship luncheon with him was 
Professor Cynthia Brown-Laveist.

The George Mason University’s 
$2,000 scholarship winner 
was Mr. Harold Yoo, full-time 
systems engineering student in 
GMU’s School of Engineering, 
and a veteran of four years in the 
US Marine Corps who served 
in Afghanistan. Attending the 
luncheon with him was Ms. 
Jennifer Lamb, Associate Dean 
of Development and Alumni 
Relations. 

The George Washington 
Chapter awards an annual $1,000 
scholarship in honor of the late Dr. 
Robert S. Bell, long time chapter 
member and former Technical 
Director of the USMC OT&E 

Activity. The Bell Scholarship 
award winner this year was 
Mr. Chris Anderson, a full-
time student at George Mason 
University, and Virginia National 
Guard member who provided 
security in Operation Enduring 
Freedom and Hurricane Katrina 
rescue efforts. Chris was unable to 
attend the luncheon as he is serving 
an internship in Pennsylvania. 

Golf Tournament. The chapter 
hosted its 2nd Annual Testers 
Golf Tournament on June 28th 
at the Old Hickory Golf Club in 
Manassas, VA.  Five teams of four 
from government and commercial 
test organizations competed.  The 
winning team was composed of 
Larry and Matt Graviss, Tobin 
Ruff, and Ralph Harris.  Prizes 
were also won by Sergio Sanchez 
for Longest Drive and by Larry 
Graviss for Closest To The Pin.

■  ■  ■

Rocket City Chapter 

The Rocket City Chapter (RCC) 
has been very active this quarter 
2012. We hosted a very well 
received luncheon at the Raytheon 
facility with keynote speaker Mr. 
Edward Greer. Mr. Greer holds 
two positions serving as the Deputy 
assistant Secretary of Defense for 
Developmental Test and Evaluation 
(DT&E) as well as the Director 
of Test Resource Management 
Center (TRMC). The title of the 
luncheon was “Developmental Test 
& Evaluation.” Wyle Laboratories 
sponsored this event.  

The crowning event of this 
quarter was the honor of being 
named the Technical Society of the 
Year by the Huntsville Association 
of Technical Societies (HATS). 
Other distinguished organizations 
nominated include IEEE and 
ASME. ITEA president and RCC 

Student Harold Yoo and GMU Associate Dean Jennifer Lamb receive check 
from Jim Hutchinson.
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member Dr. Brown was nominated 
for the HATS professional of the 
Year and was recognized for his 
contributions to the technical 
community. At the HATS dinner 
the RCC sponsored a STEDTRAIN 
teacher. 

The chapter continues to 
be active with multiple officer 
meetings. On the horizon we have 
a joint venture with Robotics on 
July 18th. In late August the RCC 
president, MAJ Allen will present 
his recently published ITEA 
article during a luncheon. The 
title is ‘Orchestrating Free-Play in 
Operational Testing.’

■  ■  ■ MAJ Allen and Edward Greer.

HATS award winners Dr. Brown (left) and STEDTRAIN teacher (right) with HATS certificate of 
appreciation (bottom).
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Valley of the Sun Chapter

The leadership team for the Valley 
of the Sun Chapter is focusing 
on enhancing scholarship, 
collaboration, and professionalism 
through close alliance with 
the Arizona State University 
(ASU) College of Technology 
and Innovation (CTI) at ASU’s 
Polytechnic Campus.  We have 
scanned curriculum of all local 

colleges in Maricopa County, 
Arizona, and selected the multi-
disciplinary approach at ASU’s 
CTI. We attended the Spring 2012 
Innovation Showcase held at the 
ASU Polytechnic campus to see 
several projects focused on testing 
across several domains such 
as electronics, social sciences, 
medicine, linguistics, etc.  After 
selecting ASU CTI, we started 
processing paperwork for funding 
a scholarship in the 2013-2014 

academic year.  We are also 
starting discussions with staff 
of CTI to work closely with the 
Collaboratory. The Collaboratory 
is a gateway for industry to readily 
access the assets of the CTI – 
enabling us to collaborate on 
teaching of testing professionalism, 
and meeting for administrative 
elements of ITEA.

■  ■  ■
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ITEA DEVELOPING 
PROFESSIONAL 

CERTIFICATION FOR 
“TESTERS”

Elevating the Test and 
Evaluation Profession with a 
Globally Recognized Credential

ITEA is recruiting subject 
matter experts (SMEs) in the test 
and evaluation industry to develop 
a Competency-Based Professional 
Certification Credential, which 
would be accredited under ANSI/
ISO/IEC 17024, and would 
establish a global professional 
standard that provides the test 
professional with a recognized 
designation demonstrating that 
they have attained the knowledge, 
skills, and abilities required to 
ensure their success in the T&E 
career field. Availability of the 
credential is currently scheduled 
for mid-2013.

Purpose of this T&E 
professional certification 
credential is to:

• Develop and promote 
professional standards and 
ethics. 

• Ensure a competent 
workforce. 

• Administer credible 
competency examinations 
that provide a direct 
method of evaluating the 
knowledge, skills, and 
abilities (KSAs) required 
by the test and evaluation 
professional profile. 

• Support professional 
development and education 
to enhance the KSAs of the 
current professional. 

• Develop emerging KSAs 
that will be required by the 

next generation of Test and 
Evaluation Professionals.

Please note that a “professional 
certification credential” is quite 
different from the “certificate” 
programs that are currently 
available to test professionals. 
“Certificate” programs award 
a certificate of completion or 
achievement to individuals after 
they successfully complete a 
course of study or meet some 
minimum requirements. In contrast 
to a “certificate,” a professional 
certification credential:
• Is a time-limited recognition 

requiring periodic submission 
for re-certification to 
demonstrate continued 
currency in the profession, 
including demonstration of 
full-time employment in the 
field and through continuing 
education. 

• Is awarded based on the 
candidate’s passing a 
competency exam, which 
could be written and/or 
observational, and would not 
be related to the completion 
of any specific course or 
curriculum of courses. 

• Bestows upon an individual 
the right to use the credential’s 
designation in conjunction with 
their name (e.g. CSE, CPA, 
or CPM) after an assessment 
and verification that they 
have met predetermined and 
standardized criteria. 

• Confers occupational identity 
and provides a method 
for maintaining quality 
standards of knowledge and 
performance, and stimulating 
continued self-improvement. 

• Provides differentiation among 
test professionals, using 
standards developed through a 
consensus driven process and 
based on existing legal and 

psychometric requirements. 
• Requires adherence to a 

Professional Code of Ethics.

SMEs are critical to both 
the development and ongoing 
enhancements of ITEA's T&E 
professional certification credential. 
SMEs are needed from all segments 
of the T&E community, including 
representatives from industry, 
government, and academia, and 
from various levels within the 
organization, various types of 
locations, and a broad range of 
work performed at those locations.

The SMEs’ effort will be under 
the guidance of ITEA's professional 
certification program and 
examination expert who has helped 
other associations to create similar 
certification programs successfully. 
ITEA is currently hosting Subject 
Matter Expert (SME) item writing 
workshops to develop questions for 
the certification examination.

SME Item Writing Workshops  

• Monday, September 17 
(Huntington Beach, CA) – in 
conjunction with the ITEA 
Annual Symposium. 

• Tuesday, October 16  
(Fairfax, VA) 

• Tuesday, November 27 
(Baltimore, MD) – in 
conjunction with the ITEA 
Cyber Security Conference. 

• Tuesday, December 11 
(Fairfax, VA)

BOARD OF EXAMINERS (BOE)

Overseeing the T&E 
Professional Certification 
Credential program and the 
examination’s development and 
ongoing administration will be a 
Board of Examiners (BOE)—a 
group of volunteer SMEs that are 
appointed by the Board and meet 
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on a quarterly basis. The BOE shall 
have the primary responsibility for 
developing and maintaining the 
certification examinations, as well 
as for working in conjunction with 
psychometric experts to ensure the 
development and administration 
of the certification credentialing 
program. 

Their responsibilities will 
include:

• Ensuring the certification 
examination remains 
current—working with 
testing, evaluation, and 
measurement experts, the 
BOE shall develop a Table 
of Specifications for each 
examination (“Blueprint”) 
and review the Tables 
periodically to assure 
an accurate reflection of 
knowledge required for 
proficiency in the field of 
each certification. 

• Writing and evaluating the 
exam questions through 
a team of trained item 
writers—the BOE may 
solicit examination items 
from individuals based on 
their expertise in the many 
diverse facets of the T&E 
profession. These items shall 
undergo detailed scrutiny 
by the BOE for technical 
accuracy, editorial soundness, 
and adherence to the 
specifications before being 
approved for inclusion in the 
Data Bank of Certification 
Exam Questions. 

• Maintaining the 
examination’s integrity—each 
certification examination test 
form shall be constructed 
from the Data Bank based 
on the percentage of items 
allocated to each category in 
the credential’s Blueprint. 

• Ensuring the examinations 

consist of multiple choice 
examination questions. 

• Evaluating the reliability and 
validity of after-test score 
results from consolidated 
statistical reports—the pass/
fail (cut) scores, which shall 
be reviewed periodically, 
shall be determined through 
methods of statistical 
sampling and analysis based 
upon accepted professional 
testing standards of valid, 
reliable, and legally 
defensible exams.

If you are interested in 
volunteering your time, experience, 
and expertise as an SME or on 
the Board of Examiners, or if 
have any comments, questions, or 
suggestions, please contact James 
Gaidry, CAE, ITEA Executive 
Director, at jgaidry@itea.org, or 
703-631-6220, x204.

2011-2012 MEMBER-
GET-A-MEMBER 

TOP PERFORMERS 
ANNOUNCED

Top Individual Recruiters and 
Top Chapters to be Recognized at 

the 2012 Annual Symposium

Mr. Keith Sutton, Chapter and 
Individual Membership Committee 
Chair, announced the results of 
the 2011-2012 Member-Get-A-
Member (MGAM) Program which 
ended on June 30, 2012. Please join 
us in congratulating the following 
individual members and Chapters 
for their contributions to building 
the ITEA membership, sharing 
their knowledge, and helping to 
advance the Test and Evaluation 
industry. 

Top Recruiter: Bill Wahlheim 
(Rocket City Chapter)

First Runner-Up: Greg 
Babich (Penn State Chapter)

Second Runner-Up: Sean 
Dobbin (Antelope Valley 
Chapter)

Large Chapter Flight (>70 
members): Southern Maryland 
Chapter

Medium Chapter Flight (25-
70 members): Southern Nevada 
Chapter

Small Chapter Flight (10-24 
members): Pacific Northwest 
Chapter

Each of the top three recruiters 
will receive complimentary one-
year membership dues, and the top 
Chapters in each Flight received 
$1,000 for their Scholarship Fund. 
The ITEA Scholarship Program 
is designed to foster interest and 
education in technical fields that 
may benefit the test and evaluation 
profession. The program furthers 
the goals of ITEA by providing 
financial aid to qualified students. 

No one knows how 
beneficial ITEA membership 
is to professional and career 
development better than ITEA 
members. You already know 
how valuable the Association 
is; therefore, there is no better 
promoter for membership than 
you. You are within the midst of 
your peers everyday—working 
alongside those that can benefit 
from membership in ITEA. 

You, too, can be on this winners 
list for the 2012-2013 MGAM 
Program. There are potential 
members everywhere. Many of the 
people you work with may be able 
to benefit from membership with 
ITEA. Are they ITEA members? 
If not, take a moment to chat 
with them to see if they would 
be interested. Give a copy of the 
ITEA Membership brochure with 
your name on it to any and all 
potential new members you are 
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recruiting, and make sure they use 
that application so you receive the 
credit. 

Need some additional 
information on ITEA to help 
you recruit? Visit the ITEA Web 
site (www.itea.org) and click on 
“Membership / Individual Member 
Benefits.” And, if your recruited 
member wants to join ITEA online, 
there is a “referred by” line item 
there, too. Please contact us should 
you need additional membership 
brochures or more information to 
assist your recruitment efforts. 

ITEA WANTS YOU!

Call for Volunteers

Volunteers are at the heart of our 
association, and our strength is 
a result of the time and effort 
provided by those who volunteer 

to serve. ITEA offers many 
opportunities at the local, regional, 
and international levels for its 
member to contribute their time, 
talents and energy by giving back 
to the test and evaluation industry, 
helping us advance the profession, 
and supporting the association. If 
you want to become part of the 
ITEA volunteer team, now is the 
time to let us know. 

There are many volunteer 
opportunities to volunteer at 
either your ITEA Chapter or 
to serve on an ITEA Board 
Committee, such as: Awards 
Committee; Chapter and Individual 
membership Development 
Committee; Corporate 
Membership Development 
Committee; Communications 
Committee; Education Committee; 
Elections Committee; Event 
Committee; History Committee; 
Publications Committee; 

Rules and Bylaws Committee; 
Strategic Planning Committee; 
Technology Committee; and the 
Ways and Means Committee. If 
you have experience, passion 
and a willingness to share, 
please consider participating 
as a volunteer on one of these 
committees. One of our goals 
is to have volunteer groups 
that represent the diversity of 
backgrounds, experience and 
demographics of the test and 
evaluation community. 

If you have a desire to contribute 
to ITEA’s ongoing development and 
management of the Association’s 
governance, services, and guidance 
for the profession, you are 
encouraged to learn more about 
our volunteer opportunities. Please 
contact James Gaidry, CAE, ITEA 
Executive Director, by e-mail at 
jgaidry@itea.org, or at 703-631-
6220, x204, for more information. 

http://www.itea.org
mailto:jgaidry@itea.org
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