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 Adversaries already present in our networks 
 Lack of information sharing and coordination with 

partners 
 Cyber response capability and authority 
 The role of third parties to exploit political conditions 

and technological advances 
 Adversaries poised to exploit vulnerabilities in C2 

and weapons systems; Convergence of 
Insider/EW/Cyber/Physical System threats 

All of these limit capability and options to defend the nation 



“A successful cyber attack on a telecommunications operator could disrupt 
service for thousands of phone customers, sever Internet service for 
millions of consumers, cripple businesses, and shut down government 
operations. 
 
And there’s reason to worry: Cyber attacks against critical infrastructure 
are soaring. For instance, in 2012, the US Computer Emergency Readiness 
Team (US-CERT), a division of the Department of Homeland Security, 
processed approximately 190,000 cyber incidents involving US government 
agencies, critical infrastructure, and the department’s industry partners. 
This represents a 68% increase over 2011.” 

“Security risks and responses in an evolving telecommunications industry” 
PricewaterhouseCoopers Communications Review, Vol 18, No 2 at 

http://www.pwc.com/ 

“The U.S. electrical power grid is vulnerable to cyber and 
physical attacks that could cause devastating disruptions 
throughout the country, federal and industry officials 
told Congress recently…” 

-Washington Times, April 16, 2014 

The series of cyber attacks that repeatedly knocked major U.S. banking 
websites offline in the past nine months has been more powerful than the 
general public realizes…the distributed denial-of-service (DDoS) attacks … 
took down the websites of more than a dozen U.S. banks for hours or even 
days at a time… 

-Reuters, Cyber attacks against banks more severe than most realize, May 18, 2013 
www.reuters.com  



“America's air traffic control systems are vulnerable to cyber attacks, 
and support systems have been breached in recent months to allow 
hackers access to personnel records and network servers … although 
most of the attacks disrupted only support systems, they could spread 
to the operational systems that control communications, surveillance 
and flight information used to separate aircraft.” 

-NBC News, May 6, 2009 
 

Hackers claiming allegiance to the Islamic State took control of the 
social media accounts of the U.S. military’s Central Command on 
Monday, posting threatening messages and propaganda videos, 
along with some military documents. 

-Washington Post, January 12, 2015 

"In 2014, my office conducted 16 cybersecurity 
assessments in conjunction with Combatant Command 
and service exercises … Despite the improved defenses, 
my office found that at least one assessed mission during 
each exercise was at high risk to cyber-attack from 
beginner to intermediate cyber adversaries.“ 

-DOT&E FY14 Annual Report, January 16, 2015 



On July 4, 2009, a distributed denial of service attack coming out of South 
Korea coincided with a round of North Korean missile launches and a 
corresponding UN decision to impose new sanctions…  

―Cyber Blitz his U.S., Korea,‖ Wall Street Journal, July 9, 2009. 
 
The Korean CERT (KrCERT) copied the Hanoi Institute of Technology‘s Bach 
Khoa Internetwork Security Centre (BKIS) in an email to the Vietnamese 
CERT (VNCERT), requesting suppression of some IP addresses in Vietnam. .. 
KrCERT urgently requested members of the Asia-Pacific CERT (APCERT) to 
help discover the source of the DDoS attack…BKIS analysts tracked the 
command and control (C2) servers …and discovered two servers provided 
resource-sharing web services. BKIS gained control of both of the servers… 

―Korean agency accuses BKIS of violating local and int‘l law,‖ Bach Khoa 
Internetwork Security Centre (BKIS), 

http://english.vietnamnet.vn/reports/2009/07/859068/ 
 

Remarkably, Korean CERT (KrCERT) later accused BKIS of acting without its 
permission in uncovering the location of the servers. 

 
 

In a cyber attack, are information sharing agreements and 
operational procedures in place to react and respond?  

5 ½ Years Later… 
U.S.-United Kingdom Cybersecurity Cooperation,  

January 16, 2015 
 

The United States and the United Kingdom agree that the 
cyber threat is one of the most serious economic and national 

security challenges that our nations face…Both leaders 
additionally recognized that the inherently international 

nature of cyber threats requires that governments around the 
world work together to confront those threats. 

-http://www.whitehouse.gov/ 



 What options can I provide the SECDEF/POTUS? 
 Are my cyber forces prepared to respond?  Have their 

capabilities been proven? 
 Are my forces resilient? 
 Are my alternatives a choice between ineffective or 

potentially overly escalatory options?  Must I accept 
unnecessary risk? 



 Potentially uncoordinated, but complicating activities 
of politically-motivated or opportunistic actors stress 
our defensive forces, processes and technologies 

 Exacerbate attribution efforts and response options 



 Systems Engineering – Was my Design and PPP 
developed with cyber threats in mind? 

 Test & Evaluation – Did I execute rigorous 
cybersecurity T&E to validate security controls and 
identify residual risks? 

 Knowledge Management – Do I have access to 
program and evaluation data to rapidly research and 
mitigate exposed vulnerabilities?  
 

 Defense in Depth? 



 Political Event Leads to Regional Crisis; Increase Alert 
Levels and Diplomacy 

 Cyber Attacks on Regional Networks and US Critical 
Infrastructure; Complex Attribution 

 Inability to Coordinate with Relevant Actors (Other 
Agencies, Foreign Partners, etc.) 

 Lack of Cyber Response Options … Alternatives Become 
Moribund or Escalatory 

 Successful Cyber Attacks on USTRANSCOM and 
Forward Edge ISR and Strike Platforms; Loss of 
Confidence in US Military Resiliency and 
Effectiveness 
 Adversary Momentum Becomes Political Fait-Accompli  



 Leading edge ISR assets are commandeered and lost 
 Combat Air Patrol aircraft and ships maneuver to 

engage incoming aircraft… 
 …no aircraft appear in the vicinity of the track; 

adversary aircraft approach carrier battle group 
undetected… “On 4 December 2011, an American RQ-170 Sentinel 

UAV was captured by Iranian forces. The Iranian 
government announced that the UAV was brought 
down by its cyberwarfare unit which commandeered 
the aircraft and safely landed it…” 
-“Exclusive: Iran Hacked US Drone, Iranian Engineer Says”, 

csmonitor.com, 15 Dec 2011 

 Rapid analysis identifies the first of potentially many 
previously unidentified supply chain and software 
vulnerabilities 

 Catastrophic failure of carrier engineering plant 
 



“Israel’s attack on the alleged Syrian nuclear 
reactor involved disabling that nation’s 
radar/anti-aircraft defenses…  …the Israelis had 
used a built-in kill switch to shut down the 
radar…the attack had been the work of Israel’s 
equivalent of America’s National Security 
Agency…” 

-N.Y. Times: “IDF Unit 8200 Cyberattack Disabled Syrian Anti-
Aircraft Defense”, September 27, 2010  



 Have we designed systems with cybersecurity as a 
driving consideration? 

 Have we fundamentally tested new and legacy systems 
against both IP and non-IP-based attacks? 

 Have identified vulnerabilities and risks been 
mitigated through design, sensors, indicators, TTP, 
defense in depth CONOPS, etc? 



“…with the rise of digital technologies and Internet file 
sharing networks…much of the theft takes place 
overseas, where laws are often lax and enforcement 
more difficult. All told, intellectual property theft costs 
U.S. businesses billions of dollars a year and robs the 
nation of jobs and lost tax revenues.” 

-http://www.fbi.gov/about-
us/investigate/white_collar/ipr/ipr 
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