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My expertise on this topic

I am a statistician at the National Academy of 
Sciences (Committee on National Statistics) where 
over the past 20 years I have directed several 
studies funded by DOT&E (Ernest Seglie and 
Catherine Warner) and AT&L (Nancy Spruill) on 
various aspects of OT and DT 
including studies on software testing, reliability 
growth, evolutionary acquisition, application of 
industrial methods, and the use  of statistical 
methods in these and related topics. 
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My general perspective on the use of 
M&S for OT evaluation

I was invited here today primarily because of my many 
interactions with Ernest Seglie --- a frequent contributor 
to ITEA --- whom I am relatively sure thought that the 
use of M&S for OT evaluation (not for OT design) was 
difficult to justify in many situations. 
I agree with that assessment.  However, we all 
understand that M&S is often necessary since at times 
field testing is very difficult or impossible. Further, M&S 
saves money, is safer, and is better environmentally. So, 
the question is when M&S is unavoidable as part of OT 
how to do it effectively.   
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Modeling and Simulation Validation

One answer is to only use M&S when it has been validated for 
this purpose. 
When considering validation of M&S, it is hard to be very 
definite because of the wide variety of types of M&S used ---
including computer representations of the functioning of a 
defense system, hardware and software in the loop, and other 
varieties --- I will focus my remarks on the former but they 
may be more broadly relevant --- and there is also an 
enormous variety of defense systems.
Further, it is also hard to be very definite because --- as far as I 
know --- there is no database that provides information that 
one can use to analyze the extent to which M&S of various 
types does or does not work on various types of defense 
systems.  That seems like a good start to understanding things.   
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Four approaches for assessing the 
performance of a defense system

A --- M&S
B --- DT  --- which represents a broad spectrum running from lab tests to field 
tests with expert users, so this is best disaggregated
C --- OT ---also several types
D --- real use
Unfortunately, the system is also changing over time, so what was M&S’ed
may not be the same system that was DT’ed and that may not be the same 
system that was OT’ed which may not be the same system that was put into 
production.  This is likely the hardest aspect of this problem and I am not 
sure I have much of an answer as to what to do about that except to be 
clear about what was actually tested.
The general question at hand is to what extent do these assessments agree?  
And for what type of systems, for which type of performance metrics 
(effectiveness and suitability)? 
This is even a problem without M&S.
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What one would like to know
A. How often is DT close to OT?  
Assessments of system reliability in DT are often that the system is much 
more reliable than assessments from OT.  (Ernest Seglie put together famous 
charts of this.)  OT raises many failure modes not found in DT, so OT is much 
more likely to be correct.  
What is this due to?  Many ideas, especially the lack of realistic stresses, and 
this is sometimes due to the use of “golden crews”.  (Which is easy to fix.)  
B. How often is OT close to real use?  Don’t recall seeing much.  
C. How often is M&S close to DT?  ?
D. How often is M&S close to OT?  ?
E. How often is M&S close to real use?  ?
For effectiveness?  For suitability?  For which kinds of systems? 
To answer these questions, we need to collect much more data on these 
various types of assessments for many types of systems.  
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So need for a data archive

But data on system performance tends to lose its value as 
soon as a system is fielded.  This really stymies this type 
of analysis. 
We need saved, accessible information on M&S 
assessments, DT assessments, OT assessments, real use 
assessments, 
representing the specific version of the system tested and 
the type of use, the environment of use, all in some detail 
so that the above comparisons can be made.
I believe that some efforts along these lines have been 
initiated, but not the full structure laid out here.
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Complexity of model input space
The operation of a defense system is a function of many things: 
i) the type of use  (offense, defense)
ii) the environment, the terrain (day/night, hot/cold, wet/dry), etc.
iii) the experience of the team with the system, etc. etc.  
These inputs make up a complex input space --- likely hundreds of potentially 
important inputs. 
The performance of the system and the degree to which our assessment of 
that performance through field testing or M&S is acceptable are both a 
function of that input space.  But probably only a few dozen inputs are 
probably really crucial.  But which are the few dozen? 
20 years ago it was challenging to determine from thousands of repetitions 
the ten most important inputs out of 100 candidates.  There is no question 
that ‘we’ are much better at doing that now but I don’t know how 
complicated input spaces have also become.  And one doesn’t have 
thousands of repetitions in DT or OT.
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Uncertainty intervals and Latin 
Hypercube Sampling– McKay et al.  

A problem that comes up is how to assess whether a model’s predictions and 
the results of OT are close enough to trust a model for assessing system 
performance for situations not field tested. This is a key aspect of model 
validation.  When does one know that the M&S is performing poorly?  This 
gets into the development of uncertainty intervals or tolerance intervals for 
M&S predictions.  If the difference between M&S and OT is larger than the 
tolerance interval, the model is likely not valid. 
To develop tolerance intervals, every modeler of defense systems knows that 
every model has a number of relatively arbitrary specifications about the 
relationship between inputs and outputs related to the functioning of various 
component systems for which alternatives could have been selected. This can 
be represented by (weighted) discrete alternatives or through parametric 
classes of response functions, resulting in a grand multivariate pdf of 
potential model forms (assuming independence). This can be used to produce 
a set of possible alternative models with alternative predictions for a set of 
inputs, which can be used to judge whether a model is performing adequately 
as discussed previously. 
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Latin Hypercube (cont.)
One can sample from such a multivariate distribution 
inexpensively using LHS --- McKay, Beckman, Conover 
(1979) Technometrics
“A Comparison of Three Methods for Selecting Values of 
Input Variables in the Analysis of Output from a 
Computer Code”
Further, McKay developed tools (ANOVA decomposition) 
to use the resulting input, output pairs to answer 
questions about … 
A. Whether the difference between model output and 

OT could be due to uncertainty or bias in the model
B. Which inputs are crucial and which don’t matter
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Some other concerns

1. Sometimes M&S originates from a legacy model 
for a similar system or a previous version of the 
current system.  But what was the intended use for 
that model?  If it was just to assess the 
effectiveness of a system, with no attempt to 
represent system suitability, that wouldn’t work as 
a complete OT assessment.  
2. Also, M&S are often constructed prior to any OT, 
so there will often be little awareness of failures 
that only appear or appear much more commonly 
in OT.
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Maybe M&S could work on OT for 
components

Mike Pecht (Univ. of MD) ’s work on estimating the 
reliability of electronic components through physics of 
failure models is just a type of M&S for these electronic 
components.  One assesses all the stresses and strains an 
electronic component system will experience in real use 
over time.  And this can work.
This then gets into stitching together assessments based 
on how components function individually and then how 
they interact.  The field testing can then be focused on 
what is least well understood about the model. It is a 
complicated undertaking but there are examples of doing 
this successfully by Alyson Wilson and others.  
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M&S is very useful for OT design
M&S can be used to:
1) To identify factors to control for and factors to leave 
uncontrolled in the OT
2) To choose scenarios that are very informative in an 
objective sense
3) To assess the power of an OT
One uses the M&S to assess when the performance of a 
system is changing quickly and selects more replications over 
that region of the input space, and similarly one selects fewer 
inputs over regions where performance of the system is 
relatively constant.
Further, the degree of validation needed for this use is much 
less, usually that the ranking of performance is correct.
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Statistical literature on the validation 
of computer experiments

There is a very sophisticated literature on validation 
of computer models from a statistical perspective.  
This is summarized in “A Framework for Validation 
of Computer Models” by Bayarri, Berger, et al. 
(2005)  National Institute of Statistical Sciences. 
The work they summarize includes work of 
Ylvisaker, Sacks, Morris and others. DoD should be 
aware of this literature when considering this 
problem.  I don’t fully understand it but it is very 
relevant. 
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Possibility of combining information

Calibration of M&S to OT --- very exciting area. 
I have not seen an enormous literature looking into 
this --- with the exception of the previous mention 
of work of Alyson Wilson and colleagues, but there 
is also Higdon et al (2004). “Combining field data 
and computer simulations for calibration and 
prediction” – SIAM Journal.  
It remains unclear to me how much you can benefit 
from only a few dozen replications in OT, and one is 
very unlikely to ever get more than a few dozen.  
But I am likely a little overly pessimistic here.
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To Finish

I am probably overly skeptical on this topic.  
On the other hand, I am encouraged since while 
few academics had spent a great deal of time on 
these questions in the previous decades, things 
are now changing and I would not be surprised 
if there are some new ideas proposed in the 
near future that will reverse my skepticism. 
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