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I
was first exposed to ITEA in the fall of 1999
as the Atlanta chapter hosted the annual
symposium. A fellow by the name of Jim
Cofer, a Georgia Tech Research Institute
coworker and ITEA board member, coaxed

me into running the most demanding aspect of the
annual event—the golf tournament! Of course, in my
personal opinion, the Atlanta golf tournament still
reigns as the best one yet. I met many of the
forerunners of ITEA and was immediately hooked.
Since I first became an ITEA member, the organiza-
tion has blossomed. Individual and corporate mem-
bership has grown by twenty-five percent, corporate
sponsors have doubled, the organization has added
three chapters, and our revenue has increased by fifty
percent from $862K to $1.3M.

I am thrilled to serve as your 17th President!
Following my military career, I spent over 21 years
immersed in the T&E community. My first T&E
involvement was the development of a threat medium
range acquisition radar system for the Army, which we
incorporated as a test asset into the Electronic Combat
Range (ECR) at China Lake. Also at ECR, I was
involved in the hardware-in-the-loop surface-to-air
missile simulation, ‘‘Missile on a Mountain’’, which is
still actively employed for testing electronic counter
measures. Later, I had the opportunity to develop an
airborne threat simulator for the Air Force. Through
these programs, I became very familiar with the ranges
and how the services conduct T&E. My ITEA
involvement started with the small symposium in
Atlanta and my involvement with local events. After
just a few short years, I was nominated and elected to
serve on the ITEA Board of Directors (BoD) at the
national level. Given that springboard, I was privileged
to work with George Rumford, Scott Foisy, Mark
Brown and many other dedicated volunteers as I
chaired the Annual Technology Review Conference
for four years. Now, as President, I commit to you that
I will give this opportunity my concerted effort to
continue to enhance this excellent T&E organization.

For those who do not know me, I am very much a
people person. My Army experience taught me the
value of caring for the troops and this has carried over
in my civilian career. I have been blessed to work with
so many highly motivated individuals within my
organization (GTRI), within the T&E community
and, in particular, within the ITEA constituency. That
being said, I would like to focus my strengths during
my tenure on the people aspects of ITEA: attracting
new members and providing for the best possible

environment for our volunteers and members. Allow
me to mention a few of these highly motivated
volunteers who are helping us to achieve our ITEA
vision by concentrating on the ‘‘people’’. Mark Smith,
ITEA BoD member, continues to accomplish new
goals related to individual membership and increasing
the ‘‘vibrancy’’ of ITEA local chapters. As Chairman of
the Chapter and Individual Development Committee,
Mark hosted a Chapter President meeting and an
International Roundtable at the annual symposium in
Baltimore that proved to be resounding successes.
Most notably, he has successfully spearheaded the
revitalization of the European Chapter. Along the
same lines, recognition of our volunteers is paramount.
I commend Denise De La Cruz for her stellar work
chairing the Awards Committee and attracting nom-
inations from all over the community, which culmi-
nated in the highly successful awards ceremony at our
annual symposium. The list goes on, but allow me to
mention one more volunteer—Jerry Sirmans. Jerry has
gone way beyond just answering the volunteer bell. He
has worked feverishly on both the Technology Review
and the Annual Symposium. In addition, he reinvig-
orated his local chapter. Jerry said it best at the Annual
Symposium as he accepted his well-deserved Presi-
dent’s Award. He talked about the importance of
volunteers in ITEA; he urged people to consider
volunteering for the organization. What I will always
remember is how he told the audience how rewarding
it has been for him both personally and professionally.
Jerry is the epitome of an ITEA volunteer.

As you read this edition of the journal, take note of
the fact that the articles are from a diverse cross-section

Russell L. (Rusty) Roberts

President’s Corner
ITEA Journal 2009; 30: 445–446
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of the T&E community—the FAA, DHS, Korea, the
Netherlands, as well as our core DoD constituency.
Many of them are from our conferences (Live-Virtual-
Constructive, Technology Review, and the Annual
Symposium). This Journal content reflects our reach-
ing out to other U.S. Government organizations as
well as more active international participation, in
addition to relative DoD information, which we rely
on so heavily.

As I close my first article for the ‘‘corner’’, I would
like to thank the outgoing President, John Smith. He
has given his heart and soul to ITEA over the past two
years as our leader. John will continue to serve on the
BoD and we have tapped him to be the Chair for the
Annual Symposium in Colorado Springs next year!

Feel free to contact me anytime with comments,
questions, and/or suggestions; the BoD needs your
feedback and I personally value your opinions. I look
forward to seeing you at our many 2010 workshop
offerings, beginning with the Live-Virtual-Construc-
tive Conference in January, as well as the two ITEA
national sponsored events: the Technology Review in
Charleston, SC in July and the Annual Symposium in
Colorado in September.

446 ITEA Journal



Team of Strangers: Reflections on the
Crew of Apollo 11

Michael H. Gorn, Ph.D.

NASA Dryden Flight Research Center, Edwards, California

As the world relives the events that culminated in the first human landing on the Moon in

July 1969, the anniversary offers an opportunity to reflect on Apollo 11 with the perspective

of the past 40 years. This article represents some provisional thoughts about Apollo 11 and its

crew based on a portion of the author’s present research on the early U.S. space program.

F
ar more often than not, the epic explo-
rations in history—especially those en-
tailing great risks—have involved inten-
sive collaborations, depending not only
on painstaking planning

and the instruments of science but also
on the shared sense of unity and purpose
among the participants. A famous exam-
ple of one such expedition is found in the
perilous travels of Meriwether Lewis and
William Clark (1803–1806). These ex-
plorers, appointed by President Thomas
Jefferson, commanded the self-described
Corps of Discovery to penetrate and
catalog the interior of the North Amer-
ican continent. Another historic journey
involved the Norwegian Roald Amund-
sen, whose company became the first to
reach the South Pole (1910–1912). More recently, in
1953, Edmund Hilary and Tenzing Norgay led their
party to the summit of Mount Everest, the first to ascend
the highest peak on Earth. All three groups, and many
besides, relied on the intangible but potent factor of
personal cohesion to achieve their objectives.

Curiously, the Apollo 11 mission, as dangerous and
ambitious as any in history, does not conform to this
pattern. If anything, the extraordinary success of the
first Moon landing has obscured the unusual atmo-
sphere that pervaded the crew. Rather than the product
of a band of brothers, like so many of the great
explorations before it, the success of the Apollo 11
mission might be called the triumph of a team of
strangers.

Despite outward appearances of harmony and
similarity (for instance, the coincidental birth of all
three Apollo 11 crew members in 1930), Neil
Armstrong, Michael Collins, and Buzz Aldrin pos-

sessed perhaps the most dissimilar temperaments ever
packed into a space capsule—or into any other place,
for that matter. In the end, they functioned effectively;
no one can question the result. Their actions minutely

scripted from the ground and extrava-
gantly rehearsed, the Apollo 11 astronauts
succeeded in achieving their historic
mission through an exquisitely crafted
technological process—a process, none-
theless lacking in the fraternal spirit of so
many of the earlier explorers.

In fact, even in contrast to the other
Apollo crews, the Apollo 11 astronauts
never really united. They arrived at work in
separate cars, and left the same way. Each
took lunch by himself (Figure 1). Rather
than experiencing collective exhilaration,
the three men found almost no common

ground on which to savor their historic adventure. At the
supreme moment of touchdown on the lunar surface, one
they had practiced for years, Aldrin and Armstrong
merely patted each other on the shoulder and shook
hands, and then went about their tasks without any
outward signs of relief, joy, or emotion.1

The explanation for this seemingly counterintuitive
behavior may be found, in part, in the lives of the
Apollo 11 astronauts themselves.

Like most of the early astronauts, Neil Armstrong
grew up in small towns—in his case, many small towns.
From his birth on August 5, 1930, until the age of 14,
he and his family moved 16 times, their changes of
address representing a travelogue of flat and rural
northwest Ohio, an area of productive agriculture and
high achievers. The Armstrongs eventually settled in
Wapakoneta. His father, Stephen, worked for the state
of Ohio as an auditor, and as a civil servant, he
remained employed throughout the Great Depression.

Guest Editorial
ITEA Journal 2009; 30: 447–453
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As a boy, Neil worked cutting grass at a cemetery and
cleaning vats at a bakery. He became active in the Boy
Scouts of America. He read voraciously and graduated
from high school in the top 10 percent of his class,
taking great pleasure from science and from playing
horn in the school band. He seemed to be at once
friendly and reserved, confident and modest, tolerant
and stubborn. Most importantly, when faced with
decisions, he based them on his own reasons and
instincts, not on external advice or consultation. He
never wavered from these inclinations. Even as a child,
Armstrong’s contradictory and paradoxical personal
qualities caught the attention of his father; his pious
mother, Viola (Engel); and his friends.2

Neil Armstrong followed the path of many young
men born in the age of Charles Lindbergh’s epic flight
across the Atlantic Ocean in May 1927. He liked toy
airplanes as a very small child, took his first plane ride
at age six, became absorbed in model making around
age eight, took flying lessons at age 16, and obtained
his pilot’s license before he could drive an automobile.
He entered Purdue University’s School of Engineering
in 1947 on a U.S. Navy seven-year scholarship: two
years of college, three years in the Service, and two
more years of college to complete his degree. After his
first segment at Purdue, he reported to Naval Air
Station Pensacola, Florida, hoping to become a combat
pilot. Armstrong passed the physical training, as well as
the standard academic and flight school curriculum.
He proved to be diligent, self-critical, and intent on
improving his piloting techniques. As a result, in
August 1950, Pensacola designated him a naval
aviator.3

Armstrong’s first assignment placed him with
Fighter Squadron 51 aboard the carrier Essex in San
Diego, California, where he qualified for carrier
landings in June 1951. By August of that year the
Essex had joined Navy Task Force 77 off Wonsan,
Korea.

Respected for his precision as a pilot, but also known
for his intellectual inclinations and bookish nature, he
flew for the first time over North Korea on August 29.
Five days later, while striking targets in hilly terrain, he
barely avoided catastrophe when his F9F-2 Panther
suffered damage from anti-aircraft fire. He lost
elevator control, the aircraft dropped with the weight
of its heavy ordnance, and his plane struck a power
pole, chopping off 2 feet of the right wing. Although
his life hung in the balance, Armstrong’s cool
demeanor did not fail him. He worked his controls
deftly, flew to safety, ejected, and survived. He went on
to complete 78 missions during his tour in Korea.4

Ensign Armstrong and Fighter Squadron 51 left the
Far East for Hawaii in March 1952. He mustered out

Figure 1. The three Apollo 11 astronauts photographed
separately as they arrived at Kennedy Space Center’s Flight

Crew Training Building a week prior to the launch to the Moon.

Top to bottom: Armstrong, Collins, and Aldrin. [NASA/Courtesy

of nasaimages.org]

Gorn
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of the Navy the following August but remained in the
Reserves until 1960. Meanwhile, he returned to
Purdue University and completed his engineering
studies in January 1955. Armstrong then considered a
number of opportunities: graduate school, a career with
the Navy, flying for Trans World Airlines, and test
piloting at Douglas Aircraft. He chose none of these,
and instead applied for a research pilot position with a
federal agency familiar mainly to those in the aviation
field, known as the National Advisory Committee for
Aeronautics (NACA), predecessor of the National
Aeronautics and Space Administration (NASA). All of
the other prospects paid better salaries, but Armstrong
preferred the combination of research, flying, and
complex engineering projects offered by the NACA.
Accordingly, he accepted an offer of employment at
the Lewis Engine Propulsion Laboratory in Cleveland,
Ohio.

After working for five months at Lewis on a diverse
portfolio that included aircraft icing and rocketry
research, he transferred to the NACA’s High-Speed
Flight Station on Edwards Air Force Base, located in
the Mojave Desert of Southern California. Here, eight
years earlier, U.S. Air Force Captain Chuck Yeager
had pushed the Bell X-1 over the sound barrier. Just 24
years old when he arrived in California, Armstrong
joined an elite circle of pilots, becoming the youngest
on the staff. In time, he distinguished himself not so
much for his skill with stick and rudder as for his
engineering acumen, probably unequaled among his
peers.

During his seven years at Edwards Air Force Base,
Armstrong made over 900 flights. He flew more than
100 times in the cockpits of the heavy bombers that the
NACA used as launch platforms for its research
aircraft. He flew the famed Century series fighters
(F-100, F-101, F-102, F-104, F-105, and F-106) over
350 times in experimental flights. He flew exotic
research aircraft, including the X-1B, the X-5, and the
famous X-15 hypersonic rocket plane (called the ‘‘Black
Bull’’ by fellow NACA research pilot Milt Thompson
in recognition of its power and unpredictability). The
X-15 gave Armstrong his first intimation of spaceflight.
He piloted it seven times between November 1960 and
July 1962, once to an altitude of 207,500 feet (almost
40 miles), a flight that also turned out to be of the
longest duration (12 minutes and almost 30 seconds) of
any X-15 mission. On a different flight, his X-15
attained speeds as high as Mach 5.74.5

Two days before Armstrong’s 40-mile-high X-15
adventure in April 1962, NASA announced openings
for its second astronaut class. He weighed his options.
If he stayed at Edwards, he would continue to fly the
challenging X-15. He had also been selected as a future

pilot for the Air Force’s Dyna-Soar spacecraft, which
had yet to be developed. Deciding to pursue the
astronaut training program, Armstrong applied to
NASA. The application arrived past the deadline, but
friends who had transferred earlier from the High-
Speed Flight Station to the Manned Spacecraft Center
in Houston, Texas, intervened, allowing his application
to be accepted. Characteristically, he revealed his entry
into the astronaut sweepstakes to no one at Edwards,
not even those closest to him. Yet, when the media
announced the selection of Astronaut Group 2 on
September 17, 1962, his coworkers greeted the news of
his successful entry to the program enthusiastically and
felt sure that he had the ‘‘right stuff’’—broad
experience in the cockpit, ample engineering talent,
and composure under duress.6

If Neil Armstrong’s life began in small-town
America, Mike Collins grew up in the U.S. Army
tradition. His father, Major General James L. Collins,
served as an aide to General John J. Pershing and
received the Silver Star for service in World War I.
Mike’s uncle J. Lawton (Joe) Collins commanded one
of General Dwight Eisenhower’s Army corps during
World War II and after the war became Army chief of
staff. His mother, Virginia—a bibliophile who loved
language and transmitted these passions to her son—
had a decisive influence on his early life and
preferences.

Collins matured in the shadow of his father’s
prestigious military postings, a distant world from the
provincialism of small-town life. Born on October 31,
1930, near the Via Veneto in Rome, Collins lived
subsequently on Governor’s Island in New York Bay,
where he became acquainted with Manhattan, and at
Fort Hoyle, near Baltimore, Maryland, and the
Chesapeake Bay. In San Juan, Puerto Rico, the family
resided in a venerable old colonial home, where young
Mike immersed himself in the study of the animals and
plants of the tropics. Around that age, he said, ‘‘I
discovered books…and it was just like somebody had
turned on the light or opened the door.’’ The family
moved to Washington, D.C., during World War II,
and he attended prestigious St. Albans Episcopal
School. He then went to the U.S. Military Academy at
West Point, and although he found the experience
confining because of his sunny temperament and wide-
ranging interests, Collins graduated in 1952, 185th
among 527. He chose an Air Force career (in part to
avoid any possible hint of nepotism in the Army) and
in quick succession took advanced day fighter training
in Nevada, where he flew simulated combat against
MiG fighter planes; attended a nine-month aircraft
maintenance officer course at Chanute Air Force Base
in Illinois; and, after completing Test Pilots School at

Guest Editorial
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Edwards Air Force Base, won a coveted assignment to
Flight Operations at the Air Force Flight Test Center,
also on Edwards Air Force Base.

Outwardly, Mike Collins may have seemed like
many a rising Air Force star, but because of his catholic
upbringing and intellectual tastes, he represented a
different type than most of his contemporaries.
Gregarious and witty, articulate, a skilled writer, and
a graduate of the Test Pilots School besides, Collins
exuded the easygoing charm of a natural leader. His
future wife, Patricia Finnegan of Boston, saw this
potential in the playful, mischievous, yet sophisticated
young officer whom she met in France:

‘‘He loved to eat and he understood French food
and introduced me to a lot of things that I
wouldn’t have tried by myself. Some of the
Americans were joining wine study clubs, but
Mike didn’t have to. He learned a lot about
wines from his father, and he had studied up on
vineyards so he could tell wonderful stories about
them. In fact, he could talk about anything. He
knew books; he knew poetry; he was interested in
theater. He was bright about technical things,
and he was lots and lots of fun. I couldn’t get over
all this combination in one man.’’7

Among the three Apollo 11 astronauts, only Edwin
E. Aldrin Jr. could claim aeronautics as a birthright.
His father, Edwin E. Aldrin Sr., saw action in World
War I in the Army Air Service as a pilot and aide to
the famed General Billy Mitchell. He eventually rose
to the rank of colonel and earned a doctor of science
degree from the Massachusetts Institute of Technol-
ogy. The elder Aldrin also worked as a Standard Oil
executive; later, he became an independent aviation
consultant and knew many of the eminent figures of
early flight, such as Jimmy Doolittle, Charles Lind-
bergh, and Howard Hughes. Edwin Sr.—almost
impossible to please and unfailingly demanding—
played a pivotal role in his son’s life by establishing
an all but unattainable standard of success (Figure 2).

Like his father, Buzz Aldrin showed ample com-
petitiveness and ambition. (Aldrin legally adopted the
name Buzz in 1988. It originated with his sister Fay
Ann, whose attempts as a child to pronounce ‘‘brother’’
sounded more like ‘‘buzzer.’’) In fact, Mike Collins
described the adult Buzz as ‘‘a very intense, goal-
oriented individual, accustomed to winning big—and
not losing at all.’’ Just two years after his birth on
January 20, 1930, he got a taste of his father’s love of
aviation when the senior Aldrin flew him and one of
his sisters to Florida aboard a Standard Oil Lockheed
Vega. In his native Montclair, New Jersey, young
Aldrin attended the local schools but did not

distinguish himself in the early years. Then, from
ninth grade on, and especially at Montclair High
School, he excelled in math, science, and football. His
choice of a college did not evolve haphazardly.
Influenced in part by his father’s military career, as
well as by the example of his older sister’s boyfriend (a
West Point graduate), he set his heart on the Army’s
Service academy. He won admission and reported on
July 1, 1947.8

Aldrin thrived under the regimentation and disci-
pline of West Point, feeling at ease in a system of
unambiguous scholastic and personal targets.

‘‘I fit in well. To me, the beauty of that system was
you knew exactly where you were at all times. You
could measure your progress. You knew exactly
what was expected of you from day to day.’’

Although he graduated very high (third) in his class,
he left with a feeling of bruised idealism after reporting
a cheating incident in which he had good reason to
think the perpetrator had received inadequate punish-
ment. Sincere and purposeful, Aldrin found this
episode disappointing, even deflating. Nonetheless,
he decided—again with his powerful father’s approval—
to enter the U.S. Air Force. As a second lieutenant, he
went to basic flight school in Bartow, Florida, in early

Figure 2. Before their mission, Armstrong, Collins, and Aldrin
(left to right) posed for a casual photograph at Kennedy Space

Center with a Saturn V launch vehicle looming in the

background. [NASA/Courtesy of nasaimages.org]

Gorn
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1951, scored well, and attended fighter school in Bryan,
Texas. At Nellis Air Force Base near Las Vegas,
Nevada, Aldrin learned to fly the Air Force’s front-line
F-86 Sabre fighter as well as the F-80 Shooting Star.
His training culminated at the end of 1951 when he
disembarked in Seoul, Korea, for combat, assigned to
the 51st Fighter Wing. In the year and a half before the
armistice ending the Korean War, he flew 66 combat
missions in the F-86 and shot down two MiG-15s.

During the years immediately after the war, Buzz
Aldrin’s career progressed, but without high distinc-
tion. He taught aerial gunnery at Nellis Air Force Base
and became a flight instructor in the F-100 Super
Sabre fighter at Bitburg, Germany. But eventually he
followed his father’s example once more and applied for
admission to the Massachusetts Institute of Technology
in the doctorate of science program, where he studied
from 1959 to 1962. This decision proved to be a pivotal
one because he pursued a research subject that
foreshadowed his career with NASA. His disserta-
tion—which pioneered orbital approach and rendezvous
techniques—had important practical applications to and
benefits for the U.S. space program as a whole, for the
success of the Gemini and Apollo space missions in
particular, and for his own career as well.9

* * * * *
For four years, Neil Armstrong trained for his first

foray into space, which turned out to be as command
pilot aboard Gemini VIII. The mission proved in part
momentous and in part ill omened for Armstrong.
Begun on March 16, 1966, it paired him with copilot
David Scott in an effort to achieve the first space
docking of two separately launched vehicles. They
succeeded in half of their mission, that of mating the
Gemini capsule to the Agena target. But having joined
the two pieces together, the combined spacecraft
soon fell into a violent tumble and yaw. Even after
Armstrong decided to disconnect the two halves, the
Gemini portion continued to roll, pitch, and yaw even
faster than before. Fearing the loss of consciousness if
he and Scott continued to spin, Armstrong character-
istically kept his head and made a life-saving choice: he
disabled the orbital attitude maneuvering system and
relied instead on the re-entry control system thrusters.
This step ended the crisis, and Armstrong’s judgment
positioned him well for greater responsibilities.

Having shown his mettle in Gemini, he took his
initial step into the lunar program on the Apollo 8
backup crew. This placement poised him for command
of Apollo 11. But Deke Slayton, chief of the Astronaut
Office, had made it clear earlier that the first Moon
walk would happen on Apollo 12, not Apollo 11.
Armstrong, therefore, seemed destined to be in charge

of an Apollo mission, not the Apollo mission. Then
chance and circumstance intervened. In the aftermath
of the Apollo 1 fire in January 1967 and subsequent
investigations, mission planners had no choice but to
delay the timetable for the Moon landing. But they
made up for ten lost months by compressing the flight
schedule, adding a circumlunar mission to Apollo 8 in
order to hasten the project. If this launch happened as
planned, and Apollo 9 and 10 also flew without serious
problems, then Apollo 11, not Apollo 12, would
become the brass ring of the Moon program, giving
Armstrong the opportunity of a lifetime.10

The fate of Apollo 11 came into sharper focus as the
Apollo 8 circumnavigation mission approached the
Moon on December 23, 1968, at which time
Armstrong met with Slayton regarding the composi-
tion of his crew. Slayton suggested Buzz Aldrin and
Mike Collins, adding that if Aldrin seemed problem-
atic, James Lovell would also be available. Armstrong,
as always, thought carefully, deciding in the end that
despite Slayton’s concerns about Aldrin’s tempera-
ment—a concern Armstrong did not share, having
worked with him when they both backed up Apollo
8—he would select Buzz. In Armstrong’s mind, the
more serious choice involved Collins and Lovell.
Armstrong decided to by-pass Lovell (who had been
commander of Gemini XII and command module pilot
of Apollo 8), reasoning that his experiences had earned
him a command of his own. So, the crew of Apollo 11
materialized: Commander Neil Armstrong, Command
Module Pilot Mike Collins, and Lunar Module Pilot
Buzz Aldrin.11

Thus, through the NASA selection process—an
elusive cocktail of seniority, experience, personal
capabilities, and (last, but far from least) luck—these
three unlikely teammates found themselves bound
together in one of the epic odysseys in world history
(Figure 3).

* * * * *
Of course, no one can argue with the outcome of

Apollo 11. In the end, Armstrong, Aldrin, and Collins
collaborated sufficiently to accomplish their objective
(Figure 4). Mike Collins correctly pinpointed one of
the main sources of their success, although with
exaggerated modesty. He called Armstrong and Aldrin

‘‘smart as hell, both of them, competent and
experienced, each in his own way. Neil was far
and away the most experienced test pilot among
the astronauts, and Buzz the most learned….But
that didn’t mean that Neil was all pragmatist or
Buzz all theoretician. Among the dozen test
pilots who had flown the X-15 rocket ship, Neil had
been considered one of the weaker stick-and-rudder
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men, but the very best when it came to
understanding the machine’s design and how it
operated. Buzz, far from being an academic recluse,
was an outstanding athlete, a pole-vaulter, and a
Korean War MiG killer. As a pair, they brought a
formidable array of talent with them. I considered
myself damn fortunate to be joining them.’’12

Still, the Apollo 11 crew remained faithful to its
strangely atomized personality. At least in part, the
lack of fraternal unity resulted from their mismatched

temperaments. But in addition, the intense pressures
associated uniquely with Apollo 11 may have contrib-
uted to the distance among Armstrong, Aldrin, and
Collins (Figure 5). Just as Project Apollo constitutes a
high point in the annals of human exploration, the first
touchdown on the Moon stands at the apex of the
other lunar missions. Those that took place before,
while indispensable, had less at risk. Those that came
after flew with the certainty that President John
Kennedy’s quixotic vision had actually been achieved.
Not surprisingly, all of the missions preceding and
following Apollo 11 developed their own brand of
camaraderie and esprit de corps. But the Apollo 11
astronauts—subjected to the cauldron of relentless
public focus and fascination, the demand for success,
and the sickening possibility of failure—never did jell.
This difference went virtually unnoticed in the high
drama of the event. Lacking the band-of-brothers
mentality, the crew members of Apollo 11 relied instead
on NASA’s intensive technical planning and on
elaborate practice drills, on their own commitment to
the mission, and on their personal sense of duty. In the
end, they succeeded despite the lack of a common
emotional bond, the presence of which has sustained so
many of the great expeditions of the past.13 C
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of many books about the history of aeronautics and

spaceflight, most recently NASA: The Complete Illustrat-

Figure 3. Above, the iconic official portrait of the Apollo 11

crew taken before their historic mission. Left to right:
Armstrong, Collins, and Aldrin. NASA/Courtesy of

nasaimages.org. Below, in a less heroic pose following a day of

simulator training, the Apollo 11 crew stands in front of a lunar
module mockup in the Kennedy Space Center Flight Crew

Training Building. Collins is on the far left. [NASA/Courtesy of

nasaimages.org]

Figure 4. Ticker-tape parade in New York City. About 4 million

New Yorkers lined the Financial District, Broadway, and Park
Avenue on September 13, 1969, to hail the three heroes of

Apollo 11 and their accomplishment. [NASA/Courtesy of

nasaimages.org]
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Figure 5. After an exhausting 45-day tour to 24 countries,

Aldrin, Collins, and Armstrong (left to right) pose awkwardly

with President Richard M. Nixon (far right) on the White
House lawn. [NASA/Courtesy of nasaimages.org]
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A Fiber Optic Seismic Sensor for Unattended Ground
Sensing Applications
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Fiber optic seismic sensors have been increasingly recognized as promising technologies for many

applications, such as intruder detection and perimeter defense systems. Among these, a military

seismic sensor is especially challenging because it requires a robust, compact, reliable, easily

installable and operated product. This article reports on our recent experimental investigations

of a military fiber optic seismic sensor. In particular, an improved sensor design and new signal

processing techniques are illustrated in this article, which include: (a) a scanning laser

wavelength-based demodulation system; (b) a digital lock-in amplifier and field programmable

gate array techniques for weak signal detection and processing; and (c) overall improved seismic

sensitivity based on carbon fiber composite cantilever and fiber-Bragg-grating sensing

technology. The experimental results show that the fiber-Bragg-grating seismic sensor frequency

response band is between 10 and 300 Hz and that it has a higher sensitivity than the

conventional electromagnetic geophone within the frequency response band most important for

battlefield monitoring. The fiber-Bragg-grating seismic sensor is totally immune to

electromagnetic interference and has a working temperature between 240uC and +50uC for

military harsh environments. Comparisons are also presented of the fiber-Bragg-grating seismic

sensor with the commercial REMBASS sensor in a series of field tests.

Key words: Fiber-Bragg-grating seismic sensor; unattended sensor; intruder detection;

perimeter defense; battlefield monitoring; sensors; signal detection; electromagnetic

geophone; laser-based optical demodulation.

F
iber optic sensor technology has been and
is being increasingly exploited by the
research community because of its rela-
tively simple design, low power con-
sumption, low cost, relatively low main-

tenance cost, and the flexibility it offers for both
commercial and military applications. In particular,
fiber optic seismic sensors have been recognized as
promising technologies for numerous applications,
which include intruder detection and perimeter defense
systems for military applications. However, seismic
military sensors are required to be robust, reliable,
compact, and easy to install and operate to be effective
in the battlefield environment. This article addresses
the challenges presented by the design of military
seismic sensors and reports on experimental investiga-

tions of fiber optic seismic sensors. Specifically, we
address three types of sensor technologies that provide
improved design and novel signal processing tech-
niques: (a) a wavelength scanning, pulsed-laser–based
demodulation system, (b) digital lock-in amplifier and
field programmable gate array (techniques) for weak
signal detection and processing, and (c) improved
seismic sensitivity based on carbon fiber optic com-
posite cantilever and fiber-Bragg-grating (FBG). We
present our experimental results on the FBG seismic
sensor frequency response along with comparisons of
those with the REMBASS II sensor (Remotely
Monitored Battlefield Sensor System II) resulting
from field tests.

We have developed a new scheme of laser-based
optical demodulation with excellent results. At 100-Hz

TechNotes
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scanning speed we were able to demodulate the
wavelength down to 1.1 pm. The signal is completely
digital, clear, with excellent signal-to-noise ratio. At
lower scanning speeds we can achieve subpicometer
wavelength resolution. The dynamic following range is
about 10 nm with a dynamic range of 120 dB.

Principle and design
The design of the seismic sensor is illustrated in

Figure 1. The detection is implemented by the FBG
dynamic strain sensor, which is attached on a spring-
mass system (Pastore, 2006). The acceleration of
ground motion is transformed into strain variation on
the FBG sensor through this mechanical design and,
after the optical demodulation, generates the analog
voltage output proportional to the strain changes. By
adjusting the mechanical parameter of the spring–mass
configuration, we can mechanically tune the natural
response frequency of the system within a certain range
in adapting to the different frequencies of seismic wave
sources (signals of personnel and vehicles). This sensor
head has a compact size and a mass of only a few
grams. It has the advantage that the sensor can be
easily embedded and hidden in the battlefield without
any radio frequency emission or thermal signature to
the environment. The optical fiber–based sensor itself
is resistant to corrosion, high temperature, and fatigue,
and so is suitable for deployment in the harsh
environment of battlefield. A damping mechanism is
incorporated into the design with critical damping
provided so that the mass–spring system will return
quickly to its ready state after detecting a signal. This
damping mechanism is shown in Figure 1, where a
Faraday induction loop and a permanent magnet
provide the damping. The small induced current in
the Faraday loop is properly sealed so that no
electromagnetic signal will go in or out of the sensor
head. By using the carbon fiber composite cantilever,
the overall sensor performance is improved, which
leads to a higher sensitivity, better linearity, and
smaller weight on the sensor head.

Considerations for field applications
For rough environments, such as the battlefield

environment, two things are of serious concern. First,
the sensor needs to be strictly waterproof, dustproof,
and adaptable to vast temperature changes in excess of
240uC to +60uC. Two of the advantages of a fiber
optic device are that the device is intrinsically
waterproof and dustproof, but it is also very sensitive
to temperature changes. Our sensor uses a pair of
matched FBGs; one is the sensing element and the
other is the demodulator. A thermostat and a

temperature control make sure that the two FBGs
are always kept at the same temperature.

Power consumption is another consideration for
unattended system design. We employ a solar cell on
the top cover of the sensor and a high-density battery
inside the sensor. A digital control block permits
cycling of wake–sleep configuration. Sleep time is set
as long as possible based on average current consump-
tion, and the ratio of wake–sleep is set depending on
the required reliability of detection, alarm level, and
the states of neighboring sensors.

Improvement of signal detection
One of the most profound challenges in the design

of the seismic sensor is acquiring and separating weak
seismic signals from strong background noise (for
example, wind); another is distinguishing signals from
different sources. Basic requirements for a practical
unattended seismic sensor are that it has to be very
sensitive to small vibrations but also have a proper
strategy to decrease the false alarm rate (FAR). To
solve these problems, we designed an original algo-
rithm. We illustrate the workings of this algorithm by
using the example of detecting the signals of a human
walking. First, the system records the seismic response
of a person walking, saving the basic digital model on
the sensor. Second, the system compares the sensor’s
subsequently acquired seismic signal with the basic
digital model using a correlation operation. Third, the
system estimates the degree of correlation. If the
degree of correlation is higher than a preset level, it is
counted as a signal impulse. Finally, the system sums
the number of impulses in a given time interval. If this
sum matches the rate of previous signals, the sensor

Figure 1. Basic structure of the FBG sensor head.
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initiates an alarm. Both improved signal detecting
ability and decreasing false alarm rate are achieved with
this algorithm.

We have carried out a preliminary experimental
study to investigate the applicability of our algorithm.
Both a fiber-optic Bragg-grating geophone and an
electromagnetic geophone were used for this work.
Figure 2 shows the experimental setup with a person
walking directly to the geophone from 100 m away.
Figure 3 (top) shows the geophone response without
any signal processing, where we could only see a few
high-quality signal cycles. Figure 3 (bottom) shows
that more cycles of the walking signal were detected by
our processing method of signal correlation even
though the signal was buried under noise.

Experiment results
The sensitivity test of the FBG seismic sensor was

carried out on a vibration stage that is driven by a series

of sinusoidal waves. We use the conventional electro-
magnetic geophone for comparison. Figure 4 is the
result of the FBG seismic sensor and the geophone
response to the vibration at 30 Hz. Comparison tests
at different frequencies showed that the FBG seismic
sensor has a higher sensitivity than the conventional
electromagnetic geophone—between 10 and 70 Hz.
The frequency analysis results showed that the FBG
seismic sensor frequency response band is between 10
and 300 Hz, which covers the major frequency band of
the military seismic signals.

The electromagnetic interference test of the FBG
seismic sensor was carried out and compared with the
electromagnetic geophone (Figure 5). Both geophones
were initially still and placed near an AC current
supply (power: 80W; frequency: 60 Hz) at equal
distances of 20 cm. The conventional electromagnetic
geophone was severely disturbed by the output signal at
60 Hz. The FBG seismic sensor did not exhibit

Figure 2. Experimental setup.

Figure 3. (top) Geophone response without any signal processing; (bottom) geophone response with signal processing.
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electromagnetic interference. This demonstrates the
advantage of a FBG unattended seismic sensor in a
military environment, an attribute that is one of the
intrinsic properties of the fiber optic sensor.

The military field test was carried out at one of the
U.S. Army shooting ranges. The REMBASS-II S/A
sensor was used as a benchmark. Figure 6 is the sample
test result of the FBG seismic sensor response to
military vehicle generated signals. The detection
distance was calculated by an on-board global posi-
tioning system receiver on each vehicle, and it can be
interpreted as the maximum distance over which the
sensor can respond to the target. In these tests we used
the first impulse of the seismic signal as the trigger
signal to discriminate the sensor response instanta-
neously. A series of field tests showed that the FBG
sensor equaled or outperformed the REMBASS-II
system with both personnel signals and detection of
almost every wheeled vehicle signal.

Estimated delays with time of arrival for
two pair of sensors

For a pair of signals from two sensors,

S1 tð Þ~a1x t{t1ð Þzn1

S2 tð Þ~a2x t{t2ð Þzn2,

where x(t) is the common signal received at both
sensors, n1 and n2 are additive interferences, and a1 and
a2 are the attenuation factors at the two sensors.

The relative time of arrival can be computed as

dt~arg max S1(t{t):S2 tð Þ:

We know the delay of time of arrival can be translated
into distance difference because the transmission speed
is constant. That is, if we know the transmission speed

Sp, we have the distance difference, dl, between two
sensors

dl~Sp dt:

For a given dl, the object of interest will be on a
hyperbolic curve where every point has the same
distance difference to the two sensors.

If we have one more pair of sensors, we have one
more distance difference on another hyperbolic curve.
For two hyperbolic curves, the intersection point
indicates the exact object location.

The time difference plot in Figure 7 shows that for
both the sensor pair 2 and 13 and the sensor pair 2 and
14 the time difference gets smaller as time progresses,
which corresponds to the one approaching from sensor
2 to sensor 4. At sensor 2 the distance difference is
largest, and therefore the time difference is also largest.
When the person stops at sensor 4, the time difference
between two sensors, corresponding to the distance

Figure 4. FBG sensor vs. electromagnetic sensor

sensitivity comparison.
Figure 5. FBG sensor vs. electromagnetic sensor
electromagnetic interference.

Figure 6. Sample of field test results of FBG response to

military vehicles signals (in comparison with REMBASS
II sensor).
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difference, has the smallest value. Then the person
turned around and walked backward. One can see that
the time difference gap gets larger and larger as sensor
2 is approached. Moreover, we find that two pairs of
sensors have two different time difference values
because the distances from the person to the sensor
pairs are different. The sensor pair 2 and 14 has a larger
time difference value.

Summary
We have demonstrated and discussed the feasibility

of an unattended FBG seismic sensor in the battlefield
monitoring and intrusion detection application. Based
on a novel yet practical design, the FBG seismic sensor
meets most of the military requirements such as being
light weight, of compact size, easy to use, reliable, all-
weather, and consuming little power, etc. The
performance of the FBG seismic sensor in laboratory
tests and field tests exceeds several commercial seismic
sensors. We could expect FBG unattended seismic
sensors to have the potential capability of detecting
time-critical targets (personnel and vehicles) in battle-
field applications.

More systematic research by our team is currently
focused on combining FBG magnetic sensors with the
FBG geophone and improving the algorithm to obtain
both signal enhancement and reduced FAR. Also,
further engineering measures of sealing and packaging
are underway to ensure that the sensor can be deployed
in the harsh military environment for extended periods.
C
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A Big Fish in a Big Pond:
Theodore von Kármán and Southern California’s

Aviation Empire1

Michael H. Gorn, Ph.D.
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A
fter 4 years of prodding and persuad-
ing, Robert Andrews Millikan, chair-
man of the California Institute of
Technology (Caltech) finally got his
wish. In December 1929 the re-

nowned Hungarian scientist Theodore von Kár-
mán—accompanied by his sister, Josephine, and his
mother, Helen—boarded an ocean liner for New York,
following which they would travel by train to
Pasadena, California, and his new academic home.
Unlike the two previous visits to Millikan’s school,
Kármán came not as a guest, nor as a consultant; he
had made the momentous decision to shed his
European post as director of the Aachen Aerodynamics
Institute, which he had raised to international
prominence, to become director of the Guggenheim
Aeronautical Laboratory at the California Institute of
Technology (GALCIT).

Millikan considered Kármán’s arrival the capstone of
his drive to mold Caltech into one of the world’s great
centers of scientific inquiry. He based his strategy not
on the classical concept of the university as a solitary
temple of learning, but rather on the idea of the
university as the center of the community’s intellectual
life and, as such, the incubator of local industries. He
had a straightforward goal: to attract the eminent
Kármán to this quiet suburb and to enable him to
replicate what he achieved so effectively at Aachen—
weave research, teaching, and industrial consulting into
a single, seamless fabric. Millikan sought to harness the
inherent advantages of Southern California aviation—
good year-round weather, vast and inexpensive real estate
for hangars and test facilities, and low-cost labor to build
it all—to the technical brainpower of Caltech. Ultimate-
ly, he enlisted Kármán as the indispensable medium and
catalyzing agent for aeronautical manufacturing, trans-
forming it into an economic powerhouse for the Golden
State, and in the process earning a place of honor for
Millikan’s small but ambitious school.

In one sense, Theodore von Kármán seemed an
unlikely candidate for this transformative objective.

Soft-spoken, slight, and not well versed in English, he
hardly embodied the dynamic scientist-salesman that
Millikan seemed to want. But Millikan, a realist, knew
the facts. As Harry Guggenheim—son of philanthro-
pist Daniel Guggenheim, the founder of the Guggen-
heim Fund for the Promotion of Aeronautics and
financier of GALCIT—once observed, ‘‘Of all the
good scholars, only a few stand out, and those few . . .
have wisdom as well as intellectual capacity. If it
interested him, [Kármán] could make a great ambas-
sador, or a great . . . anything. I think that is true of
the few great men with whom I’ve come in contact.
They are very few.’’2 Accurate though Guggenheim’s
observation may have been, Kármán certainly had some
peculiarities, not least of which was a nomadic life,
lived almost in chaos. But he also possessed great
personal strengths, including humor, charm, the
capacity to win people to his causes, and an effortless
ability to forge friendships.

Born on May 11, 1881, Theodore von Kármán
grew up in a solidly middle-class Hungarian family in
a cluster of comfortable apartments on the Buda side
of the Danube River. Together with Pest on the other
bank, the city of Budapest rivaled Vienna as the
capitol of the Austro-Hungarian Empire. On his
mother’s side, his ancestors had been scholars,
scientists, and prominent rabbis, including Yehuda
Loew Ben Bezalel, an associate of the Danish
astronomer Tycho Brahe. In contrast, his grand-
father—born into the artisan class like much of the
rest of the family—worked as a tailor for the
Hungarian aristocracy. Theodore’s own father, Mau-
rice, embodied the exception. Endowed with drive
and full of ambition, he had become a philosophy and
education professor at the University of Budapest,
ultimately earning a title of nobility for his reforms of
Hungarian education, which he modeled on the
German gymnasia.

Young Theodore’s gifts, especially in mathematics,
became evident early. By the age of 6 he could multiply
5- and 6-digit figures in his head. Yet, rather than spur
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his son to pursue the life of a prodigy, Maurice von
Kármán insisted instead that he obtain a rounded
education, infused with history, literature, and the arts,
and defer the intense study of the sciences until college.
Unfortunately, Maurice suffered a mental breakdown
just as his son prepared for his university career, which
narrowed Theodore’s options. Until then, the younger
Kármán showed such promise that, under normal
circumstances, he might have expected to study in
London, Paris, or Berlin. Instead, he attended the
Royal Joseph Technical University in Budapest, where
he apprenticed himself to engineering professor Donat
Banki. Banki influenced Kármán profoundly, training
him to think not just theoretically, but also practically,
like a scientist and like an engineer. After Theodore’s
graduation, his father’s health stabilized, and he
enrolled at Göttingen University in Germany to pursue
a doctorate in fluid mechanics under the master of the
boundary layer, Professor Ludwig Prandtl. During this
time, Kármán encountered the study of turbulence,
which became a lifelong source of intellectual curiosity,
and in its pursuit during his college days he identified a
curious string of parallel vortices, later called the
Kármán vortex street in his honor.

This discovery won him celebrity and ultimately
resulted in his appointment to the directorship of the
Aachen Aerodynamics Institute (at the Aachen
Technical University) at the tender age of 31. Unlike
Göttingen, whose academic rules and rigidity rankled

Kármán’s passion for disorder, he basked in the
cosmopolitan air of Aachen, a German city adjacent
to Holland, Belgium, and France. Here Kármán
fashioned a little-known department into a famous
research organization. He accomplished this feat by
earning the personal trust, the technical admiration,
and the consulting fees of the leaders of such
manufacturing firms as Junkers, Zeppelin, and Fokker.
He reconstructed Aachen’s open-ended wind tunnel,
converting it into a more efficient closed circuit model.
He hired able faculty and threw himself heart and soul
into teaching, the approach to which he based on one
of Donat Banki’s principles: use simple examples from
life to illustrate complex physical phenomena. A
popular professor and lecturer, Kármán realized that
the classroom represented only one kind of pedagogy;
parties at his home and informal sessions in the cafés of
Aachen offered alternative and more agreeable places
to nurture his students. Finally, he burnished his
reputation at the institute by scoring three new
technical achievements: a moveable trailing edge for
airfoils, a restatement of Prandtl’s boundary layer
theory, and a reformulation of the boundary layer
equations (enabling comparisons between theory and
experiment).

Robert Millikan knew as early as 1926 that in the
brilliant and still relatively young Kármán he had found
his first and only real candidate to guide the new
aeronautics institute at Caltech (Figure 1). Conse-

Figure 1. Theodore von Kármán (center, with wide stance and no hat) amid the leaders of the Langley Memorial Aeronautical
Laboratory, Hampton, Virginia, in 1926, the same year in which he made his initial visit to Caltech. The Langley operation reported to a

small federal organization known as the National Advisory Committee for Aeronautics, the predecessor of NASA. [NASA/courtesy

of nasaimages.org]
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quently, just after he persuaded the Guggenheims to
fund GALCIT (with an initial investment of
$305,000), Millikan also persuaded Kármán to make
a consulting visit to Pasadena, in the fall of 1926.
Almost from the hour of his arrival on campus, he
joined Clark Millikan (Robert’s son, who held a
doctorate in fluid mechanics) and Arthur Klein (a
Caltech experimental physicist) in designing a new
wind tunnel.3 Wasting no time, Kármán scrapped the
Millikan-Klein proposal, an open-ended model still in
vogue in the United Kingdom and elsewhere. He
advised them to supplant it with a closed system (like
that at Aachen), which offered greater efficiency and
more space for adjoining offices, classrooms, laborato-
ries, and the like. Additionally, the Hungarian
suggested a daring modification by situating the
tunnel’s motor inside the airstream, close to the
propeller, in order to shorten the driveshaft and reduce
the number of bearings. Despite objections raised by
his son and Klein, the elder Millikan ruled in favor of
Kármán’s concept.

Two years after finishing his initial consulting at
Caltech, the Aachen director returned to Pasadena in
September 1928 for the official opening of the
Guggenheim Laboratory and the first semester of
classes. The building itself—an imposing 5 stories tall
by 160 feet by 55 feet—housed the tunnel, outfitted
with a 750-horsepower motor and a 15-foot propeller,
capable of producing airflows of 200 miles per hour. At
one end of the machine, a chamber 4 stories high by
50 feet by 20 feet had been reserved for mounting
model aircraft, which could measure up to 30 feet in
length. In the basement, a water channel 140 feet long,
10 feet wide, and 10 feet deep awaited researchers.
The first and second floors held a machine shop, a
motor-testing room, six small laboratories for engine
research, and a big woodworking area for the
fabrication of tunnel models. The third floor contained
five offices, a seminar room, a drafting facility, and a
library.

Perhaps even more than the physical milestones in
the laboratory’s construction, the awakening of GAL-
CIT operations began to enmesh Kármán in Southern
California life. He found himself corresponding
frequently with Clark Millikan during the building’s
construction (1927 to 1928), the substance of which
read suspiciously like a boss instructing a subordinate.
In addition, the elder Millikan had engineered a
rotating teaching exchange that began in fall 1927 with
Caltech mathematician Paul Epstein decamped to
Aachen, reciprocated by Kármán’s visit to Caltech in
1928, and so on in future years. During this stay,
Kármán not only worked out the last details of the
tunnel but also participated in the curriculum devel-

opment of 2-year postgraduate studies in aeronautical
engineering. Finally, by this time, Kármán actually
bore an official title: GALCIT research associate.

Before he left for Aachen in December 1928, Robert
Millikan decided to ask Kármán directly: would he
accept the position of director of the Guggenheim
Laboratory? Still hesitant, and hesitant also to subject
his mother and sister to the trauma of moving not just
to another country but to another continent, Kármán
deferred an answer. Then the heavy guns came out.
Harry Guggenheim wrote an emotional appeal to him,
reminding him that at Caltech he would be free of the
mandatory pressures of fund raising and consulting,
both integral parts of his life at Aachen. Millikan
upped the ante, promising him a princely salary of
$10,000 per year (three times his Aachen pay and third
among all Caltech employees) and an annual operating
budget of at least $50,000, under Kármán’s personal
control. Millikan also got lucky. The first signs of
worldwide economic depression started to be felt in
Germany, which rendered a solid offer of this kind too
good to pass by. Kármán wired Millikan in October
1929 advising that he would assume the GALCIT post
in April 1930, more than 4 years after his initial visit to
Caltech.

For the third time in 4 years, Theodore von Kármán
rode the rails from New York to Los Angeles. This
time, though, he faced the prospect of setting up a
household. Fortunately, he soon found a place that
appealed to him, as well as to his sister and his mother.
Just 2 miles from campus on 1501 South Marengo
Avenue, the home straddled the borders of Pasadena,
San Marino, and Los Angeles. Kármán needed a
residence like the one he inhabited when he worked at
Aachen, in which he could entertain faculty, business-
men, students, and other varied visitors. He found it on
this spot. Situated on 2 acres, it looked like a Spanish
villa, dominated by a big square house with a heavy
tiled roof and low stucco walls. At the front, a rolling
lawn and high gate offered privacy; at the rear,
serpentine walkways crossed a handsomely laid-out
garden.

Buying a home, helping his mother and sister adapt,
and meeting many new faces all at once contributed to
Kármán’s growing involvement in Pasadena. But these
factors paled in comparison to his absorption in the life
of GALCIT. Millikan reminded him just what
Caltech expected from the Guggenheim Laboratory:
to act as a magnet to attract the American aviation
industry to Southern California, and to lure the
regional aviation industry—as well as national recog-
nition—to Caltech. These expectations came into
high relief with the publication in May 1930 of a
GALCIT brochure entitled, ‘‘Announcement of the
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Graduate School of Aeronautics.’’ Issued the month
after Kármán’s permanent relocation, it offered the first
clear sign of the direction of his leadership. It
announced a faculty not too different from that present
when GALCIT opened in 1928 (with the major
exception of Kármán himself), consisting of Clark
Millikan, Harry Bateman, and Arthur Klein. But it
also noted the additions of Arthur Raymond (assistant
chief engineer at Douglas Aircraft); doctoral candidate
Ernest Sechler; and (on a part-time basis) faculty
members Paul Epstein, fellow mathematician Eric
Temple Bell, and geophysicist Beno Gutenberg. The
brochure also gave Kármán the opportunity to define
the school’s research emphases, with two general fields
dominating its curriculum: aeroelastic structures/elas-
ticity and aerodynamics/fluid mechanics.

Not surprisingly, these areas closely paralleled Kár-
mán’s personal specialties. They also reflected his
preference for applying theoretical research to practical
problems (Figures 2 and 3). The structures program
represented a conscious effort to provide aircraft
companies with reliable data on metal skins and
supports based upon ‘‘sound theory . . . substantiated
by experimental evidence.’’2 Raymond and Klein
taught the aeroelasticity courses while Kármán, whose

dissertation and earlier works concentrated on colum-
nar strength, developed new theories on the buckling
properties of sheet metals. The aerodynamics program,
on the other hand, concentrated on skin friction and
boundary layer phenomena, exploring fundamental
concepts of drag both on test aircraft and in the
GALCIT wind tunnel. Kármán, Klein, and Clark
Millikan took the leading role in this department,
pursuing wing theory and new frontiers in fluid
mechanics.

Very quickly, the results flowing from the Guggen-
heim Laboratory influenced the design of the latest
aircraft produced by such Pacific Coast firms as
Douglas, Lockheed, Consolidated-Vultee, Northrop,
North American, Hughes, and Boeing. In fact, a hint
of the success to come occurred just as Kármán took
control of the lab. Originally, the staff had assumed
that tunnel usage would be divided about evenly
among GALCIT researchers and the regional aircraft
industries. But because the new Caltech machine
outperformed almost every other wind tunnel then
operating, the proportion shifted heavily toward the
commercial firms. Indeed, it became so popular that
despite 17-hour-per-day operations, the laboratory’s
faculty and students could only find a few weeks out of
a year for their own work.

The heavy booking may be explained in part by the
labor-intensive nature of the experiments, most of
which took from 1 to 4 weeks to complete. The process
began with the delivery to the lab of large hardwood
prototypes—some with wingspans as wide as 8 to
9 feet—that the aircraft companies wanted to verify. A
team of GALCIT students suspended these test

Figure 2. A profile of Kármán taken at a public event in 1939,

the year in which the Caltech rocketry program under his

supervision became organized and funded as the Air Corps Jet
Propulsion Research Project. At this stage, Caltech rocketry

consisted in part of designing, fabricating, and flight testing

rocket canisters to boost aircraft performance; in time, it (and
other aspects of the rocket program) would metamorphose into

the Jet Propulsion Laboratory. [Image courtesy of NASA]

Figure 3. Before trial flights of the GALCIT rocket canisters at

March Field, California, in 1941, Kármán makes calculations on
a wing as Clark Millikan (far left), student Frank J. Malina

(second from right), and Captain Homer Boushey (far right) look

on. [NASA/courtesy of nasaimages.org]
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articles from seven balance points and subjected them
to a range of airspeeds. Weight readings taken at the
seven terminals, relayed to two operators in a control
room, indicated the load carried by the models at
various simulated altitudes and velocities. The staff
then compared the data to aerodynamic calculations.
At the end stage, Clark Millikan analyzed the findings
and prepared reports for the firms, often recommend-
ing modifications of the designs.

Perhaps even more important than the actual
engineering services Kármán rendered to Donald
Douglas, Jack Northrop, and the rest, for the first
time in American history a flight dynamics scholar of
worldwide renown invited the leaders of the aircraft
industry onto a university campus to derive practical
benefits from the latest research. In addition, engineers
employed by the regional aircraft companies and
military officers involved in research and development
soon appeared at the laboratory not just to observe the
operation of the storied new wind tunnel, but also to
take undergraduate and graduate courses, to earn
degrees, and to attend Kármán’s periodic special
lectures (Figures 4 and 5). Moreover, once they began
to appreciate the increases in aircraft efficiency to be
derived from GALCIT research, the bosses of
Douglas, Northrop, Lockheed, and the others began
to hire Kármán’s graduates as full-time members of
their design teams. As a consequence, in a relatively
short period of time, a more science-based approach to
materials, controls, and structures overcame the
traditional reliance on empiricism in American aircraft
design. Although other centers of university aeronau-
tics existed in the United States prior to the creation of
GALCIT, the Caltech model that integrated teaching,

basic research, and industrial consulting—a European
model based upon Kármán’s own experiences—grad-
ually took root throughout the country (Figure 6).

No project from this period did more to advance
GALCIT research—or indeed, aeronautics as a
whole—than the early series of Douglas Commercial
(DC) passenger aircraft. The initial contact between
the laboratory and the manufacturer occurred between
Arthur Klein and Donald Douglas himself. Klein
worked part time for the Santa Monica, California,
airplane maker and persuaded him to refer some of his
technical problems to the Pasadena campus. Although
the Guggenheim family at first subsidized the work for
Douglas, in time the design studies undertaken for him
led to a booming consultancy for GALCIT and its
wind tunnel.

Until February 1934, building airliners had not been
a profitable business. But in that month, the balance
shifted: the U.S. Army Air Corps abruptly canceled its
airmail contracts with private carriers and began to fly
the routes with military airplanes and crews. Deprived
of lucrative orders for transport aircraft to haul the
mail, the aircraft industry scrambled to adapt their
designs for commercial use. For his part, Donald

Figure 4. Kármán at the blackboard. He considered teaching
his most important professional responsibility and, among his

many attributes, his greatest single talent. [NASA/courtesy

of nasaimages.org]

Figure 5. Kármán relaxing at his desk in his office at home, a

place where many of his students found themselves late at
night, after the parties on South Marengo Avenue had

subsided, attempting to solve equations under his watchful

eye. [Image courtesy of NASA]
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Douglas asked Arthur Raymond, one of his most able
engineers, to help the company find a niche in the
airline market. By now a part-time teacher on
Kármán’s faculty, Raymond brought the full resources
of GALCIT to bear as his firm set its sights on
designing the prototype DC-1 airliner, which went
into production as the bigger, 14-seat DC-2, built
expressly to carry human beings instead of sacks of
letters and parcels.

During this time of design ferment, Douglas
promoted Raymond to chief engineer and put him at
the head of a group charged with fabricating an
expanded DC-2. The resulting DC-3 airliner soon
became the empress of American and world air travel
and the first airplane to make money for the airlines on
passenger seats, as opposed to airmail contracts. It
attained its legendary reputation for speed, strength,
durability, and comfort in large part due to the
collaboration between the Guggenheim lab and the
Douglas engineers. In its early flight tests, the DC-3
experienced severe wind buffeting, especially troubling
because of its low wing mounting on the fuselage.
Through calculations and experimentation, Kármán and
his staff determined that a thin fairing, or fillet, fastened
along the juncture of the top surface of the wing and the
fuselage quieted the turbulence. Wind tunnel data
demonstrated that this adaptation eliminated a danger-
ous leading edge, from which eddies of air (the
notorious Kármán vortices) raced back, severely shaking
the aircraft’s rear structure. The discovery and remedy

made the difference between a highly stable aircraft fit
for the flying public versus one threatened by the
dangerous turbulence that afflicted many other trans-
ports. In France, engineers soon referred to these little
metal fairings as ‘‘Kármán fillets,’’ a feature that found its
way into many aeronautical designs.

One other Caltech research innovation greatly
improved the seminal DC-3. Throughout the 1920s
and into the early 1930s, airplane fabrication continued
to rely for the most part on wood and fabric, as well as
external supports. Manufacturers shied away from metal
structures and skins, fearing that the weight and buckling
qualities rendered them unsafe for the pressures
associated with flight. But Kármán, working with Ernest
Sechler, proved that by running stiffeners along its
surfaces, sheet metal would flex, not deform. Construct-
ed entirely out of a metal shell and strengthened by
internal, rather than external, bracing, the DC-3 began
service in 1935, and its immense and immediate
popularity did much to broadcast its updated fabrication
methods and materials to manufacturers everywhere.

The landmark improvements contributed by Theo-
dore von Kármán4 and his staff to the DC-1, the DC-
2, and finally the DC-3—the most influential airliner
in the history of aviation—cemented the reputation of
GALCIT among the elite aeronautical institutions, as
well as among the aircraft firms of the region (Figure

7). In addition, by catapulting the laboratory’s work to
the far corners of the aviation world, these early
projects represented at least a partial fulfillment of

Figure 6. Pausing for a cigar as he led a group of allied scientists into newly liberated parts of Europe at the close of World War II,

Karman is flanked by Dr. Hugh L. Dryden (far left) of the National Bureau of Standards, and Drs. Ben Lockspeiser (second from left)
and A. P. Rowe (far right), both English scientists. Kármán undertook the task of interviewing captured German scientists and seizing

their papers and equipment at the behest of Commanding General of the Army Air Forces Henry H. ‘‘Hap’’ Arnold. [NASA/courtesy

of nasaimages.org]
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Robert Millikan’s5 dream of fashioning Caltech into a
competitor with the nation’s great centers of scientific
teaching and research. C
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founded and directed the Jet Propulsion Laboratory; advised Hap Arnold,

commanding general of the Army Air Forces throughout World War II,

eventually contributing the seminal postwar report, Toward New

Horizons; and conceived of (and served as the first chairman of) the Air

Force Scientific Advisory Board. During the early 1950s, he formed the

NATO Advisory Group for Aeronautical (later Aerospace) Research and

Development. In his last years he shuttled between Paris and Pasadena.

Three months after being awarded the first National Medal of Science by

President John F. Kennedy at the White House, Kármán died in May
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Figure 7. Late in life, Kármán stands arm-in-arm with two old

friends: his successor as director of the Jet Propulsion

Laboratory, Dr. William H. Pickering (left), and Dr. Frank J.

Malina, one of his first rocketry students. [NASA/courtesy
of nasaimages.org]
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The Simulation and Analysis Facility (SIMAF) is a state-of-the-art U.S. Air Force facility

specializing in high-fidelity, virtual (manned), distributed simulation to support acquisition and

test located at Wright-Patterson Air Force Base, Ohio. The SIMAF is charged with supporting

capability planning, development, and integration in support of Air Force and Department of

Defense acquisition program objectives. Key areas of emphasis include capability development and

integration, network-centric system-of-system development, and electronic warfare.
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W
arfare is information-centric, and
the future will continue to reward
the combatants who are able to
communicate across the force in
real time, fuse those data, and

swiftly apply cognitive reasoning to those data to yield an
information advantage over the enemy. Data flows
through electronic channels between our forces. The
Simulation and Analysis Facility (SIMAF), located at
Wright-Patterson Air Force Base (AFB), Ohio, recog-
nizes the need to assess those electronic data between our
platforms; command, control, communications, and
computers (or C4); and weapons by bringing the best
resources of the cross-domain community together
through a distributed test bed (Figure 1). The SIMAF
was developed to support this objective.

The SIMAF has the ability to conduct large-scale
live, virtual, and constructive (LVC) analytically based
assessments within the facility or connect to other U.S.
Air Force and Department of Defense (DoD) or
coalition partners. From the concept of operations and
tactics, techniques, and procedures development to the
assessment of current or future systems, the SIMAF’s
expertise spans numerous domains (Figure 2). Our
analytical process is based upon system engineering
principles with the objective of fostering software reuse
and thereby increasing the return on investment for
any dollar spent in simulation. Each assessment
environment is uniquely constructed from the analyt-
ical objectives and implemented using an object-
oriented real-time framework. Software and hardware
integrated applications are built from that framework.

One of our core capabilities includes the ability to build
unique integrated hardware and software systems,
conduct analyses of these systems in a real-time
environment, and deliver usable data analysis products
to the acquisition community and to do it quickly. One
of our primary goals is to ensure these hardware and
software systems are designed to allow for reusability:
we enable massive reuse of software objects for each
project. As our software object library grows and
relationships with distributed partners’ mature, project
completion times are greatly decreased. Our ability to
rapidly construct real-time virtual environments in
record time is based on a system engineering process, a
reusable object-oriented framework, and automated
tools that allow the team to collaborate across the life
cycle of an assessment. This complex mission is
accomplished by our staff of 20 government employees
and over 70 contractors.

The SIMAF was created by the Aeronautical
Systems Center in 1995 to fill a gap in the application
of manned simulation to support system requirements
development and refinement. Since 1995, the SIMAF
mission has matured from a single-system focus to a
system-of-system focus. Over time, system interoper-
ability matured into network-centric or network-
enabled warfare concepts. Today, the SIMAF’s
mission centers upon decision support necessary to
assess the horizontal integration of systems via tactical
data links to generate desired battlespace effects. Our
mission necessarily encompasses foundational capabil-
ities vital to the successful execution of any mission
such as tactical data links and electronic protection and
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attack. Since 2000, the SIMAF has established key Air
Force and Department of Defense partners via
distributed simulation to bring the best of breed from
across DoD in support of our customers.

In 2004, the Air Force–Integrated Collaborative
Environment (AF-ICE) was created in response to an

evaluation gap in the ability to access network-centric
weapon systems and provide net compliance testing
prior to fielding (Figure 3). AF-ICE is the combination
of existing Air Force live (test range assets), virtual
(modeling and simulation facilities), and constructive
(models) assets in the inventory to evaluate these

Figure 1. Representation of data flow in a virtual environment.

Figure 2. Integrated live, virtual, and constructive environment.

Menke & March

470 ITEA Journal



complex systems. These facilities can be linked together
via the Joint Mission Environment Test Capability
(JMETC). AF-ICE has facilitated partnerships with
other organizations within the LVC community.
Examples of these partnerships include the Global
Command and Control Innovation Center at Langley
Air Force Base, Virginia; the 46th Test Squadron/Data
Link Test Facility at Eglin Air Force Base, Florida; and
other key service and industry partners such as the U.S.
Navy at Patuxent River Naval Air Station, Maryland.

In addition to the relationships the SIMAF has with
other Air Force and joint DoD test ranges, we have
developed a strong relationship with the National Air
and Space Intelligence Center and other members of the
intelligence community. The combination of these
relationships has allowed us to develop and maintain an
ability to generate scalable, valid threat environments to
support real-time assessments in a credible, integrated air
defense system computer–based representation.

Current projects include Airborne Electronic At-
tack, Airborne Networking, and Unmanned Aerial
System Sense and Avoid. The SIMAF continues to
work with our partners to foster improved air and
ground modeling and simulation infrastructure in
support of joint network design, development, and
assessment.

Given the history of building and prototyping
capability and partnerships, the SIMAF also is among

the thought leaders in facilitating, integrating, and
executing events with the main focus to capture
credible data useful for decision support. For example,
the SIMAF is leading a new activity, Air Ground
Integrated Layer Exploration (AGILE). The objective
of AGILE is to provide a mechanism to address
complex system-of-system assessment objectives by
capturing the overarching customer objectives; render-
ing those objectives into requirements; and satisfying
those requirements via analysis through the planning,
technical integration, and execution in an LVC
environment. The AGILE combined distributed test
team will conduct a technical and an operational
assessment of the information exchange requirements
and broader system interoperability to support con-
ventional mission threads, including Joint Close Air
Support, Time Sensitive Target, and Joint Fires. The
primary goal is to identify (interoperability) gaps,
shortfalls, and overlaps with current systems and
networks supporting Joint Fires within and between
the Air Force, Navy, U.S. Marines, and U.S. Army air-
to-ground communication layers. Additionally, AG-
ILE will assist in defining requirements for the
Command and Control Network Partnership and
build upon the Joint Forces Command Joint Systems
Integration and Interoperability Lab concept in a joint
distributed LVC network to support developmental
test and operational test agencies.

Figure 3. Air Force–Integrated Collaborative Environment.

SIMAF, Wright-Patterson, Ohio
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The LVC network for AGILE will be based on the
existing JMETC infrastructure (a long-term SIMAF
partner) tying various sites together for event execution.
Potential AGILE Fire sites include the White Sands
Missile Range, Central Technical Support Facility,
SIMAF, Global Cyberspace Integration Center, Elec-
tronic Systems Center, Space and Naval Warfare
Systems Command, Redstone Test Center, and 46th
Test Squadron. The maturing JMETC environment is
built on the foundation of an operationally representative
construct that allows programs at all stages in the
acquisition process the opportunity to quantitatively test/
assess their performance.

Future of distributed test
With AGILE Fire (and other activities), the SIMAF

is partnering with several organizations within the DoD
to address critical factors in distributed testing. One of
those factors is the nature of the historical acquisition
process. Our acquisition and test culture is system-
centric. Additionally, our acquisition and test processes
are serial and independent processes. Finally, the service
acquisition and test cultures do not readily lend
themselves to the concurrent acquisition and testing of
air and ground systems within a broader, more expansive
concept of operations. The result is anything but
interoperability. Perhaps the most difficult aspect is to
change the culture and policy. System-of-system inter-
operability is reliant on distributed environments. The
SIMAF has a focus on distributed testing, but overall
success requires the community to increase the confi-
dence level of program managers, primes, testers, and
many other disciplines, to include the operational force
and analysts, that the event data are credible. Further-
more, DOT&E needs to capture the continuum of
activity leading up to a ‘‘system’’ operational test. An
assessment environment that can provide early insight
for program managers and primes through continual
assessment opportunities, for all programs big and small,
will increase the program managers’ comfort level and
will be seen as a benefit rather than a burden. This
approach needs to map to a mission context and
comprise combined service/joint assets so technical and
cognitive effects can be understood. Moreover, regardless
of where a system or technology is in the acquisition
cycle—from milestone A through full operational
capability—this continual assessment/insight–early in-
fluence business model provides opportunities to under-
stand system attributes in a combined service environ-
ment without the gravity of a milestone decision. Using a
flexible, disciplined approach within the acquisition
community, from individual acquisition programs to
emerging technologies that ‘‘touch’’ many platforms, will

provide the means to effectively use distributed environ-
ments with confidence, reducing overall acquisition and
test cost while providing increased confidence that
systems will interoperate in the field.
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A New Alpha-Omega Map for Acquisition Test
and Evaluation

George Axiotis

Department of Defense, Washington, D.C.

Department of Defense (DoD) Acquisition Test and Evaluation (T&E) has been the

gatekeeper to Major Defense Acquisition Program production since its formalization over 25

years ago. Yet, the landscape of the types, methods, and sources for war fighting systems has

significantly evolved. The Department has studied and recommended action for Acquisition

reform for decades, only tweaking in the margins for T&E. The time is right for DoD to

consider a new approach to T&E, steering away from the ‘‘buy’’ decision to the more relevant

‘‘acceptance’’ and ‘‘operational’’ domains. This article outlines the issues and proposes a new

‘‘Alpha-Omega’’ map for T&E for the way we actually procure DoD systems.

Key words: Acceptance tests; acquisition reform; contractual necessity; field operations;

low-rate initial production; near-peer threat; persistent engagement; users.

D
epartment of Defense (DoD) leaders
and numerous reform studies criti-
cize the acquisition process for its
inability to control spiraling costs and
delays in getting systems to the user.

In response, acquisition reform efforts to date focus on
better requirements, efficient resources planning, as
well as increasing feedback and accountability.1 DoD
Test and Evaluation (T&E), comprising the formal
processes, policies, personnel, equipment, facilities, and
consumables necessary to develop, certify, test and
evaluate defense systems for production, has faced
much of this criticism. In response, T&E reform
focuses on process streamlining, reducing overhead,
and further integration within the engineering process
to better support the ‘‘buy’’ decision. The defense
acquisition process, using T&E as a gatekeeper, is
relatively unchanged since the Packard Commission
recommendations.2 Yet, the methods and players of
DoD acquisition have fundamentally changed. Just as
the Pentagon is embracing a new map for the
application of military power based on an active
strategy for the world, as it is today, DoD needs a
similar active strategy for who is best served by T&E.3

This article examines the fundamental influences to
Acquisition T&E and the results of major studies to

date on reforming Acquisition T&E, and concludes
that the current emphasis on ‘‘buying’’ as the ‘‘raison
d’être’’ for T&E must be replaced with a new two-
tiered framework and leadership that better support
both contractual necessity and operations in the field.
There is a new world of defense systems acquisition
driving the need for a new map for T&E based on
acceptance and operation, which I suggest are the
Alpha and Omega of a new T&E order.

Good intentions
Acquisition T&E follows a linear engineering

approach to reduce risk, build insight to meet contract
delivery, and assess the delivered configuration in
operational environments, verifying that the system
works warranting further procurement.4 Acquisition
T&E is Service- and system-centric, managed through
dedicated funding and contract vehicles with both
developmental (DT) and operational testing (OT)
supporting the ‘‘buy’’ decision. Public Law delays the
decision until a ‘‘Beyond LRIP Report’’ is published
following OT.5

Yet for all its formality, T&E plays a weak role in
controlling what the Department actually buys. The
current DoD Acquisition policy allows initiation of
low-rate initial production (LRIP) just after Critical
Design Review. What test results are available support
this decision, but completion of testing or successful
results are not formal prerequisites.

There is no DoD ‘‘Approval for Service Use (ASU) ’’
decision based on successful test results. The only legal
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hurdle to proceeding beyond LRIP is a report by the
Director of Operational Test and Evaluation
(DOT&E) of an operational test where the test plan
was approved in advance by DOT&E.6 Again, as with
LRIP, there is no requirement to pass the test, only to
conduct it. Acquisition T&E today operates within a
‘‘buy’’ construct that neither demands minimal user-
oriented testing before beginning the production
process nor formalizes the full commitment to
production through successful completion of testing.

Emphasis on speed
DoD Acquisition reform since the mid-1990s

emphasizes faster cycle times through efficient man-
agement, capitalizing on emergent technologies, field-
ing of early capabilities, and continuous product
evolutionary cycles. The objective is to maintain a
competitive edge by getting to the ‘‘buy’’ decision
faster. Yet, in World War II (WWII), compelling need
put emphasis on production, with T&E supporting it.
Production changes, additional requirements, and
performance shortfalls based on experience in the field
were the foundations for block upgrades.7 Over 60
years later, the Mine Resistant Ambush Protected
Vehicles procurement mimics this approach with an
emphasis on T&E supporting production.8

DoD works to balance procurement for both a
longer-term near-peer threat as well as near-continu-
ous engagement against a less-defined extremist
threat.9 Senior leaders rely on the current acquisition
construct in favor of one that responds better to ill-
defined threats, requirements that grow and change
rapidly, and technologies that evolve many times
within the development cycle.10 Today, as in WWII,
the focus is getting the right capability to the field
faster, but speed-to-user is not enough to drive
significant change in T&E.

A new environment, really
There have been profound changes to DoD systems

development and acquisition brought about by industry
practice and by government policy that sets the new
environment for T&E.11 The following provides an
illustrative snapshot:

N Requirements process. Requirements have
steered away from the primacy of technocrats,
planners, and buyers to the current end-user.12

Component Commanders present unique chal-
lenges, as they focus on near-term needs and have
different visions for how requirements are met
and how advanced technology can be used. These
users are less concerned with technology nuances,
industrial influences, and specific capabilities.

Yet, to manage successful acquisition, specificity
is critical for configuration design and engineer-
ing.

N Systems development. Systems are more com-
plex, and the ability to characterize fully end-state
performance before fielding is a challenge. Lead
systems integrators have increasingly less insight
into the subsystems they are integrating and thus
less confidence in understanding, and certifying
to, actual systems-of-systems performance. The
burden increasingly falls back to the Department
to resolve, with risks not only from increasingly
complex systems-of-systems integration with
differing maturity but also from the globalization
of defense industrial capability.

N Industrial base. The consolidation of the defense
industrial base through the 1990s has left DoD
with fewer options for competitive development
of major capital systems. This drives systems to
take on inherent design, engineering, production,
and management practices with less government
insight. Key components and materials will
increasingly be available only from foreign
sources with subsequently less control of the
design and engineering.13 The emphasis shifts
from preproduction to as-delivered product
adequacy.

N Mismatched acquisition strategies. The recently
signed DoD 5000.02 Instruction relies on
technologies being wrung out before initiating
development, competitive prototyping used to
find the ‘‘best of breed,’’ and due diligence
through T&E before production. Yet, technology
evolves too quickly to tie acquisitions to fixed
baselines with initial units differing in perfor-
mance and utility from those later on in
production. Lead systems integrators today
deliver systems comprising subsystems in various
levels of maturity and product life cycles.

N Non–Service-unique systems. In spite of the
rhetoric, DoD does not buy capability; it buys
‘‘things’’ (systems) that are married to others, and
users, to form war-fighting capabilities. While
DoD is procuring more ‘‘joint’’ systems than ever
before, the vast majority are still Service-centric
asked to operate in ever increasingly joint
environments.14 It has become more difficult to
characterize one system’s adequacy for its own
acquisition decision without interdependent sys-
tems that in and of themselves are of varying
maturity levels.

N Networked operations. National defense strate-
gy reflects ever-increasing multi-Service and
Coalition operations.15 These self-forming oper-
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ations preclude fully understanding interfacing
systems performance or concepts of operations to
support an adequate operational test in advance of
fielding decisions. While the Department’s Test-
ing in a Joint Environment Roadmap of 2004 set a
vector to lash together the disparate testing
capabilities within the Department and Industry,
it can only go so far given ever-changing
configuration baselines and unpredictable alter-
ations of netted combat systems.16 Testing and
subsequent evaluations will focus more on in-
theater assessments.

N Expanded acquisition authority. Once the
domain of major Service Commands, acquisition
authority has spread to user and mission-centric
organizations such as Missile Defense Agency and
Special Operations Command, each with their
own processes. As such, systems developers will
have less confidence in their system’s performance
as they have less insight into, or control of,
interfacing systems. T&E will less likely depend
on a priori knowledge of full system capability and
default to rudimentary baseline assessments.

N T&E beyond the Program Manager (PM).
System complexity and interconnectivity means
that testers will find it difficult to build a test
scenario that characterizes all desired perfor-
mance points within shorter development time
frames. Added is less confidence in the threat or
expected concepts of operations as each user will
likely tailor operations to their own needs.
Acquisition will increasingly rely on tests outside
the PM’s control to build just enough insight for
the decision needed. Capitalizing on other data
from which to build consensus is key to
Integrated T&E methodologies of the revised
DoD 5000.02.17

N Services are oversight. Service T&E has under-
gone massive consolidation since the mid-1990s,
which is not likely to be reversed anytime soon.
Since 2000, the U.S. Army has consolidated much
of its T&E organization and reduced its workforce
between half and two-thirds. The U.S. Navy
reduced personnel and substantially integrated its
prime contractor/government testing. The U.S. Air
Force further shifted DT control to prime contrac-
tors with commensurate reductions in its work-
force.18 The burden of conducting traditional
Service DT has fallen more onto the contractors
as part of the product acceptance process.

The above ‘‘snapshot’’ shows not only what ways
have changed when the Department acquires its
systems, but also that most aspects cannot be addressed

without fundamental change in T&E. Much of what
exists in today’s ‘‘new’’ methodologies to help nudge
the acquisition process along in this new environment
ignores the Acquisition T&E world as it has become.
The current processes quickly succumb under the
weight of the endless reviews and forums.

No real change
DoD conducted three comprehensive studies on

weapon system acquisition, with emphasis on T&E, to
include the Defense Acquisition Performance Assess-
ment (also known as [aka] DAPA Report), the
Defense Science Board Task Force on Developmental
Test and Evaluation (aka DSB Report on T&E), and
the Joint Defense Capabilities Study (aka Aldridge
Study). These authoritative studies produced a myriad
of recommendations for T&E and Acquisition. While
each report had its emphasis, their findings and
recommendations for T&E were generally similar
and grouped into four broad thrusts:

N gain organizational efficiencies by blurring the
distinction between DT and OT,

N push discovery earlier in the process through
more rigorous testing up front,

N increase transparency and streamline process
overhead, and

N better utilize the planning and acquisition
processes for joint war fighting needs.

All three studies hoped to efficiently push T&E to
better support the ‘‘buy’’ decisions through process
streamlining and combining DT and OT events where
possible as part of an integrated T&E framework
feeding a continuous thread of discovery. These reports
form the basis of the DoD 5000 Integrated T&E
strategy. Yet, ‘‘integration’’ is fundamentally an effi-
ciency exercise of questionable purpose as early-on
schedule and cost avoidance are lost through later
rework and retest.

Unfortunately, neither report reassessed T&E’s role
or its customer. While testing is fundamental to
systems engineering and contractual compliance,
Acquisition T&E is seen as a ‘‘speed bump’’ to
procurement. In trying to serve many masters, T&E
became costly, less efficient, and its reports of
questionable utility to both buyers and users.

A future of many masters
Future Acquisition T&E must support two acqui-

sition extremes, the quick-reaction, less-defined threat
and the long-term, near-peer threat.19 It must also
support near-term contractual necessities as well as
longer-term product life-cycle processes. The emphasis
is on early capability delivery for initial fielding. For
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many complex systems, the Department will only begin
to understand what it has received once it is delivered
and operating in the field. The Missile Defense
Agency recognized this and developed T&E processes
to support dedicated knowledge points that now form
the basis for the revised DoD 5000.20

As in WWII, we find ourselves with users forward
deployed and persistently engaged and needing 75
percent solutions in months. DoD must be more
efficient and effective in getting information to the
user and feedback from operations in the field.

A new model
Utility, not buying

Acquisition T&E must focus on its mission, not
function, to support Acquisition and system complexity
as they are today. T&E must uncover critical risks prior
to initiating a program or, once begun, build
knowledge to trade off risk. The focus today is to
provide capability as soon as it is ready, with T&E the
primary mechanism for fielding the right capability at
the right time. This new model proposes it be separate
from, but affiliated to, the buying decision.

While we acquire systems through the buying
process, it is capabilities based on aggregates of
constantly evolving systems that are delivered to the
user. Authority to initiate development has become the
initial production approval point reflecting the national
commitment it is. The Acquisition process is no longer
the tidy affair it once was. Yet, it is how DoD responds
that is the basis for a new T&E model, which shifts
emphasis from ‘‘buying’’ to the more relevant product
acceptance and operational domains.

An ‘‘Alpha-Omega’’ model
The new model for T&E shifts the emphasis from

buying to two basic, but not necessarily sequential,
domains. The first includes activities to characterize
sufficiently systems in support of contractual necessi-
ties, management, and initial fielding decisions—the
world of acceptance tests or ‘‘Alpha Tests.’’ The second
includes the operational assessments made some time
later to assess mission value added over the fielding life
cycle or ‘‘Omega Tests.’’

The vision is a T&E process that accelerates the
delivery of initial DoD capability by developers, while
ensuring continuous evaluation of performance in the
field for current operations and future capability
development. This approach supports acquisition and
life cycle activities such as the Department’s Perfor-
mance-Based Logistics and Training.

Alpha testing
Alpha Testing events are necessary to meet contrac-

tual requirements by capturing initial baseline capabil-

ity for Service use. ‘‘Alphas’’ comprise all initial
experiments, contractor development tests, quality
tests, Service-unique interface and environmental
compliance tests, security and accreditation tests. They
are the necessary blending of contractor tests (CT)
used to support delivery to the government with the
traditional Service-oriented interface testing (DT)
performed later on. Alpha Testing is a continuous
aggregate of events, not necessarily fully completed
events or pass-fail by their structure. Alphas are
‘‘owned’’ by a much broader community of stakeholders
and not necessarily under any one single agent’s
control. Their results form the basis for decision gates
ultimately for service use. Alpha Tests provide the basis
for understanding delivered items at the time of
delivery, not necessarily against a priori baseline
parameters.

An Alpha Test construct capitalizes on all existing
data sets, whether or not contractor derived, and is not
throttled by concerns over the color of money,
contracts, or ownership. It feeds on other Service
efforts, direct and indirect PM efforts, training and
fielding activities. Alphas fill the bin of system
knowledge regardless of source. Alphas provide the
PM, and those of affiliated efforts, the freedom to
select the appropriate data from which to argue the
case for delivery, up to and including Approval for
Service Use (ASU). Where there is lack of data, the
PM is obligated to fill the void or ensure that others do
their share to help build the case for ASU.

An Alpha approach requires involvement by cus-
tomers, users, test and oversight agents for insight and
advice where practical or necessary given their control
over ASU. Less oversight is required during Alpha
Testing as the burden falls on the PM to build the case
to deliver the incremental capability to the next user or
integrator in the chain. This methodology is consistent
with that used by sub-tier vendors delivering subsys-
tems to the lead systems integrators and consistent
with the Department’s Systems Engineering Guide.21

Omega testing
Omega Tests are those scripted and unscripted,

supervised and unsupervised demonstrations of systems
operation in the field. Users, operational test agents,
oversight, training, logistics, and doctrine agents focus
on system utility and are less concerned with the
buying decision. Omega Testing capitalizes on data
and experience in the field, not as pass-fail since the
Department has long since committed to the program,
but to build on the baseline understanding of
capabilities and limitations at ASU. Omega feedback
also forms the basis for the next capability increment or
decision to move on to new capabilities. Data and
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insight, through formal reports, assessments, or
observations, are provided to the community at large
to include operations research, requirements genera-
tors, product life-cycle managers, Program/Project
Managers, oversight entities such as Service Chiefs
and DOT&E, and training and doctrine agents.

A significant issue using today’s OT&E construct is
pegging deficiencies uncovered in complex systems-of-
systems tests for a product-centered acquisition
process. An Omega strategy broadens the responsibil-
ity as these events are funded through a myriad of
single and combined sources to include Component
Commanders, Training and Doctrine Commands,
Research, Logistics and Engineering Activities, Intel-
ligence Agencies, Programs, and other Service Acqui-
sition agents.

This approach expands the community of Omega
agents far beyond that limited by the Service
Operational Test Activity (OTA) and removes the
‘‘black hat’’ image of today’s operational testers. There
would be less concern by Acquisition principals that
OTA input blurs the role between system buying and
fielding. Nevertheless, U.S.C. Title 10 must be
revisited given the requirement to conduct an OT,
and for DOT&E, an independent operational assess-
ment must be made, prior to proceeding beyond LRIP.
It is likely DoD will need consensus with Congress to
either formalize a supervised period of Alpha testing
on basic systems to support independent reporting or
use the first Omega evaluation as the gatekeeper to
further cross-Service capabilities. The latter would
seem more appropriate as Congress and the DoD get a
better picture of capabilities fielded and future needs
with effectiveness judged through a broader evaluation
lens.

Organizing to the Alpha and Omega
Service field activities would continue to function as

life-cycle agents and as centrally or directly funded
Alpha testers, supporting any Alpha event whether
Service-specific or at Contractor sites. Alpha, being
nonpartisan, can be managed either before formal
program initiation, during program phases, or as part
of postproduction life-cycle support. Much of this
structure is already in place as test personnel at
Department Major Range and Test Facility Base
activities are direct customer-funded operations.

Service OTAs, freed from the grip of the acquisition
process, support customers of all types. OTA and
Omega would be funded through a much broader array
of customers less tied to programs. The expeditionary
OTA, or other agents tapped for such roles, deploy to
theaters of operations or specific test sites to act as user
test or evaluation agents. A much smaller senior cadre

would be reserved for overseeing Alpha events
supporting ASU decisions through working arrange-
ments with program offices. Their portfolio of
products and services would be greater than current
program-centric assessments. The OTAs would be
managed by the Services, overseen by DOT&E, and
free to expand their operations worldwide to include
foreign systems. This new and expanded role sets the
OTA on a path to supporting future war fighting
capability.

The emphasis is on empowering, with responsibility
based on a closer working relationship between the
developers and users. The Alpha-Omega strategy relies
on three simple rules by which to frame progress and
argue for ASU when appropriate.

1. What war fighting capability is provided (i.e., not
the ‘‘thing’’ being procured)?

2. To what degree does it work, and how do you
know (i.e., capabilities/limitations as delivered)?

3. What are the impacts to other systems (i.e., risk
assessment across the Doctrine, Organization,
Training, Materiel, Leadership and education,
Personnel, and Facilities domains)?

Empowered testers
Testers and evaluators increase their impact on new

program vectors. The emphasis is not on whether
systems are good enough to buy (as they are already
being bought) but rather what new vector must be set
based on performance and deficiencies observed.
OTAs plan, manage, and oversee Omega Tests as well
as assess capability in the field, working with the users
to vet future capabilities, upgrades, or changes to
doctrine and concepts of operations. A new Joint
Omega Executive provides both independent and
collaborative insight of systems-of-systems operations
in the field to support capability increments.

The right oversight
The Under Secretary of Defense for Acquisition,

Technology and Logistics—through either the Direc-
tor for Systems Engineering or the new Director for
Developmental T&E22—oversees Alpha activities,
ensuring that adequate insight and progress supports
(along with user input) the decision when capabilities
are fielded. This leader would also ensure sufficient
capacity, training, and capability exists at T&E
facilities. The DOT&E would oversee all Omega
testing, advise on operational realism for Alpha events,
and continue to report independently to Congress.
Oversight agents would focus less on technical detail
and more on validating that the achieved capability is
usable and understood by the users.
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A new Test and Evaluation Master
Plan (TEMP)

A cottage industry has been built around TEMP
production to document the PM and OTA commit-
ment for T&E. Yet, in the pace of today’s program-
matic change, the TEMP becomes rapidly outdated.
Under this process, the TEMP merely outlines the
PM’s top-level strategy for the next ASU decision
focusing on system maturity, external resources, and
likely data collection points for ASU.

Conclusions
The recently revised DoD instruction on acquisition

strengthens the primacy of fielding, through acquisi-
tion, with T&E primarily supporting the latter. This
article proposes a new map for Acquisition T&E
supporting today’s persistent engagement as well as the
next near-peer threat. The DoD cannot wait for
optimal solutions before fielding capabilities or rely
solely on T&E as its gatekeeper. This new Alpha-
Omega strategy, based on acceptance testing for
delivery and operational use evaluations in the field,
is on par with Acquisition as it is today, not on how we
wish it to be. This strategy recognizes and accepts
T&E’s core role in engineering and contract compli-
ance, as well as T&E’s ultimate customer—the user.

This article examines how the acquisition environ-
ment has changed and how the process itself has
evolved as it continues to adapt to this new reality.
Nevertheless, recent authoritative studies on T&E
have not recognized these fundamental changes in the
landscape and have only recommended modest changes
to T&E processes to speed it up a bit and make it cost
a little less. T&E must emerge from its relegated
shadows in acquisition to support a new customer set.
The Alpha-Omega strategy hopes to change this by
shifting the traditional OTA role out of the ‘‘buy’’
process into the more relevant fielding process as the
agent of choice for a much wider set of customers to
include not only Service acquisition and life-cycle
agents, but also Component Commanders, Trainers
and Doctrine agents, and Requirements developers.

The Alpha-Omega strategy for T&E supports
bringing capability to the field faster, with better
understanding of capabilities and limitations, across a
broader set of systems of systems than current
methodologies, streamlined or not, can ever do. The
time is right for fundamental change. C
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Climb Trajectory Prediction Software Validation for
Decision Support Tools and Simulation Models

Jessica Romanelli, Confesor Santiago, Mike M. Paglione, and Albert Schwartz

Federal Aviation Administration, Atlantic City, New Jersey

The Next Generation Air Transportation System (NextGen) is the solution to capacity, safety,

and efficiency problems that will result from an expected increase in traffic. Trajectory-based

operations are identified in the NextGen Concept of Operations as a key capability required to

ensure the success of NextGen; thus, it is essential that the accuracy of trajectory prediction

software be tested and validated for all phases of flight. Trajectories are also modeled in fast-

time simulation tools that are used to test future NextGen concepts and identify possible benefits

or problems. The objective of this testing activity is to identify outliers during the climb phase of

flight in the trajectory predictions of two decision support tools as well as in the trajectory

modelers of two fast-time simulation models. The errors in trajectory prediction will also be

examined by aircraft type in order to measure the accuracy of aircraft characteristics utilized in

the tools.

Key words: Air traffic control; climb; cruise; descend; FAA; fast-time simulation; flight;

Next Generation Air Transportation System (NextGen); prediction software; trajectory

modeling.

A
ir traffic in the United States is
predicted to increase threefold by the
year 2025. The Next Generation Air
Transportation System (NextGen) is
the solution to capacity, safety, and

efficiency problems that will result from this increase.
The Federal Aviation Administration (FAA) is primarily
responsible for the implementation of NextGen. The
NextGen Concept of Operations identifies aircraft
trajectory-based operations as a key capability required
to ensure the success of NextGen. Four-dimensional
(4-D) trajectory prediction algorithms predict an air-
craft’s horizontal and vertical position at some time in
the future and are used for conflict detection, metering,
and other applications in air traffic management decision
support tools (DSTs). Fast-time simulation models also
utilize 4-D trajectory modeling in research and devel-
opment of new NextGen concepts. Therefore, it is
essential that the accuracy of trajectory prediction
software be tested and validated.

There are three phases of flight: climb, cruise, and
descent. Recent National Aeronautics and Space
Administration (NASA) analyses have shown that
changes in an aircraft’s phase of flight are associated
with higher trajectory prediction errors as compared
with cruising at a steady altitude. It has also been

shown that errors in climb trajectory prediction differ
among aircraft types (Gong and McNally 2004). The
objective of this testing activity is to identify the
trajectory accuracy outliers produced during the climb
phase of flight by various aircraft types and other
factors. Archived air traffic data from the Washington,
D.C., Air Route Traffic Control Center (ARTCC) is
utilized to compare the accuracy of trajectory predictors
used in DSTs such as User Request Evaluation Tool
(URET) and En Route Automation Modernization
(ERAM), as well as those used in fast-time simulation
models such as Airspace Concept Evaluation Simula-
tion (ACES) and Reorganized Air Traffic Control
Mathematical Simulator (RAMS).

DSTs aid air traffic controllers in making the safest
and most efficient decisions in moving aircraft. URET
was developed to help air traffic controllers safely handle
a greater number of user-preferred flight profiles,
increase flexibility, and increase system capacity (Mitre
Corporation, 2008). ERAM combines the functionality
of URET and the Host Computer System and provides
the ARTCCs with surveillance and flight data process-
ing, conflict probe functionality, and display support for
the national airspace system (FAA, 2007). At the heart
of these critical systems is the accuracy of trajectory
predictions. Thus, analysis techniques to easily identify
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errors in the modeling of aircraft trajectories will help
ensure these systems meet their goals of improved safety
and efficiency.

Fast-time simulation is used in the validation of new
concepts to obtain an understanding of potential benefits
or problems. ACES is an agent-based fast-time
simulator developed by NASA to ‘‘enable evaluation of
the system-wide effects of proposed air transportation
concepts intended to reduce delay, increase capacity, and
accommodate the forecasted growth in air traffic’’
(NASA 2009). RAMS is developed and supported by
ISA Software and features 4-D flight profile calculation,
4-D sectorization, and 4-D spatial conflict detection and
resolution (ISA Software, 2008). Similar to the URET
and ERAM operational systems, these simulation
models also require trajectory predictions to be timely
and accurate. The methods developed in this article will
identify possible outliers in their trajectory modeling.

Overview of data and preparation
This activity focused on the accuracy of the

trajectories created by DSTs and simulation models
during the initial climb phase of flight. Thus, extensive
data preparation was required to filter traffic data to
only include flight tracks before their tops of climb
were reached and to convert the recorded data to
formats compatible with ACES and RAMS.

Base scenario
Recorded en-route air traffic from the ARTCC

(referred to as ZDC) was utilized in this study. The
recorded ZDC data were collected on March 17, 2005,
and contained approximately 5 hours of flight data and
approximately 2,200 flights. Using this recorded data,
two scenarios were created to generate input files for
URET and for ERAM test runs. For URET, this
consisted of a single file containing Air Traffic Control
(ATC) and track messages. This file was formatted
into an ASCII pipe delimited version of the Host
Computer System Common Message Set (HCS
CMS) (FAA, 2004). This ASCII version of the
CMS was developed during the URET Testing
Program. For ERAM, the input scenarios consisted
of two files, one containing ATC messages and the
other containing the radar target message. A mode of
the ATCoach simulator was invoked that reads the
ATC clearances in one file and the radar data in a
separate file, injecting them into ERAM and emulat-
ing the operational data flow (UFA, 2004). The two
scenarios are slightly different due to the different
methods of formatting the recorded data into appro-
priate URET and ERAM scenarios. These two test
scenarios were originally created for ERAM’s formal
Run-For-Record (RFR) Flight Data Processing/Con-

flict Probe Tool Accuracy Test in August 2007 and
were recycled for this experiment.

Since this focuses on studying trajectory accuracy
during the climb phase of flight, the scenarios were
truncated to only include aircraft that were departing in
both scenarios. Of the original 2,200 flights, 627
departure flights were analyzed in this study. This
filtering was performed after the scenarios were
executed by their respective systems; only during the
analysis of the results were flights removed.

Trajectory predictions of the decision
support tools

Once the air traffic scenarios are injected into
URET and ERAM, the predictions need to be
captured and input into the various test tools for
analysis. In order to compute the accuracy of any
trajectory prediction, two data sets are needed: (a) the
true (actual) flight paths, and (b) the trajectory
predictions. In this study, the actual flight paths are
derived from the recorded air traffic stored in CMS
format. Both URET and ERAM have their own
system analysis recording Synthetic Aperture Radar
(SAR) capabilities. The SAR is where predicted flight
paths are stored. The binary files that are produced are
parsed with a set of scripts. This produces a trajectory
file containing one or more 4-D trajectory predictions
for every aircraft in the form of a sorted listing of the
trajectory’s predicted positions in time, stereographic
x-y coordinates, altitude, and ground speed.

Preparation for simulation tools
RAMS and ACES are fast-time simulators that

model aircraft flight paths. These tools simulate aircraft
using a set of positional data, normally latitude and
longitude coordinates. The tools generate a 4-D flight
trajectory for every flight of a given air traffic scenario.
The flight trajectories are created based on the input data
and procedures specific to the individual tool; hence,
they are often different between models. Since our study
focuses on how close to actuality the models simulate the
aircraft during the climb phase of the flight, the input
flight paths for the simulation tools are created using the
recorded data described in the Base Scenario section.

The scenarios needed to be prepared prior to
injecting them into the models. The points of vertical
transition in the scenario track data were calculated to
define the time, speed, latitude and longitude coordi-
nates, and altitude of each vertical event. A vertical
event is a transition in the vertical profile from one
vertical phase of flight to another. The three vertical
phases of flight are level, ascending, and descending.
Figure 1a illustrates a flight with four vertical events,
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where the x-axis is time, and the y-axis is the altitude
of the aircraft. Furthermore, at time t2 an ascent-to-
level event occurs; at t3, a level-to-ascent; at t4, an
ascent-to-level; and at t5, a level-to-descent.

As previously mentioned, the simulations’ tools use a
set of horizontal coordinates to model the aircraft
flight paths. In addition to the starting and ending
coordinates denoted in Figure 1a by t1 and t6,
respectively, the latitude and longitude coordinates at
the time of each vertical event were used to produce the
input air traffic. An example of the horizontal profile is
presented in Figure 1b. The altitude and time at each
vertical event is utilized in the model as well. The tools
use this information to model the flights and generate
their own vertical profile. This profile may deviate
from the original inputted air traffic, which was based
on actual operational data; thus this study focuses on
measuring the amount of these differences.

Once the tools are executed, a 4-D trajectory is
created for every flight. These trajectories are extracted
into a trajectory file, which will be processed to
measure the accuracy of the simulated trajectory when
compared with the actual flight paths.

Trajectory prediction
accuracy measurement

Trajectories are generated by the trajectory predictor
(TP) that resides within a DST or by the trajectory

modeler (TM) within a simulation tool. In DSTs,
trajectories are used to alert air traffic controllers of
potential conflicts in the future. Trajectories in simu-
lation tools function as flight paths used to examine the
effects of new airspace concepts. The accuracy of a TP or
TM determines its overall performance. Measuring the
accuracy of a TP or TM requires the actual flight paths
as well as the flight paths’ predicted trajectories or
modeled trajectories. In order to measure the accuracy,
the difference in altitudes of the actual and predicted or
modeled paths is calculated. The details of these steps
are described below.

Measuring vertical trajectory
prediction accuracy

Trajectory prediction accuracy is measured by the
difference between the trajectory predictor’s path and
the actual path flown by the aircraft. In order to
measure this difference, the actual path of the aircraft
needs to be obtained by examining radar surveillance
reports and other ATC data such as flight plan
amendments and altitude clearances. A set of data
reduction and analysis tools is used to validate,
synchronize, and store the data into database tables.
Then another software tool is used to compare the
inputted trajectories against the actual flight paths and
calculate a set of metrics, quantifying the accuracy of
the trajectory predictions, which is stored in another
database table. The key metric in this study is the
vertical error. Vertical error is the difference between
the trajectory’s predicted altitude and the actual track
altitude (Paglione and Oaks 2007). Figure 2 illustrates
these two positions and the vertical error. The track
altitude is labeled TK while the trajectory altitude is
labeled TJ in the figure. A positive vertical error occurs
when the trajectory’s altitude is below the actual track
altitude; hence, the error is negative when the
trajectory’s altitude is above the track altitude. The

Figure 1. Vertical (a) and horizontal (b) views of vertical events.

Figure 2. Vertical trajectory error. Adapted from

‘‘Implementation and Metrics for a Trajectory Prediction

Validation Methodology’’ by Paglione and Oaks (Paglione and

Oaks 2007).
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errors are explored using descriptive and inferential
statistics acquired by a statistical software package.1

Interval-based sampling
There are two parts in considering the accuracy

performance trajectory predictions generated by DSTs.
The first is the accuracy of a trajectory predicting the
present position of an aircraft, and the second is the
accuracy of a trajectory predicting the future position of
an aircraft; both are extremely important in the conflict
resolution process of an ATC.

Interval-Based Sampling Technique (IBST) is the
trajectory accuracy sampling method developed by the
Conflict Probe Assessment Team (CPAT) at the FAA
William J. Hughes Technical Center and has been
used in many FAA studies and test programs such as
the Center Terminal Radar Approach Control (TRA-
CON) Automation System and URET (Paglione &
Oaks 2007). There are two main steps to the IBST.
First, track points of an aircraft are sampled in
succession a parameter number of seconds until the
end of the track (see Ts in Figure 3). Then the
trajectories are searched to find the most recent at a
given sample time. Once the active trajectory is
selected, the error in the trajectory is calculated
iteratively for every look-ahead time value specified
by the user. For the DSTs, a sample time of
120 seconds and look-ahead times of 60-second
intervals from 0 to 900 seconds were used for this
analysis. For the simulation portion of this study, a
sample time of 10 seconds and no look-ahead times
were used. Since there is only one trajectory for each
aircraft modeled in the simulation tools, look-ahead
time was not considered; however, sample time
frequency was increased. With the combination of
sample time (present time) and look-ahead time

(future time) IBST creates data that can be evaluated
to study the accuracy of trajectory predictions at
current and future states.

Results
The results of this testing activity are measured by

vertical error and by the absolute value of vertical error.
Vertical error accounts for the direction and magnitude
of the error, while its absolute value only provides the
magnitude.

The following standard statistical measures will be
referenced in presenting the results:

N the mean discussed is the arithmetic mean, which
is the sum of the values divided by the number of
values;

N the standard deviation is a measure of the
variance of a set of data from its mean;

N the median is the middle of a distribution, such
that half of the values in the data set are above the
median and half are below; and

N N is the number of error measurements in the
data set.

When the means of vertical error are discussed, it is
the mean absolute value of vertical error that is being
referenced since it more accurately illustrates the
average magnitude of error.

Decision support tools vertical error
Initially, it was expected that the vertical errors of

the DST ERAM would be less than those of URET. It
is, in fact, a design requirement for ERAM to be at
least as accurate as URET. Since several minor
algorithmic enhancements were made in ERAM, most
notably an improved radar tracking system, we
intuitively expected the trajectories of ERAM to be
more accurate than those of URET.

Results of the URET analysis indicated that it
contained, on average, moderate vertical error that was
somewhat balanced above and below the actual altitudes
(see Table 1). The maximum vertical error for URET
was 26,000 feet, and the mean vertical error for URET
was 1,777.19 feet. A median error of 242 feet indicated
slightly more error occurring above the true altitudes; in
other words, there was marginally more error when the
trajectory’s altitude was above the actual altitude than
there was when the trajectory was below the actual track.

The analysis of ERAM yielded similar results (see
Table 2). The maximum vertical error was 25,941 feet,
and the mean error for ERAM was 1,873.15 feet. The
median vertical error was zero, which suggested the
same amount of error existing above and below the
actual track altitudes.

Figure 3. Time-line for the interval-based sampling technique.

Adapted from ‘‘Implementation and Metrics for a Trajectory
Prediction Validation Methodology’’ by Paglione and Oaks

(Paglione and Oaks 2007).
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Table 2. Vertical error statistics for En Route Automation

Modernization.

Absolute vertical error Value

Mean 1,873.15

Standard deviation 2,320.11

Minimum 0

Maximum 25,941

Median 1,017

N 26,494

Figure 4. Histogram of absolute vertical error for User Request
Evaluation Tool.

Figure 5. Histogram of absolute vertical error for En Route

Automation Modernization.

Table 1. Vertical error statistics for User Request Evaluation

Tool.

Absolute vertical error Value

Mean 1,777.19

Standard deviation 2,190.48

Minimum 0

Maximum 26,000

Median 1,000

N 30,233

Figure 8. Histogram of absolute vertical error by aircraft types

in User Request Evaluation Tool and En Route

Automation Modernization.

Figure 7. Histogram of frequency of flights by aircraft type in
User Request Evaluation Tool and En Route

Automation Modernization.

Figure 6. Plot of mean vertical error by look-ahead time.
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As can be seen from the histograms in Figures 4–5,
the distribution of vertical error in URET is similar to
that of ERAM. Comparing the mean vertical errors of
URET and ERAM, it is concluded that the trajectories
of URET are slightly more accurate than those of
ERAM during the initial ascent to the Top Of Climb
(TOC). However, the median absolute vertical error of
ERAM is very close to that of URET (within 20 feet),
which indicates possible outliers in ERAM that caused

the mean error to be high. Therefore, ERAM does not
contain significantly more vertical error than URET.

Figure 6 shows the mean vertical error by look-
ahead time for URET and ERAM. For each look-
ahead time value, ERAM had a higher mean vertical
error than URET. The graph confirms the statistics,
which show that ERAM and URET had very similar
errors, but ERAM has slightly more error than URET.
It is interesting to note that for both ERAM and
URET, mean vertical error and look-ahead time seem
to have an exponential relationship based on the shape
of the plot.

A comparison was also conducted on the errors of
URET and ERAM based on aircraft type. This
analysis was done on only those aircraft types that
were found in output from both tools, thus the
comparison was performed based on 91 different
aircraft types. Figure 7 shows the frequency of flights
in URET and ERAM for each aircraft type, and
Figure 8 shows the mean absolute vertical error for
each aircraft type in URET and ERAM. It is clear
from the histograms that those aircraft types with high
vertical errors did not occur frequently in the scenario,
and those aircraft types that had a high frequency did
not contain high vertical errors.

A simple difference measure was taken for the mean
vertical errors of URET and ERAM for each aircraft
type (URET error – ERAM error). It was determined
that ERAM had a higher mean error for almost 59% of
the aircraft types. Of these cases where ERAM had
higher error, the average difference between URET

Figure 9. Time vs. altitude plot of flight A and its User Request

Evaluation Tool trajectory.

Figure 10. Time vs. altitude plot of flight A and its En Route
Automation Modernization trajectory.

Figure 11. Time vs. altitude plot of flight C and its Airspace
Concept Evaluation Simulation.
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Figure 12. Histogram of vertical error for Airspace Concept

Evaluation Simulation.

Figure 13. Histogram of vertical error for Airspace Concept

Evaluation Simulation.

Table 3. Vertical error statistics for Airspace Concept

Evaluation Simulation.

Absolute vertical error Value

Mean 8,195.1

Standard deviation 6,277.09

Minimum 0

Maximum 30,000

Median 6,900

N 14,857

Table 4. Vertical error statistics for Reorganized Air Traffic
Control Mathematical Simulator.

Absolute vertical error Value

Mean 1,775.48

Standard deviation 1,705.45

Minimum 0

Maximum 10,991

Median 1,295

N 14,857

Figure 14. Histogram of vertical error for Reorganized Air
Traffic Control Mathematical Simulator.

Figure 15. Histogram of frequency of flights by aircraft type for

Airspace Concept Evaluation Simulation and Reorganized Air

Traffic Control Mathematical Simulator.

Figure 16. Histogram of mean absolute vertical error by aircraft

type for Airspace Concept Evaluation Simulation and

Reorganized Air Traffic Control Mathematical Simulator.
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and ERAM errors was approximately 277 feet. When
URET had higher error, the average difference was
approximately 233 feet. This difference, although it
may have been statistically significant, does not rise to
the level of practical significance. For example, the
aircraft’s altitude data are only supplied to the nearest
100 feet. Thus, any difference of less than 100 feet is
not significant; therefore, it cannot be concluded that
URET and ERAM were systematically different.

Above is an example of a flight that was in both
URET and ERAM. This flight contained one level
period prior to reaching its TOC; however, URET
captured this level period while ERAM did not. Figure 9
shows the flight’s altitude as a function of time in
URET, and Figure 10 shows the same information in
ERAM. If ERAM had predicted the level phase of this
flight, then URET and ERAM would have had minimal
difference in vertical error for this flight.

Fast-time simulation tools vertical error2

Only flights with one continuous ascent to the TOC
were modeled in ACES due to its inability to model
interim altitudes. Thus, it was expected that the output
of ACES would also include only continuous ascents.
However, ACES forced all of the flights to have at
least one level phase before reaching the TOC (see
Figure 11). The level phase usually occurred at or near
an altitude of 10,000 feet.

The additional level period in the ACES trajectories
caused its errors to be very high. The maximum vertical
error for ACES was 30,000 feet, while its mean error
was 8,195.1 feet. In charts such as Figure 11, which plot
the actual aircraft trajectory with the ACES trajectory, it
appears that if the level period was not modeled in
ACES, the errors would be much less. The median of
the vertical error for ACES was 6,900 feet, which along
with the histogram in Figure 12, indicates that the
majority of the vertical errors occurred when the ACES
trajectory was lower than the actual flight. This finding
makes sense since the level period of ACES caused its
trajectory to remain at a low altitude, while the actual
flight continuously ascended to its TOC.

On the other hand, RAMS was able to model flights
with continuous ascents as well as those which
contained interim altitudes. The step climbs were
modeled by creating navigational aids (NAVAIDS) at
each location where a vertical event occurred (these are
explained in the Preparation for simulation tools
section) and instructing RAMS to reach each NAV-
AID at a required altitude.

Overall, results show that our expectations were met,
and RAMS had minimal error. The maximum vertical
error for RAMS was 13,038 feet, and the mean vertical
error for RAMS was 1,807.6 feet. Its median vertical

error was 0 feet, indicating an even distribution of
error above and below the actual track.

In order to compare the two simulation models, the
flights modeled by ACES needed to be extracted from
RAMS since more flights were modeled in RAMS than
in ACES. As stated above, the mean error for ACES
was 8,195.1 feet. The mean error for RAMS flights that
were also in ACES was 1,775.5 feet. Figures 13–14 and
Tables 3–4 also show that the errors for RAMS were
much smaller than the errors for ACES.

The output of RAMS and ACES had 66 aircraft
types in common. Figure 15 shows the number of
flights for each aircraft type for ACES and RAMS.
Figure 16 shows the mean absolute vertical errors for
each aircraft type in ACES and RAMS. These figures
show that aircraft types that occurred frequently in the
scenario had low vertical errors, and those with high
vertical errors occurred very infrequently.

Results of the comparison of RAMS and ACES based
on aircraft type showed that the mean absolute vertical
error for ACES was higher than that of RAMS for 100%
of the aircraft types. The average difference between
RAMS and ACES errors was 6,109.4 feet. This is
undoubtedly due to the error in ACES caused by the
forced level period of each flight. It is thought that the
difference between RAMS and ACES would be much
smaller if ACES did not create the level periods.

Figures 17–18 show the ACES and RAMS trajecto-
ries for one flight. The flight’s actual track had one
continuous climb from about 7,000 feet to about
16,000 feet. Figure 17 shows that the ACES trajectory
began at ground level then climbed to about 10,000 feet
where it leveled off. The ACES trajectory finally
finished its climb to slightly below the flight’s TOC
altitude. As is evident when comparing the charts,
RAMS was much more accurate than ACES in the
vertical climb of this flight. The RAMS trajectory closely
followed the actual track during the ascent to the TOC.

TOC time error
For each of the tools, the trajectories did not always

reach the TOC altitude at the same time as the actual
flight. Figure 19 depicts one scenario where the
trajectory reaches the TOC altitude before the actual
flight and explains the calculation of the time error.
The time error is the absolute value of the difference in
the time between when the trajectory reached the
TOC altitude and when the flight reached the TOC
altitude.

Table 5 shows the mean, median, minimum, max-
imum, and standard deviation of the absolute value of
time error. The means and medians of the time error
followed an expected trend based on knowledge of the
tools. ERAM and URET had similar low to moderate
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errors where ERAM was slightly more accurate than
URET. The mean and median time errors of RAMS
were also similar to those of the DSTs. Finally, as a
direct result of the forced interim altitudes, ACES had
very high error statistics.

Conclusion
The objective of this study was to test the accuracy

of the trajectory predictor/modeler software during the
ascent to TOC in DSTs URET and ERAM as well as
in fast-time simulation models ACES and RAMS.
Also, it is important to note that while the DSTs
function as predictors of aircraft trajectories, the
simulation tools do not make predictions; instead,
they model the aircraft’s flight path. After track data
from ZDC were filtered, flagged for vertical events,
and translated into ACES and RAMS format, a

statistical software tool (JMP’)6 was used to obtain
the means and medians of the vertical error and
absolute value of vertical error for each system.

It was found that URET and ERAM both contained
a moderate amount of vertical error. The mean vertical
error for URET was 1,777.19 feet, whereas ERAM had
a slightly higher mean vertical error of 1,873.15 feet.
The medians of absolute vertical error, though, indicate
that ERAM is as accurate as URET. In a comparison by
aircraft type, URET was more accurate than ERAM for
over 50% of the aircraft types. This could be caused by
possible outliers in the ERAM data since the data were
based on its Run-For-Record results and contained some
issues that caused outliers. The current version of
ERAM may have resolved some of these issues.

An unexpected finding in this study was the limited
capabilities of ACES in simulating actual vertical
trajectories. There was no known feature in ACES that

Figure 17. Time vs. altitude plot of flight D and its Airspace
Concept Evaluation Simulation trajectory.

Figure 18. Time vs. altitude plot of flight D and its Reorganized

Air Traffic Control Mathematical Simulator trajectory.

Figure 19. Top of climb time error diagram.

Table 5. Time error statistics for All Four Tools.*

Absolute time
error URET ERAM ACES RAMS

Mean 357.4333 234.7464 882.379 221.4544

Median 143 120 820 136

Minimum 0 0 270 0

Maximum 11,097 4,650 10,240 1,749

Standard

deviation 639.9931 355.8754 666.8139 266.2661

*URET, User Request Evaluation Tool; ERAM, En Route

Automation Modernization; ACES, Airspace Concept Evaluation

Simulation; RAMS, Reorganized Air Traffic Control Mathematical

Simulator.
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allowed the user to force a flight to level at given
altitudes; as a result, only flights with a continuous
ascent to their TOC were used in the ACES analysis.
Also, ACES levels all flights at or near 10,000 feet
possibly as a traffic management rule when aircraft are
leaving the terminal area. This caused the vertical
errors for ACES to be very high. However, RAMS was
able to model all types of ascent profiles and, with a
mean vertical error of 1,807.6 feet, proved to model
trajectories that were almost as accurate as those
predicted by the DST URET. When comparing the
errors of ACES to those of RAMS, only flights that
were in both ACES and RAMS output were
considered and the results showed that the mean
vertical error for ACES was 8,195.1 feet, while the
mean vertical error for RAMS was 1,775.5 feet. This
comparison of errors was broken down by aircraft type,
and it was found that RAMS was more accurate for all
of the aircraft types. However, it cannot be concluded
that this was due to inaccurate aircraft characteristics
since the vertical error for each aircraft in ACES was
much higher than the errors in RAMS.

Overall, most of our expectations were met. ERAM
was as accurate at predicting vertical trajectories as
URET and, hence, fulfilled its requirements. RAMS
was also proven to be roughly as accurate as URET.
Finally, while ACES had high vertical errors, the cause
of the errors has been determined, and it seems that if
this problem had not occurred, ACES would have
much smaller errors. C
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Endnotes
1JMP is developed by the SAS Institute and used here for all statistical

calculations, see www.jmp.com for details.
2Testing was performed on RAMS version 5.29.06 and ACES version

510_v4.
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Operational System Testing of a Federal Aviation
Administration Terminal Air Traffic Control System

Edward M. Gaguski

William J. Hughes Technical Center, Atlantic City, New Jersey

The Federal Aviation Administration (FAA) manages the largest live, 24-hour-a-day airspace

system in the world using a Terminal Air Traffic Control System to accomplish the safe, orderly,

and expeditious flow of air traffic at civilian and military airports throughout the United States

and at military bases worldwide. The FAA executes operational testing of this complex system of

systems by means of the Lifecycle Management process. This article describes the process the FAA

uses to perform life cycle revisions of the live system of systems. During the in-service phase, the

system experiences life cycle maintenance. The FAA assigns an Operational Test Team to

perform the operational testing of life cycle revisions of the entire civilian and military air

traffic control system. The Operational Test Team consists of test area teams that focus on each

functional area of the system: air traffic control, technical operations, operational support,

performance and capacity related testing, and configuration management. Different test

environments to simulate the different environments at multiple operational sites are required.

The FAA William J. Hughes Technical Center Laboratories provide the Operational Test

Team with simulated environments that allow interface testing with National Airspace System

(NAS) Automation Subsystems, surveillance sensors systems, and other external systems to

ensure that the system can operate successfully in a system of systems. This approach

promotes effective planning, reduces risks, decreases costs, and ensures that the right system is

fielded.

Key words: Airspace, air traffic control, best practices, capacity testing, configuration

management, FAA William J. Hughes Technical Center Laboratories, life cycle

management, operational test team, performance testing, system of systems.

T
he Federal Aviation Administration
(FAA) manages the largest and most
complex airspace system in the world
using the Terminal air traffic control
system providing for safe and efficient

movement of air carrier, civilian, and national defense
aircraft at civilian and military airports throughout the
United States and at military bases worldwide. The
system enables air traffic controllers to visualize and
identify the high volume of aircraft in their airspace
and to provide safe, orderly, and expeditious separation
of arriving, departing, and over-flying aircraft in high,
medium, and low density airports. The software
supporting this system is constantly evolving and
improving by performing more tasks and reducing
the amount of human verbal communication and note
taking, thus allowing the air traffic controller to devote

more time to his/her primary task of aircraft separation
and less time toward support tasks such as communi-
cating handoffs, and recording and communicating
flight plan updates.

Terminal air traffic control system
Figure 1 depicts the Terminal systems in the

National Airspace System (NAS). The Airport Tower
has control over the aircraft from the time the aircraft
leaves the gate until takeoff. Then the aircraft is
transferred to the Terminal Radar Approach Control
(TRACON) facility. The aircraft generally climbs to
the ceiling of the TRACON within 20 nautical miles
of the airport. Control of the aircraft is then transferred
to the En Route/Oceanic Center. The cruise phase of
the aircraft may be conducted with one or more En
Route centers. These centers control the flight until it
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reaches the arrival phase. During the arrival phase of
the flight, control of the aircraft is transferred to the
destination TRACON, generally at 40 nautical miles
from the airport. The aircraft is finally transferred to
the tower control for landing and taxi to the gate.

The Lifecycle Management process is organized into
a series of phases and decision points including
research and systems analysis, solution implementa-
tion, and in-service management. During the in-
service phase, the system experiences life cycle
maintenance. Each life cycle revision consists of a
combination of engineering change proposals, program
technical report solutions, and new functionality case
files. Regression testing is also conducted for each life
cycle revision to validate air traffic control operations
and functionality, and to determine if the reliability,
maintainability, availability, and supportability of the
system have degraded.

Operational testing/
Lifecycle management

The FAA executes its operational testing under the
Acquisition Management System policy by means of
the Lifecycle Management process. Operational testing
encompasses test and evaluation of a system’s opera-
tional requirements. The primary objective of opera-
tional testing is to validate that a new or modified

system or software build is operationally effective and
suitable for use in the NAS. Operational testing
consists of NAS operational integration testing, and
Operational effectiveness and suitability testing. In
addition, these tests verify external interface connec-
tivity from the system under test to other FAA and/or
vendor-provided systems.

The specific use of the Terminal air traffic control
system in the NAS and the external interfaces to
multiple systems require different test environments.
These test environments are used to simulate an
operational site to reach a suitability recommendation
for each life cycle revision. The Terminal air traffic
control system is required to receive, process, and
transfer NAS information between TRACON facil-
ities and Air Route Traffic Control Centers. The
FAA William J. Hughes Technical Center Labora-
tories allows the team to conduct interface testing
with NAS automation subsystems, surveillance sen-
sors systems, and other external systems to ensure that
the system can operate successfully in a system of
systems occupying different environments. Flight data
are received from and provided to external systems
such as the Airport Movement Area Surveillance
System, Final Monitor Aid, Precision Runway
Monitor, Surface Movement Advisor, and for Noise
Abatement.

Figure 1. Terminal Systems in the National Airspace System.
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The Operational Test Team
The Operational Test Team consists of test area

teams that focus on each functional area of the system.
These areas consist of air traffic control, technical
operations, operational support, performance and
capacity related testing, and configuration manage-
ment. Each test area team includes a test lead and
subject matter experts who contribute to creating
scenarios to test the performance of the system and
computer–human interface. The test area leads and
subject matter experts are a mixture of FAA and
contractor support personnel with experience as
operational site personnel at FAA and Department of
Defense (DoD) sites, engineers, computer scientists,
and computer specialists. Air traffic, technical opera-
tions, and operational support personnel from FAA
and DOD operational facilities are also invited to
participate as test conductors and test observers.

The Operational Test Team develops a test plan and
test procedures, conducts the testing, and reports test
results. The operational test plan describes the
planning and preparation activities required prior to
the conduct of the test. It addresses the organizational
roles and responsibilities, training, schedule, and
staffing needs. The criteria for entry into and exit
from testing and a description of the system under test
as well as any test equipment or tools to be used are
defined in the test plan. The requirements under test
and the test procedures to be used including any risks
or contingencies are also defined. The test report
includes a summary of conclusions and a recommen-
dation of the operational suitability of the life cycle
revision. This recommendation is vital to the FAA
decision to deploy or not to deploy the life cycle
revision.

Air Traffic Control Team
The Air Traffic Control team tests essential FAA

and DoD air traffic control services to ensure that the
updated system performs to specifications and does not
degrade current functionality. These complex functions
include the conflict alert, minimum safe altitude
warning, converging runway display aid, weather levels
display, minimum separation indicator, and geographic
plots/restriction areas. Testing is conducted through
the use of live real-time surveillance sensors and other
systems that make up the NAS infrastructure.
Simulators are also used to allow testers and controllers
to perform systems functionality testing without using
live traffic and allow for repeatability.

Technical Operations Team
The Technical Operations Team utilizes essential

system maintenance functions such as software and

adaptation startup, system partitioning, certification,
system administration, and monitor and control of the
system resources to prepare the system for testing.
Continuous data recording and data capture are
functions that assist in isolating system failures both
during testing and for field operations. The team
ensures that the documentation inventory and hard-
ware inventory are current and that procedures for
removal and replacement of failed equipment are
correctly documented. Interfaces for Surveillance
sensors, EnRoute systems, and Terminal systems are
verified, as are requirements for power shutdown and
recovery.

Operational Support Team
The Operational Support Team tests essential

operational support and data base management soft-
ware functions for creating system builds and site
adaptations. These functions include code version
control and code verification for each build. The team
performs the integration of a build containing software
code along with site adaptation. The system adaptation
and site databases must be generated and verified prior
to testing.

Performance testing
Performance testing provides a measurement for

comparing the results of one revision to another as a
system is developed and improved. A means of assuring
suitable system performance during deployment of a
life cycle revision or hardware/technology refresh
update is necessary to ensure that the performance of
the system has not degraded. Simulators and scenarios
are best utilized for such tests to acquire results that are
repeatable and comparable between versions. Methods
used to determine performance measurements include
complex measurement equipment and/or video and
playback techniques.

Capacity testing
Capacity testing assures that the system response to

selected commands is processed in a suitable time to
allow continued utilization by users. The system load is
gradually increased until a workload level is achieved.
A maintained workload level allows for collection of
central processing unit and memory utilization data. As
commands are executed, the system operational
suitability, reliability, and availability are observed
while the system load approaches capacity.

Configuration management
Configuration management is an integrated part of

life cycle management applicable to hardware, soft-
ware, firmware, and related technical data. Configu-
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rations must be validated by the test team to insure a
stable, deliverable life cycle revision suitable for
national release. The Configuration Management
Team has the responsibility for managing, monitor-
ing, and verifying changes to the baseline for the
system.

Summary
The Operational Test Team continually strives for

process improvement by applying effective verification
and validation principles coupled with best practices to
improve the quality of test and evaluation products and
services. This approach promotes effective planning,
reduces risks, decreases costs, and ensures that the right
system is fielded. C
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A Study on the Sound Source Positioning of an Initial
Launching Missile in Noise Environment

Woong Park, Jae-Hyoun Ha, and Yong-Jae Lee, Ph.D.
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This article proposes a basic conceptual design for the sound source positioning of an initial

launching missile in a noise environment. Most of the sound positioning algorithms were

studied from a stationary sound source in an ideal environment, such as an anechoic chamber,

but the proposed algorithm is applied to a moving sound source in a noise environment using a

Time Difference Of Arrival (TDOA) estimation. The TDOA estimation is based on a

normalized cross-correlation algorithm in the time domain that doesn’t need to be de-

Dopplerized. The stationary sound source position is computed by TDOA and converted into a

moving sound source position. Experiments have verified that the acquired sound source position

is valid and can be applied to a missile flight test.

Key words: Missile flight test; sound source positioning; time difference of arrival.

I
n a missile flight test, the trajectory data,
which are obtained through radar measure-
ment, are critical for determining the success
of a test, along with the telemetry data,
which provide data onboard the missile.

Trajectory data can be classified into three stages:
initial, middle, and final trajectory data. However, it is
reported that when a Line Of Sight (LOS) is not
maintained or a missile approaches closely to the
Earth’s surface, the tracking performance of radar is
remarkably reduced due to the scattering of radio
waves. Radio waves can also be blocked by the nozzle
plume from combustion products of metalized propel-
lants. This phenomenon is prominent during the initial
phase of a missile launch. During the launch, radar
tracking is difficult and is currently supplemented with
high-speed cameras to obtain trajectory data. However,
high-speed image data cannot be displayed in real
time, and quantitative trajectory interpretation from
high-speed image data is difficult during missile flyout.

Accordingly, this study proposes an initial trajectory
measurement method using sound source positioning
to alleviate the problems of the existing initial
trajectory measurement conducted by radars and
high-speed cameras. In contrast with the current
sound source positioning algorithm that tracks the
position of a stationary sound source in an ideal
environment, the proposed method tracks the position
of a high-speed moving sound source from a missile in
a noise environment, and is designed so that Doppler

effect influence can be removed by mirroring the
calculated value of the Time Difference Of Arrival
(TDOA), which occurs in the process of sound arrival
to the microphone using normalized cross-correlation
in-time domain, and the diverging TDOA signal can
be removed through a preprocessing filter. The
proposed method is also designed so that the real
position of a sound source from a missile can be
tracked by calculating the position of the sound source
using a TDOA signal and estimating the missile
moving time. The method was verified by applying it
to a flight test of a missile from which the initial
trajectory data had been already secured through radar
tracking, and comparing with the radar tracking
trajectory data.

Method of sound source positioning
Research conducted thus far is mostly focused on

stationary sound source positioning in an ideal
environment such as an anechoic chamber. However,
in order to track the sound source of a missile, which
moves with high speed in the open air, the trajectory
should be interpreted under the concept of a free field,
and the frequency shift of the sound source according
to the Doppler effect and the ambient noise, which
occurs in a free field, should be considered.

Considering these problems, the sound source from
a missile is assumed as a point source, and high-speed
sound source positioning was conducted under the
condition that the sound from a missile should be
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briefly perceived as a plane wave in the free field within
1 to 5 seconds after launching as prerequisite.

Figure 1 shows the process of sound source tracking
as the TDOA is estimated from a sound wave reaching
to an array of microphones. The noise is removed by
the preprocessing filter, and the position of the sound
source is calculated by geometric analysis based on
plane wave theory subsequently. The calculated sound
source is converted to a moving sound source position
as the calculated sound source position is a stationary
one.

Sound source positioning methods can be divided
into two different categories of the method for finding
a sound source at a far distance in a short time for a
military objective, the acoustic holography method and
acoustic intensity method for obtaining more detailed
and specific information on the amplitude, the phase,
and the propagation of a sound source rather than for
tracking the moving position. In this work, the moving
sound source position is the goal. Below the methods
to estimate the time delay and incidence angle from a
sound wave reaching the microphones are compared
with each other.

Beam forming method
This is a method in which the incidence angle of a

sound source is estimated by finding the largest sound
power among the waves that reach to the multiple
array microphones with different time delays by
assigning weight values on the respective sound waves
and adding the weight values to the power values of
sound waves. However, this method can be problem-
atic in that designing satisfactory beam patterns are
difficult as the frequency range of the sound waves
cover a wide band, and the Doppler effect according to
the frequency shift of sound waves must also be
considered.

Cross-power Spectrum Phase (CSP) method
In the case of the CSP method, the time delay is

estimated through the correlation in the frequency
domain as shown in Equation 1. Though this method
is widely used in frequency analysis based on Fast
Fourier Transform (FFT) as CSP can be expressed as a
delta function, which has a time delay D as shown in
Equation 2, and the calculation quantity for this
method is relatively small, it is known that measuring
time delay by this method in the free field presents
problems when applied to the real signal with which
noise is mixed, observing linear phase correlation
between two signals is difficult. This method also has
the problematic point that Doppler effect, which
occurs in the frequency domain should be considered.

Sij (f )~

ð?
{?

Rij (t)e{j2pf tdt ð1Þ

R
(g)

ij (t)~d(t{D) ð2Þ

Normalized Cross-Correlation (NCC) method
The NCC method estimates TDOA in the time

domain using the correlation between signals in which
the time delay t for measured signals can be figured out
by Equation 3, and this delay time t can be expressed
as shown in Equation 4 by normalizing. As NCC is
determined in the time domain, its value can be used
independently from the Doppler effect; however, high-
speed data sampling is necessary for calculating the
exact TDOA.

Rij (t)~

ð?
{?

Pi(t)Pj (t{t)dt ð3Þ

R
(n)
ij (t)~

Rij (t)ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
Rii(t)Rjj (t)

p ð4Þ

Figure 1. Sound source positioning process.

Park, Ha, & Lee

498 ITEA Journal



Considering the advantage in this study, TDOA is
estimated by the NCC method, which can be used
independently of the Doppler effect and can be applied
even in a noise environment.

Estimation of TDOA
In order to obtain the exact TDOA from the sound

wave of a missile that is moving at a high rate of speed
and covering a wide frequency band using the NCC
method, high-speed data sampling is necessary. In this
study, high-speed sampling was conducted at 1 MHz
(16 bit for respective microphones), and TDOAs for
individual blocks were calculated using a sliding
window. The sliding window used was a 10 percent
Tukey window with a size of 50-ms, and TDOAs were
calculated moving at 10-ms intervals.

Preprocessing filter
The expected incidence angle range of a missile

flight can be computed from the incidence angle range

of sound waves that reach to the microphones, and the
calculated result of this can be expressed as a TDOA
range. By limiting this expected TDOA range and the
correlation coefficient range, the needless noise of each
window block can be removed. Figure 2 shows the
preprocessing filter, which is designed so that it can
conduct NCC from sound waves arriving at the
microphones, calculate the TDOA and correlation
coefficient, compare these calculated values with preset
range, and transfer the TDOA value only when the
input data value is within the preset range to the next
processing phase, otherwise refer to the previous value.
The results before and after executing preprocessing
filter are shown in Figure 3.

Computation of stationary sound
source position

As seen in Figure 4, the position of a sound source
can be expressed in polar coordinates as a combination
where the azimuth angle between the reference

Figure 2. Preprocessing filter process.

Figure 3. Nonfiltered Time Difference Of Arrival (TDOA) (left
panel); filtered TDOA (right panel).

Figure 3. Nonfiltered Time Difference Of Arrival (TDOA) (left panel); filtered TDOA (right panel).
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microphone and sound source is expressed as h, and the
elevation angle as Q, defining the position of a sound
source, which is remote from the reference microphone
position (x0, y0, z0) with distance R as (xs, ys, zs). Under
the assumption that the sound wave generated from a
missile is a plane wave, the stationary sound source can be
tracked by geometric analysis as in Figure 5. In this study,
the position in two divisions of the XY plane wave and the
YZ plane wave of two-dimensional coordinates was
calculated first, and next these two values were combined
and converted into three-dimensional coordinates to make
the calculation brief.

Figure 5 shows the microphones, which are remote
from the reference microphone with distance di and dj

each. Here, Ri, R, and Rj, respectively, indicate the
direct paths through which the sound waves reached
the microphones from the sound source. The TDOAs
can be calculated as below using the path difference
and sound speed value, c.

ti~
Ri{R

c
ð5Þ

tj~
R{Rj

c
ð6Þ

When complete measured values of TDOAs (ti, tj) can
be obtained, the relation between the values ti, tj,
which are figured out by cosine formula, the distance
to the sound source R and the azimuth angle h can be
proposed as below.

ti~
{Rz

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
(R2zd 2

i ){2Rdi sinh
q

c
ð7Þ

tj~
R{

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
(R2zd 2

j ){2Rdj sinh
q

c
ð8Þ

Equations 7 and 8 are nonlinear function s of R and h.
These formulas can be substituted into Equations 9
and 10 by approximating using Taylor series.

R~
didj (dizdj )cos2h

2c(djti{ditj )
ð9Þ

h~sin{1
c(d 2

j tizd 2
i tj )

{didj (dizdj )

" #
ð10Þ

In the same way, by estimating and combining the
values of R, that is, the distance in the YZ plane and
the elevation angle Q, these values can be converted
into three-dimensional coordinates. Here, considering
the value of R, the error in ti and tj in the denominator
occurs more sensitively, compared with the case of
incidence angle. In this study, only the incidence angle
value is directly calculated and opted, and the distance
data were opted from Doppler radar data.

Conversion of moving sound source position
The sound source generated from a missile is not

stationary in reality but moves at high speed. Though
the speed of a missile just after launch is subsonic, it
exceeds the sound speed only 2 to 3 seconds afterward.
Accordingly, the measured time by sound source
position after missile launch should be converted into
the real time when the sound source appeared.
Figure 6 shows the transfer process of a sound wave
that reaches the microphones after launch. T, the time
that a sound wave reaches the microphones after the
movement of a missile, can be expressed as the sum of
t, the time that the missile moves over distance R, and
t, the time that a sound wave reaches to the
microphones.

Figure 4. Stationary sound source position.

Figure 5. Geometrical structure between microphones and

sound source.
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Here, just as the total spent time T can be measured
from the time recorded by being synchronized with
missile launching, and t2, the time that a sound wave
reached to the microphones, can be grasped from the
relation between missile movement distance R and
sound speed c, the missile movement time t1 can also
be calculated. In this case, it is assumed that the sound
speed is fixed. Accordingly, the sound source position
of the movement of a missile in reality can be expressed
by both the missile movement time t1 and the
corresponding sound source position.

T~t1zt2 ð11Þ

t2~
R

c
ð12Þ

t1~T{
R

c
ð13Þ

Experiment
It remains to apply the proposed method to a missile

flight test for which the initial trajectory value is not
known, to examine the validity of the method in
principle. However, to verify the result, the method
was applied to an existing test in which an initial
trajectory value had already been determined by radar,
and the two result values were compared with each other.
The experimental configuration is shown in Figure 7.
The B&K, Ltd., 4958 microphone array was arranged in
nine spots in center, azimuth, and elevation directions by
0.5-m intervals, and the sound source was measured at
16-bit resolution and 1-MHz sampling rate by respective
channels through anti-aliasing filters.

The total measurement time was 5 seconds after the
missile launch, and measurement starting time was
based on the moment that an infrared (IR) detector
sensed the flame of the missile launch for synchroni-Figure 6. Propagation process of sound wave to a microphone.

Figure 7. Experiment configuration.Figure 7. Experiment configuration.
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zation. The sound source emerged in a very large scale
at the time of launch; however, the scale reduced
drastically afterwards. For this phenomenon, if the
input range of the data acquisition system is set to fit
the size of the sound source at launch time, the
resolution becomes smaller afterward; hence, fine
resolution data are unavailable. Accordingly, in this
experiment, the input range of the data acquisition
system was set and sized for the sound source at
1 second after launch; the sound source position
tracking was also conducted in the block of 1 to
5 seconds after launch in the actual data processing

TDOA simulation
In order to verify the TDOA estimation algorithm

prior to its use, checking NCC between the sliding
windows of the originally received sound source and
the one made by 500-ms delay from this original sound
source was conducted. The result is illustrated in
Figure 8. Here, TDOA appeared appropriately to be
the peak value of NCC values in the experiment.
Afterward, it was discovered that the correlation values

fell drastically, and the TDOA appeared to be inexact
as the sound wave was processed longer. The reason, it
is presumed, is that the received sound source scale fell
drastically according to time passage; hence, the signal-
to-noise ratio (SNR) also decreased. In this experi-
ment, the TDOA was estimated by peak detection
after the calculation of NCC from the signals received
at the microphones of heading center microphone and
azimuth, elevation directed microphones, and subse-
quent adjustment by the preprocessing filter.

The actual sound speed was applied as c 5

339.78 m/s, which was determined by Equation 14 at
the experiment temperature t 5 13.8u.

c~331:5z0:6t ð14Þ
Since the tracked sound source position should be
converted to the coordinates of the sound source
position corresponding to missile movement, the
moving sound source position coordinates were figured
out using actual missile movement time. Figure 9
illustrates the converted sound source coordinates
compared with the radar coordinates, in which the

Figure 8. Sound source level (left panel); Time Difference Of
Arrival simulation (right panel).

Figure 9. Result of moving sound source positioning: X axis (left panel), Y axis (center panel), Z axis (right panel).

Figure 8. Sound source level (left panel); Time Difference Of Arrival simulation (right panel).

Park, Ha, & Lee

502 ITEA Journal



resultant sound source position appears to be similar to
the coordinates measured by the radar for 1.3 to
2.3 seconds after missile launch, which is the time
block before the sound wave correlation decreases.
Specifically, it is found that the tracking result for the
X direction is better than for the Y, Z axis, which is
presumed to be due to the phenomenon that reflection
effect is less manifested on the X axis (the azimuth
angle) compared with the Y axis (the elevation angle).

Conclusion
This study is a basic conceptual design for sound

source positioning of a high-speed moving missile
using microphones in a noise environment, to
supplement the measurement provided by radars and
high-speed camera images in a flight test of a missile
and to verify the validity of the technology application
through a simple model. We plan to develop more
credible technology models, to investigate effective
noise removal algorithms and algorithms for data
fusion of sound source position of the sounds which are
measured from multiple places in order to enhance the
exactness of measurement in the future. C
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Methods for Peer Behavior Monitoring Among Unmanned
Autonomous Systems

Rick Dove

Kennen Technologies, Questa, New Mexico

As multi-agent weapon systems manifest more autonomous operation and work in teams,

unpredictable emergent behaviors will occur in both individual agents and in teams. These

group behaviors will add new dimensions to testing, posing potentially explosive centralized

monitoring and evaluation tasks with large groups. The impossibility of specifying and testing

all potential situational conditions is recognized, and the safety of the testing environment itself

is of concern. A prior companion article explored a socially attentive foundation for peer

behavior monitoring among Unmanned Autonomous Systems (UAS) under both test and

mission conditions. This article explores certain complexity issues of aberrant behavior detection

in UAS, draws parallels with human cognition capabilities, and provides a technology

foundation for massively parallel behavior-pattern detection.

Key words: Aberrant behavior; control penetration; expertise; parallel recognition

capabilities; pattern recognition; peer-peer socially attentive monitoring; unmanned

autonomous systems; very-large-scale integrated (VLSI) circuit.

T
he trend toward increased autonomy in
unmanned weapon systems has raised
concerns about methods for testing
these devices both individually and in
tactical group maneuvers (DoD 2008).

Increased autonomy is generally enabled and permitted
by increased intelligence of the artificial kind in
Unmanned Autonomous Systems (UAS). Intelligent
systems, be they human or artificial, exhibit behaviors
in response to situational conditions. Situational
conditions are unpredictable and infinite in potential
variety, leading to emergent behaviors at both the
individual and group level. For UAS in warfighting,
emergent behavior is necessary and desirable when it is
appropriate and useful, and potentially a major
problem when inappropriate.

Range testing can never duplicate the situational
variety that will arise in warfighting, any more than
prequalifying the capabilities and performance of
Michael Vick as a sports team player was able to avoid
later behaviors that reflected poorly on all players by
association (subsequent rehabilitation not withstand-
ing). UAS that run amok in any way will reflect poorly
on all UAS—eroding necessary public trust.

In a prior companion article (Dove 2009b), Arkin
(2007) and Moshkina and Arkin (2007) were cited for
identifying the important need of UAS conformance to

rules of ethics, rules of war, and related high-level
behaviors expected by the public of weapons toting UAS.
Infractions can be devastating to continued public
acceptance as well as to life and property. Range testing
alone cannot assure safety under warfighting conditions.
It is suggested that testing for appropriate behavior
become a continuous process throughout the operational
life of UAS, carried out by peer-peer monitoring.

Peer behavior monitoring occurs naturally and con-
stantly in social animals. Each member of the group
evaluates the others for adherence to social norms and
threats to social coherence and security. Rogue elephants,
for instance, are the result of banishment for unacceptable
behavior. Social insects are known to restrain and even
kill members of the group that overstep certain social
bounds (Monnin et al. 2002; Heinze 2003; Flack et al.
2006; Ratnieks, Foster, and Wenseleers 2006).

Humans monitor the behavior of others in ways
more sophisticated and more complex than animals of
lesser cognitive capability. The process is often carried
out formally as a test for granting new candidates
membership in a group. Initial tests are typically for
similar values, compatible behaviors, acceptable capa-
bilities, and even for synergy in mission-based groups
such as sports teams or Special Forces.

A revealing example of human peer-behavior
monitoring and punishment was recently published
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in Myers (2008). Professor Myers studied social
reactions in on line game play. He played by the rules
of the game but not by the cultural rules of the
dominant player group. The degree of escalating
retaliation as the group turned against him is an
interesting study in human peer-behavior policing.

Unlike traditional approaches at sophisticated behavior
detection and classification through reasoning, this article
suggests an approach inspired by human expertise studies,
where it appears that a conclusion is driven by a vast
quantity of simultaneously accessible ‘‘experience’’ pat-
terns rather than a compromising sequential search or
reasoning process. This approach is both suggested and
conceptually possible with new processor architectures
offering massively parallel pattern-recognition capabili-
ties. Many of these architectures are inspired by human
cortical learning and classification models but may not
offer ready post-learning algorithm cloning nor behavior-
capability transparency. A single-processor architecture
without integrated learning that features massive parallel
classification capability for explicit patterns avoids these
potential limitations, and will be used to establish a
conceptual foundation for peer-peer socially attentive
monitoring.

Detection-complexity leverage
Progress in pattern recognition has come in the form of

trying harder with more elaborate recognition algo-
rithms, pattern-tuned special-purpose processors, multi-
core processors and clustered servers, multiple graphic
processors, and massively parallel supercomputers. All of
these approaches continue to make tradeoffs among the
same forces in tension: accuracy, time, and cost.

Biological capability is the benchmark for pattern
recognition. Machines, like people, cannot recognize
situations of which they have no prior knowledge. A
healthy person over a lifetime builds up a wealth of
experience patterns, stored in memory, adding details
and variations as repeated exposure reveals new levels
of nuance. How biological entities achieve this remains
as conjecture, but it is clear that patterns are developed,
retained, and applied in the necessary and constant
sense-making of everyday life.

Klein (1998) suggests his Recognition Primed
Decision model to explain how humans make decisions
without apparent deliberation or reasoning. Well
known for his studies of professional firefighters
making appropriate choices for situation response
almost immediately, he describes the Recognition
Primed Decision model as one that uses intuition
(pattern recognition) to qualify the first viable action,
without conscious weighing and decision making.

Research indicates that human expertise (extreme
domain-specific sense-making) is strongly related to

meaningful pattern quantity. According to an interview
with Nobel Prize winner Herb Simon (Ross 1998: 98–
104), people considered truly expert in a domain (e.g.,
chess masters, medical diagnosticians) are thought unable
to achieve that level until they’ve accumulated some
200,000 to a million meaningful patterns, requiring some
20,000 hours of purposeful focused pattern development.
The accuracy of their sense-making is a function of the
breadth and depth of their pattern catalog. Of interest, in
biological entities, the accumulation of large expert-level
pattern quantities does not manifest as slower recognition
time. All patterns seem to be considered simultaneously
for decisive action. There is no search and evaluation
activity evident.

On the contrary, automated systems, regardless of
how they obtain and represent learned reference
patterns, execute time-consuming sequential steps to
sort through pattern libraries and perform statistical
feature mathematics. This is the nature of the
computing mechanisms and recognition algorithms
generally employed in this service.

Ross (2006) talks about the expert mind, and Herb
Simon presents a ‘‘chunking’’ explanation for how chess
masters can manage and manipulate a vast storehouse of
patterns. Ross ties this chunking discussion into the
common understanding that the human mind seems
limited by seven plus-or-minus two elements in working
memory: ‘‘By packing hierarchies of information into
chunks,’’ Simon argued, ‘‘chess masters could get around
this limitation, because by using this method, they could
access five to nine chunks rather than the same number
of smaller details.’’

Psychologist George Miller (1956) wrote ‘‘The
magical number seven plus or minus two’’ that
provided the underpinning for Simon’s suggestion.
Miller’s article is a great and rare reading pleasure as
well as a rich storehouse of information, far beyond the
simple seven-digit limitation to which common
reference has reduced it. Of importance, Miller’s
concept of chunking into hierarchical levels of
patterns-of-patterns appears highly relevant in at-
tempting to build pattern-recognition algorithms that
exhibit capabilities seen in humans. Subsequent
research (Cowan 2001) carries this study of chunks
and limits further and makes a case for the number four
plus-or-minus one as a more likely limit.

Similar chunked-hierarchy architecture is reported
by researchers at MIT (Serre, Oliva, and Poggio 2007).
Serre’s doctoral dissertation (Serre 2006) describes

‘‘a quantitative model that accounts for the
circuits and computations of the feedforward
path of the ventral stream of visual cortex,’’ and
claims ‘‘that this may be the first time that a
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neurobiological model faithful to the physiology

and the anatomy of visual cortex . . . achieves

performance close to that of humans in a

categorization task involving complex natural

images.’’ (Serre 2006)

Though Serre’s work is focused on image recogni-
tion, it is inspirational in its fit with the platform
developed in this article and will surely guide
subsequent steps in this investigation.

This section will close by noting a tie to the
discussion in Dove (2009b) of multi-agent trajectory
behavior recognition. Hockey legend Wayne Gretsky is
renowned for his field sense (Kahn 2007)—knowing
where his teammates are without looking and knowing
where the puck will be next. Though what sensory
mechanisms are involved may be illusive for now, this is
expert pattern recognition involving the trajectories of
bodies and objects in motion, rather than static
chessboard configurations or medical diagnostic symp-
toms. Intille’s American football-play identification from
visual image pattern recognition did not have the vast
quantity of patterns associated with expertise (Intille
1999, 2001), nor did it have to respond in real time; but
Intille’s work can offer initial guidance on how an
artificial mechanism might represent tactical choreogra-
phy patterns far in excess of a football playbook.

Technology leverage
Brain circuitry understanding and models of parallel

pattern-recognition algorithms with brain-like results
at MIT (Riesenhuber and Poggio 1999), at the San
Diego Neuroscience Institute (McKinstry, Edelman,
and Krichmar 2006), and at Numenta (George 2008)
are already being fabricated as experimental Very-
Large-Scale Integrated (VLSI) circuits at Stanford
(Merolla and Boahen 2006) and at the Ecole Poly-
technique in Lausanne (Schemmel et al. 2006). These
VLSI chips combine analog and digital circuitry to
emulate simple models of neuron/synapse circuitry,
and integrate pattern learning with pattern detection.

The integrated nature of learning before recognition
may make rapid cloning of the information in these
chips difficult, and the nature of the learned patterns
may be difficult to verify for behavior boundaries. For
example, Jeff Krichmar, a senior fellow of the San
Diego Neuroscience Institute, said in a recent
interview:

‘‘Put a couple of my robots inside a maze, let them run

it a few times, and what each of those robots learns

will be different. Those differences are magnified

into behavior pretty quickly.’’ (Kotler 2009)

These chips promise remarkable capabilities, but
they may also raise some problems for weapons toting
UAS test and verification.

On the other hand, conventional stored-program
sequential-instruction processors pressed into massive
pattern recognition service are severely constrained by
trade-offs among speed, cost, and accuracy.

A new VLSI pattern-detection processor architec-
ture, shown partially in Figure 1, does not contain
integrated learning, can be unambiguously loaded with
detection patterns, decouples the speed/accuracy trade-
off, and renders the cost/accuracy trade-off negligible
(Dove 2009a). The architecture features massively
parallel, dynamically configurable Feature Cell Ma-
chines (FCMs), which simultaneously process the same
data stream. Low-cost VLSI fabrication, unbounded
scalability, and high-speed constant-rate throughput
independent of pattern number and complexity break
current trade space constraints.

This decoupling of the speed/accuracy trade-off
constraints enables new possibilities for employing
pattern recognition. In particular, the massive quantity
of simple patterns associated with expert performance
can be investigated as an alternative to time-consuming
accuracy-compromising computational heuristics. In
one sense it sounds like a brute force approach:
enumerating all possible patterns of interest, rather
than developing an elegant heuristic. On the other
hand, the biological benchmark appears to use this
massive-pattern-quantity approach; while ‘‘elegant’’
approaches are made necessary by the nature of the
computational mechanisms employed—not the prob-
lem in need of a solution—and they extract a cost in
both accuracy and time that can be avoided.

The processor architecture and how it eliminates
these trade-offs is explained in Dove 2009a. Currently
an emulator is used for investigating parallel algorithm
development, with field programmable gate array
(FPGA) processor prototypes employed for large data
streams while VLSI design is in process.

Some understanding of the processor architecture is
necessary. Referring to Figure 1, a partial view of the
processor’s architectural concept shows massively
replicated detection cells. A quarter to half million
such cells on a single VLSI chip appears possible for
early generation silicon. These cells are independent
units, with four dynamically configurable elements to
consider:

1. an activation status,
2. a 256-element feature-vector designating all byte

values of interest,
3. a set of pointers to other cells that will be

activated if this cell is ‘‘satisfied,’’ and
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4. a set of pointers to output transforms that can
logically combine designated cell-satisfactions
into buffered output and reset designated pro-
cessor status.

In operation, an external controller feeds data stream
bytes in sequence to a current-byte register in the
processor. The presentation of each new byte triggers
the beginning of a detection cycle. The current byte
acts as an index into the feature vector for all active
cells simultaneously. If a cell is active and the current
byte value is one of interest, as designated in the
feature vector, it is said to be ‘‘satisfied.’’ That
satisfaction will activate (for the next cycle) all other
cells according to the satisfied cell’s activation pointers
and will cause designated output transformations to
occur according to this cell’s output pointers. A cell’s
activation pointers may include one that reactivates
itself, as cell activation is effective for a single cycle
only. Note that a cell can respond to any number of
data-stream byte values, which enables value-based as
well as syntactic feature-based classification.

Multiple processors can be employed in parallel and
serial arrangements to increase throughput speed and/
or reference-pattern capacity. Interleaving packet-
based data streams, for instance, across multiple

processors can be used to increase throughput speed.
Presenting the data stream ‘‘current’’ character to
multiple processors simultaneously can be used for
unbounded reference-pattern scalability.

With this architecture, groups of detection cells can be
configured into FCMs, similar to finite state machines,
by setting activation pointers to pass activation succes-
sively through a group of successively ‘‘satisfied’’ cells.
One cell may activate many other cells, so that multiple
pattern branches may become simultaneously active. Any
number of such FCMs may be configured within the
total cells available within a processor. Typically such
FCMs are created to detect (classify) specific patterns or
subpatterns of interest.

The next section will provide some simple examples
that could be useful in aberrant behavior detection
methods for the concepts presented earlier.

Classification techniques
Pattern recognition has two distinct approaches, and

a third that blends the two. For a full treatment see
Jain, Duin, and Mao (2000).

N Statistical Approach—In this approach an un-
known entity or situation is characterized by a set
number of features and measured values for each

Figure 1. Configurable feature cells and feature cell machines.
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feature (a person characterized by height and
weight; a danger characterized by velocity,
distance, and heading). Mathematically the
features become dimensions in a multidimen-
sional space, and the values for each of those
features then place an unknown entity or
situation at a point in that multidimensional
space. Regions of the space are associated
probabilistically with pattern classification (man
or woman; dangerous or suspicious or benign).

N Syntactic Approach—This approach is structural
in nature and generally hierarchical, where patterns
are composed of subpatterns, which are in turn
composed of subpatterns, with the lowest level
subpatterns being simple recognizable primitives.
In syntactic pattern recognition, a formal analogy
can be drawn between the structure of patterns and
the syntax of a language. Language parsing is
common usage for this approach, but other
patterns such as waveforms and multi-agent
trajectory paths, which can be constructed from
primitive structural components, lend themselves
to syntactic recognition. Syntactic patterns are
composed of primitives that follow rules about how
they may be combined in relation to each other.

Using the common linguistic metaphor, these rules
form a grammar of allowable pattern structures.

N Augmented Grammars—This approach com-
bines the two above, which may be done in a
variety of ways to suit the raw sensor data, the
computational resources being employed, the
difficulty of feature extraction, and the speed vs.
accuracy trade-offs dictated by the application. In
a general sense, augmented grammars have
syntactic elements and semantic elements, mixing
structural relationships and feature values.

The processor described here is well suited to the
syntactic approach, appears highly promising for
augmented grammar approaches, and has utility for
some statistical approaches.

A few general basic techniques will be shown to give
some idea of how detection cells can be organized as
FCMs, and how such FCMs can be organized to
discriminate syntactic structure, feature values, and
pattern groupings.

Feature value discrimination
One likely classification of undesirable behavior might

be a UAS that is not where it is expected to be. Perhaps it

Figure 2. Some possible ways of encoding an envelope of acceptable values for latitude, longitude, and altitude. Multiple detection

cells and data-stream bytes could be used for each. Minimum separation ensures two Unmanned Autonomous Systems (UAS) do not
get dangerously close. A detection cell only has one satisfaction line, so the Feature Cell Machine (FCM) on the right must satisfy on

failure with the complement of the permissible range. The final cell matches on anything and signals success.
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has developed a mobility malfunction, missed a cue
signaling a new task, been incapacitated by the enemy, or
redirected by an unauthorized command. If a team of
UAS is coordinated in accordance with a specific plan,
each agent is expected to maneuver within some absolute
or relative location envelope. This envelope may be
narrow during travel to a target area, larger during
engagement, and different among some members of the
team when sub-groups are deployed on separate tasks.
The example in Figure 2 shows two ways to encode the
location of a UAS by three global positioning system
coordinates: latitude, longitude, and altitude. The
absolute case can detect a UAS that wanders outside of
its expected travel envelope for a given leg of a journey.
The relative scale might be in relationship to a
monitoring team-member during some phase or task
of planned teamwork.

Figure 3 shows how the location envelope for two
different tasks assigned to the same UAS at different
times during a mission might be configured. Imagine
thousands or tens of thousands of such reference patterns
all prepared to classify incoming data as acceptable or
not, all localized to multiple specific UAS. The example
FCM could be expanded to include additional behavior
data for a specific UAS in a specific task, or separate
FCMs could handle separate behaviors and be associated
appropriately with data-stream packet headers.

A final technique example is offered to indicate one
of the ways this processor could be used to weight

different features or subpatterns within a total pattern.
Figure 4 indicates some of the higher level aggregation
and output capabilities of the processor conceptually
(Dove 2009a). In this example, the down counters are
employed to give different weights to different features
of a pattern. A down counter can be initialized to some
value when a configuration load is sent to the
processor. Output pointers associate specific down
counters with specific FCM satisfaction lines. Figure 4
depicts four possible classifications for a large number
of features, where one of those features carries a weight
of 2, another carries a weight of 3, and the rest each
carry a weight of 1.

The examples shown are all simplistic and not
indicative of the range of possibilities. They were chosen
to show some specific techniques that broaden the purely
syntactic applications readily associated with this re-
configurable replicated detection cell architecture.

Concluding remarks
The leverage discussions in this and the prior article

(Dove 2009b) are complementary, each having a
potential role in a total solution platform. The starting
point in the prior article was social attentiveness in
certain biological systems that monitor and enforce
peer behavior. The end point was a conceptual example
of technology that can approach the pattern capacities
and speeds of biological systems in bounded sub-
domains of behavior interest.

Figure 3. This example employs a packet approach to data-stream packaging. Packets here have a two-part header: the first two

cells/bytes signify the Unmanned Autonomous Systems (UAS) associated with the data, and the second two signify the task that this

UAS is currently supposed to be executing. Detection of the header activates the correct positioning envelop for that UAS on that
task. Two Feature Cell Machines (FCMs) are shown for the same UAS on two different tasks 49 and 50.
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The work reported here attempted to find sufficient
connective concepts between the two end points that
would warrant a next stage investigation. It is not
suggested that the connecting leverage points discussed
here and in the prior article are the only way to approach
the problem effectively, nor that they are completely
sufficient, but rather that they appear promising as a
foundation for a solution path worth exploring.

This is preliminary work that sought and construct-
ed a basis from which to investigate algorithms that
can detect safety- and security-threatening behavior
among UAS working in teams; where speed, accuracy,
and breadth of comprehension are key performance
factors. The work suggests that a promising basis exists
in combining recognition of social behavior and
trajectory behavior with a technology that can manage
a vast quantity of stored reference patterns structured
and accessed in a feedforward chunked hierarchy. Of
importance, that technology must employ parallel
recognition capabilities that eliminate any need for
time-consuming search or sequential algorithms.

Social comparison theory guides us to a comparison of
an agent’s behavior pattern against behaviors of others on
the team, against mission plans, against defined patterns

of normal behavior, and against defined patterns of
aberrant behavior. Trajectory behavior classification
could be considered a special subset of social behavior
detection for loosely choreographed teamwork.

Expertise theory, if it can be called that, guides us to
a need for an extremely large number of reference
patterns that can be simultaneously compared relative
to a dynamic situation, eliminating time for sequential
evaluation and reasoning steps, and eliminating much
of the otherwise selective monitoring and pattern
simplification that increases uncertainty.

This work was prompted by the growing concern for
testing methods that can keep pace with the growing
intelligence of UAS. It is suggested that a very different
approach is required, one that never stops, one that
carries the test environment into the operational
environment, on board every UAS eventually.

There is precedence for and experience with this
approach: the training and vetting of Special Forces
operatives. One point to note is that we appear
comfortable moving operatives into field status after
some ‘‘testing’’ period, even though we know they will
face situations that have not been tested. Another point
to note is that these operatives on mission are always

Figure 4. This conceptual depiction of additional features of the processor’s architecture, at the top, places the Feature Cell

Machines (FCMs) and their association with down counters in context. The bottom depiction shows a large number of multi-element

FCMs, which are used to determine a classification. Classification-1, for instance, may have its down counter initialized to 3, while
Classification-4 may have its down counter initialized to 4. Thus, Classification 4 can occur in multiple ways, whereas Classification-1

must have one each of the three specifically designated features.
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being evaluated by their peers, who rely on the
integrity of each and every member of a team.

UAS will operate outside of ready observation and
are subject to attrition by enemy destruction. In such
live cases, aberrant behavior must be detected and
evaluated to sense control penetration by the enemy, as
well as malfunction, that threatens the mission or
might provide a disabled UAS to the enemy for
recovery post-mission.

Continued study will investigate appropriate classes
of behavior for monitoring, the nature of expert-level
detection capability, and suitable pattern representa-
tions for whatever technology is employed. C
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Testing Unmanned Autonomous System Communications
in a Live/Virtual/Constructive Environment
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Test and evaluation (T&E) of unmanned autonomous systems (UAS) is a challenge for decision

makers because of their complexity, network communication dependencies, and requirements for

rapid deployment. Sandia National Laboratories has developed a live/virtual/constructive

(LVC) T&E framework used to emulate live UAS while incorporating network

communication effects between platforms within mission-specific virtual/constructive simula-

tions. This framework possesses sufficient fidelity to support UAS decision making and measure

performance based on system-of-system (SoS) contributions. In this framework constructive

assets can affect and/or be affected by live and virtual assets via high-fidelity communications

models and system-in-the-loop technologies. Using system-in-the-loop enables assessment of

distributed communications that rely on wireless networks without deploying real wireless

networks. Models of wireless assets and supporting platforms are included along with real

applications. Experimental results include simulated networks of commercial and military

radios and demonstrate the importance of incorporating wireless communication network effects

when evaluating distributed SoS operation.

Key words: Simulated wireless communication; simulation environments; shared wireless

spectrum; system in the loop; communication routing protocols; cyber disruptive

techniques; modeling; military radio; communication capacity; interference; robotic

vehicles.

G
iven the increasing pace of develop-
ment for new technologies, the Test
and Evaluation (T&E) community is
finding it necessary to adapt its
approach to evaluating the effective-

ness of new and deployed technologies. This is
especially true with respect to Unmanned Autonomous
Systems (UAS). These systems have shown tremen-
dous benefit to the warfighter in current operations
and are being deployed on an accelerated schedule that
leaves little time for traditional T&E. When dealing
with UAS, there is the additional fact that they are
complex, network centric systems, and testing cannot
be limited to physical aspects of individual systems
alone (Macias 2008):

‘‘In the future that we are facing today, UASs
will be deployed on a timeline of months instead
of years. Systems that are being developed in
industry and academia have utility today to a
warfighter who is facing enormous challenges.
The question of how to start testing these systems
in parallel with development may require us to
move beyond the traditional test focus and
towards a test strategy that covers the entire
acquisition cycle from cradle to grave. The
challenges of testing UASs are moving from
simple system test toward the world of complex
systems engineering.’’

Testing a complex system requires that all of the
system’s components be included. This is especially
true of technologies that must function in a network
centric environment. In addition, to meet the increas-
ing demands of UAS T&E, the Department of
Defense needs a seamless, robust, and rapidly deploy-
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able Live/Virtual/Constructive (LVC) T&E frame-
work. To meet these requirements, Sandia National
Laboratories has extended an LVC framework devel-
oped using internal research and development funds to
support UAS T&E.

Using a LVC framework for UAS T&E provides a
number of benefits. The LVC T&E framework
provides the operational context needed to evaluate
performance of new technologies that must function
with existing systems and of mature technologies being
applied to new problems with respect to mission
objectives, execution, environment, and personnel. It
also provides the ability to 1) identify requirements for
future T&E infrastructure (with respect to instrumen-
tation, data capture, and processing), 2) to vary the
scale of problems addressed, 3) to incorporate the
complexity (bandwidth, latency, fidelity) required
when engineering advanced technologies, 4) to preplan
range operations, and 5) to shorten exercises by using
fewer live assets. An LVC T&E framework allows
fewer live test fires, requires less instrumentation and
telemetry for each asset, and reduces the time needed
to put test instrumentation on a UAS. Finally, another
major benefit of using the LVC test-bed approach has
to do with obtaining radio frequency spectrum
permission. Wireless communication spectrum is
controlled and licensed for specific use. Permissions
must be obtained if performing live radio frequency
radio experiments in controlled frequency bands. In the
LVC test bed, only the wireless control link providing
connectivity between the live robot and the simulator is
a live radio link. Because this is not the wireless
communication link under study, it can communicate
over the license-free industrial, scientific, and medical
(ISM) band.

Previous approaches used for SoS T&E have
involved performing experiments where the entire
experiment is simulated or experiments where the
entire experiment is live. Several efforts have described
T&E frameworks that combine simulation, emulation,
and real devices. Research being done at UCLA
(Zhou, Ji, and Bagrodia 2006) attempts to combine
real and simulated wireless systems but segments the
wireless physical layers into isolated real and simulated
segments with no interaction between the two
segments. The approach using isolated segments of
the wireless physical layer is limiting, and the capability
to merge the real wireless physical layer with the
simulated wireless physical layer is necessary to obtain
overall system realism in experiments. Other wireless
networked system evaluation test beds deploy a large
number of real wireless radios that can be configured
for specific experiments (Hadjichristofi et al. 2007).
These test beds provide realism when examining

systems that can be emulated with the test bed radios
and topology; however, this approach is limiting in its
ability to examine advanced radio concepts that have
not yet been developed in hardware. These examples
demonstrate that while there is significant emphasis on
simulation-based live training, there is no indication
that there is a systematic effort to determine the best
approach to link live and constructive communications.
The research described in this article addresses testing
LVC assets and their supporting network communi-
cations in a systematic fashion with a variety of
communication equipment represented with simulated
models, emulated or real devices, and the ability to
employ the methods simultaneously. Using this
approach, simulated network communications can
provide data transport between virtual, constructive,
and live elements.

The LVC test bed
Sandia National Laboratories has developed an

LVC Integrated Control Framework (LVC ICF) and
an associated test bed for testing and evaluating SoS
effectiveness for achieving mission objectives. The
modeling and simulation (M&S) capabilities of the
LVC ICF, and test bed include physics-based
technology models, high-fidelity terrains, manned
and unmanned vehicles (ground and air), both wired
and wireless communications, several types of unat-
tended ground sensors (UGS), and cognitive models of
personnel.

SoS T&E requires that the communication network
be represented as realistically as possible. Creating real
networks with real hardware is challenging or, in some
cases, impossible. For example, design and incorpora-
tion of new military radio technologies often requires
SoS T&E prior to the real hardware being available.
The LVC test bed brings together simulated network
communications with real applications running on live
platforms. The test bed enables rapid and cost-effective
SoS operation analysis including the impact on
communications due to network limitations and
environmental effects (Parker et al. 2009; Rigdon,
Parker, and Miner 2008). Through the LVC test bed,
evaluation of real system applications that depend on
wireless communications is possible without deploying
real wireless networks. For example, the impacts of
impaired wireless communication performance on
overall system operation can be assessed. Issues such
as end-to-end data packet latency or effects of dropped
data packet rates on application performance can also
be assessed). In addition, communication network
technologies such as Quality of Service (QoS) or
multicast protocols can be assessed. Increasing scale
with respect to the number of platforms and the
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resulting impact on the wireless network can also be
assessed.

In this article, the LVC test bed is described and an
example scenario is presented with results showing the
value of utilizing a framework such as the LVC test
bed. The test bed represents network communication
by leveraging network communication simulation
environments such as OPNET Modeler (OPNET
Technologies, V. 15.0, 2009), Joint Communications
Simulation System (JCSS V. 9.0, 2009), and QualNet
(Scalable Network Technologies, V. 4.5, 2009). The
shared wireless spectrum between live and constructive
elements is realistically represented in the test bed by
employing JCSS.

The LVC test bed and the integration of simulated
network communications are described in the context
of an experiment involving an unmanned ground
vehicle (UGV). The experiment includes multiple
UGVs, the software control system, the operator
control unit (OCU), and a shared wireless communi-
cation network as shown in Figure 1. The system
design depends on continuous, reliable flow of data
from each autonomous robot to the OCU. Similarly,
the UGV depends on continuous updates of differen-
tial GPS data, system state data, and streaming video
and audio data transmitted via the supporting wireless

communication network (especially when executing
behaviors requiring a higher level of autonomy). For
this experiment to produce useful data, LVC elements
interact as if they were nodes in a single integrated
system. Constructive elements are modeled and
simulated, and interact with the live and virtual
elements.

The experiment is complicated because LVC UASs
communicate over a shared wireless communication
network that must account for multiple nodes, real or
constructive, accessing the network. Thus, real and
constructive UASs transmitting at the same time cause
radio channel interference if they are in close
proximity; however, if they are separated by an
adequate distance, they can share the same radio
frequency spectrum. Because this shared wireless
spectrum is an important aspect of system operation,
it has to be realistically represented in the test bed.

Additionally, because a live UAS is included in the
experiment and no physical cabling is used to provide a
communication link to the live UAS, a wireless
communication link is provided. The live communi-
cation link is a live radio system that is part of the UAS
under test and is a readily available wireless commu-
nication link using IEEE 802.11 LAN/MAN Wireless
LANS (IEEE 802.11g, 2003). The live wireless

Figure 1. LVC experiment—two live vehicles using a simulated communication network.
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communication is considered an artifact of the
experiment in that this link is not intended to suffer
from shared wireless spectrum interference or other
wireless channel degradations. The live wireless link
has data throughput greater than the communication
link that is being assessed and is represented in the
simulation. In addition, the live wireless communica-
tion link is used for immediate emergency stop of the
UAS (i.e., e-stop). This safety stop is necessary as a
precaution to prevent personnel harm or equipment
damage.

Given that the LVC test bed combines live
platforms with constructive platforms that potentially
share the same physical area, a means to provide for the
live wireless communications to affect the simulated
wireless communications and for the simulated wireless
communications to affect the live wireless communi-
cations is necessary. In the LVC test bed, the shared
wireless communication channel spectrum impacts and
other channel degradation are accounted for in the
simulation environment. All platforms participating in
the experiment have a representation in the simulation.
Live platforms that are moving through live terrain are
represented in the simulation as ‘‘ghost images’’ of the
live platform. Because all platforms are represented in
the simulation, the simulation is where all wireless
communication impacts are performed.

Modeling networked communications
This project’s focus is to provide a platform for

developing and exploring methods for integrating,
testing, and evaluating communications between
distributed LVC entities. The key to this effort lies
in performing high-fidelity simulations of live, virtual,
and constructive asset communications. This is ac-
complished by importing live asset attributes such as
radio characteristics and geographic position into a
model that represents the live asset in the communi-
cation simulator. The communication simulator also
includes detailed models of the scenario terrain and
models of the wireless communication channels for the
scenario. This enables live asset communications to be
affected by virtual and constructive assets because live
communications are passed through the simulated
environment. With this approach, for example, the
communication two real assets can be jammed by a
constructive adversary. Key aspects to implementing
the network communications in LVC experiments are

N Live platform communications must be affected
by virtual and constructive platform communica-
tions and simulated spectrum impairments.

N Live mobile platforms will have experiment
control communications that are not affected by

simulated channel impairments. As long as a high
quality wireless link exists between the controller
and mobile platform, critical experiment control
can be communicated to real platforms, such as
emergency stop (i.e., e-stop).

N Intended live mobile platform communication
equipment can be modeled with simulated radio
systems.

Our approach to creating LVC experiments requires
that communications between live platforms (with the
exception of e-stop) are imported into the simulation,
affected by virtual, constructive, and other live commu-
nications traffic, and then exported to the live transceiver.
Thus, live wireless platforms have a real wireless link and
a simulated wireless link. To obtain high-fidelity models
of the various internet protocol (IP) communication
network protocols and devices, we had the test bed
leverage network communication simulation environ-
ments. For the experiment discussed in this article, the
OPNET Modeler and the JCSS are used to simulate the
communication network in real time. To enable the
import and export of application data and network
control data, we used the OPNET system-in-the-loop
(SITL) module in the Modeler and extended it for use in
the JCSS. Real hardware to be tested is connected via
SITL to the simulated radio models. Additionally, the
LVC test bed is used to assess military equipment using
military radio systems, making the availability of military
radio models critical to this research. Thus the integra-
tion of JCSS, which has models of military radios, such as
Single Channel Ground-to-Air Radio System (SINC-
GARS), the Enhanced Position Location Reporting
System (EPLRS), and various satellite-based systems,
plays a key role in the LVC test bed.

Our experimental approach also has the following
benefits:

N It enables performing experiments that require a
greater number of platforms with radios than are
available as real hardware.

N In addition to platforms such as ground-based
robotic vehicles that are represented as live and/or
constructive, an LVC experiment may also
include aerial or space-based platforms that carry
communication payloads used for relays or data
servers. Aerial or spaced-based platforms are
difficult or impossible to obtain for an experi-
ment, yet their influence on an experimental
outcome can be substantial.

N It provides realistic representation of platform
network architectures that may include routers,
firewalls, data encryptors such as a high assurance
internet protocol encryptor, or other network
devices.
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N It enables incorporation of simulated electronic
warfare capabilities such as jamming or other
cyber disruption techniques.

LVC experiments
Two experiments were conducted to measure the

performance of different communication architectures
and configurations for a conceptual UAS that involves
distributed sensors over a multithousand square meter
area. The sensors have low profile antennas and require
an unmanned aerial vehicle (UAV) to support relay of
their communication links. The experiments include a
controller manned by a live human operator, a single
tele-operated UAS, and a constructive UAV with a
communication payload that provides for the effects of
message relay between the controller and UAS. In
addition, we also include a constructive jammer
disruption to the communication link.

Experiment 1: Wireless Network with
Relay Platforms

The first experiment, shown in Figure 2, includes a
simulated and a live wireless communication link. A
single simulated wireless link provides communications
between two wired-network local area networks (LANs),
representing the robotic controller and UAS. Each LAN,
shown in Figure 3, includes real and simulated worksta-
tions and servers along with other network devices. The
live wireless link is an IEEE 802.11 based wireless link
providing communication between the live platforms, a
Pioneer UGV, and the live UGV controller that
interfaces to the simulation. Constructive platforms
include the UAV platform circling overhead and the
supporting wireless IP network. The control messaging
and the sensor data are transported via the simulated
wireless network. In the scenario, no direct communi-

cation exists between the constructive control vehicle and
the constructive UAS because they are equipped with
low-gain antennas that are positioned close to the
ground. All communication is relayed through a
constructive UAV equipped with a communication
payload. The UAV has multiple missions and during
the experiment, moves away from its relay position for a
brief period, resulting in a degradation of the commu-
nication link. In this experiment, simulated communi-
cation effects are obtained using OPNET Modeler
together with JCSS and the SITL module.

The analysis objective of the first experiment is to
assess UAS operation with a live operator controlling a
live UAS. The simulated wireless network is instrument-
ed to collect data throughput, dropped packets, and end-
to-end latency. Several experiments are performed using
different radios and protocols. More specifically, a mobile
ad hoc network routing protocol operating with a high-
data-throughput radio is assessed first with the Ad hoc
On-demand Distance Vector (AODV) protocol and
second the Optimized Link State Routing (OLSR)
protocol. The primary distinguishing factor between
these two ad hoc routing protocols is that AODV is a
reactive (i.e., on demand) routing protocol that performs
route discovery only when needed, and OLSR is a
proactive routing protocol that periodically performs
route discovery. A proactive routing protocol typically has
much shorter route discovery and end-to-end latency
because routes are current in the routing tables. However,
a proactive routing protocol has a greater amount of
overhead control traffic to maintain the routing tables. In
contrast, AODV performs a route discovery only when a
route is required to the destination, resulting in a greater
end-to-end latency if routes are changed but a lower
amount of overhead control traffic. Overall, the exper-
iment enables the T&E of various ad hoc routing

Figure 2. Live platforms communicating via an OPNET/JCSS simulated network.
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protocols along with various radio physical-layer charac-
teristics such as data rates and power levels.

The experiments are used to evaluate the respon-
siveness of the system under various network architec-
tures and configurations. The instrumentation of the
simulated communication network provides for net-
work performance data collection that can provide
quantitative performance measurements. In addition,
the experiments assess the data throughput of the
supporting relay platforms as the scenario jammer
moves through its trajectory.

The experiment begins with selecting the UGV as its
relay platform because it is in closer proximity to the
source and destination platform. As the experiment
progresses, the jammer moves closer to the UGV and
disrupts the connectivity with the source and destination
platforms. Because the constructive platforms at both the
robotic vehicle and controller are configured with mobile
ad hoc routing protocols, the platforms reroute through
the UAV. The UAV provides a data forwarding
capability until approximately 10 minutes into the
experiment. At approximately 10 minutes, the jammer
has moved into a position where it is causing interference
to both the UGV and UAV relay platforms. At this time
there is no connectivity between UAS and the controller.
At approximately 15 minutes the jammer has moved
away and the UAV reestablishes connectivity.

Experiment 1: Results
Figures 4 and 5 illustrate the data throughput of the

UGV and UAV relay platforms for a system configured

with AODV routing and OLSR routing. The results
illustrate the data throughput as the system transitions
from the UGV relay to the UAV platform. In this
experiment, the constructive part of the experiment
affected the live communication between the live
platforms as if a live UGV or UAV relayed the messages.
The live messages were also affected by routing protocol
transitions and periods of no communications.

In this experiment the latency of networks config-
ured with AODV and OLSR were also examined. The
network employing AODV, which is a reactive
protocol, required approximately 0.18 seconds to
discover a new route when the jammer moved to a
position where the original route could not be used. In
contrast the OLSR configured network was able to
switch routes in much less time because it had
proactively discovered routes before they were needed.
Figures 6 and 7 illustrate the end-to-end latency for
application-layer packets transported by the simulated
network. The results indicate that OLSR has a lower
end-to-end latency compared with AODV.

Experiment 2: Wireless network using EPLRS
military radio

In a second experiment we use the LVC test bed to
assess the tele-operated UAS using the EPLRS
military radio. EPLRS uses virtual circuits, called
needlines, to set up communications between EPLRS
radio sets. A ‘‘needline’’ is a common set of time and
frequency resources shared among two or more
EPLRS radio sets to exchange data. The needlines

Figure 3. Communication devices, including SITL interface, comprising robotic vehicle.
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can be either many-to-many or one- to-one, and every
EPLRS radio set can support many needlines at the
same time, thus enabling radio sets simultaneously to
send and receive different information from different
radio sets. The configuration of time and frequency
resources has a direct impact on the communication
capacity of a needline while the choice of waveforms
provides a tradeoff between data rate, transmission
range, and error resiliency of the needline. The LVC
test bed provides a means to evaluate system operation
of various EPLRS networks.

The experiment configuration using EPLRS radios
to support robotic system control is notional; however,

the main point of the experiment is to illustrate the use
of the LVC test bed.

Experiment 2: Results
Figures 8 and 9 illustrate experiment results of data

throughput and end-to-end latency of an EPLRS
configured with two Carrier Sense Multiple Access
(CSMA) needlines. The first CSMA needline must
always exist as a Private Virtual Circuit (PVC) needline
and is used by all EPLRS platforms to exchange
control messages with each other. The second CSMA
needline is used to communicate vehicle control
messages and return sensor data. The CSMA needlines

Figure 4. Data throughput of relay platform—AODV routing.

Figure 5. Data throughput of relay platform—OLSR routing.
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are configured for two-hop relay coverage; thus, each
transmission is silent for two consecutive timeslots after
each transmission. The period of silence is necessary for
the relay or forwarding of messages by relaying platforms.
In EPLRS, this is not a dynamic configuration and the
silent period occurs whether the message is being relayed
or not. Figure 8 illustrates the data received while the
jammer is moving along its trajectory. The EPLRS
communication is more resilient than the radios used in
Experiment 1 with the jammer interference because it has
better signal-to-noise at the receiver. Figure 9 illustrates
the end-to-end delay associated with the EPLRS. The
end-to-end delay is larger than the radios used in
Experiment 1. The increased end-to-end delay is larger
for EPLRS because of the use of timeslots and the wait
period for each transmission for the relay requirement of
the supporting needline.

Conclusions and future work
To incorporate communication effects of the overall

system, i.e., LVC, in an LVC experiment, all system
communication must exist in the constructive domain.
To accomplish this, all live communications are brought
into the constructive domain where the effects of virtual
and constructive communications can influence the live
communications and live communications can affect
constructive communications. The LVC test bed
provides an experimental environment for assessing
systems of systems that are dependent on wireless
communication networks and various mobile platforms
such as the UAS.

The LVC test bed

N provides a means to incorporate military radio
technology in LVC experiments;

Figure 6. End-to-end latency when using AODV routing.

Figure 7. End-to-end latency when using OLSR routing.
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N provides a means to eliminate issues related to
obtaining spectrum frequency allocation and
permission for live experiments;

N enables assessing systems with increasing scale;
N provides a means to analyze radio operation in a

variety of difficult terrains such as urban and
mountainous;

N enables analysis of proposed radio technology
before hardware is available.

Experimental results show that with SITL technol-
ogy, the effects of the LVC communication interactions
can be incorporated and measured in an experiment that

includes live platforms. The experiments provide
measures of performance to support design, develop-
ment, and deployment of UAS control systems that are
also applicable to SoS design.

Work is underway to address the issues with SoS
that have a large amount of communications. Exper-
iments of increasing magnitude become a challenge for
the simulated domain to run at real time. The research
team is examining methods to deploy the simulated
domain on more powerful computing platforms along
with model abstractions and techniques to reduce
computational requirements in the simulated environ-
ment.

Figure 8. Data throughput of EPLRS.

Figure 9. End-to-end latency of EPLRS.
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Overall, the LVC framework and the associated test
bed facilitate T&E of UAS by providing an experimental
environment capable of testing a wide range of
communications equipment and UAS. The results
discussed here show that with SITL technology the
effects of LVC communication interactions can be
captured, measured, and categorized. As a result, the
possible test-bed scenarios are limitless. Work is
underway to expand the experimental scope to determine
failure conditions and modes for the UAS being tested.
This LVC test bed will be of great value for conducting
studies that are beyond the scope of live testing alone. C
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Use of General Aviation Aircraft as Surrogate for UAS
Development, Test, and Integration

Joe Arvai

Aviation Systems Engineering Company (ASEC), Lexington Park, Maryland

There are over 155 unmanned aircraft system designs by 50 institutions in the United States

alone. Many manufacturers are small companies lacking sophisticated test facilities. Few have

ready access to high-demand restricted area ranges. They must rely upon testing in the National

Airspace System, which requires Federal Aviation Administration approval, often with lengthy

approval times and significant operational limitations. Using manned general aviation aircraft

as surrogate platforms for testing the sensor systems or the air vehicle is a viable option. General

aviation aircraft overcome limitations of operating in the National Airspace System and

provide an airborne integration laboratory and added flexibility.

Key words: Unmanned aircraft; civil national airspace; safety; civil aviation; Federal

Aviation Administration; high-density airspace; special use airspace; surrogate manned

aircraft; flight testing; system integration.

U
nmanned Aircraft Systems (UAS) are
becoming increasingly common, and
their manufacturers and operators are
attempting to make them an integral
part of the U.S. aviation community.

UASs are now operated by Homeland Security, the
Department of Defense (DoD), police departments,
commercial industry, and the Forestry Service to name
just a few. Although Unmanned Air Vehicles (UAVs)
used to operate at only low altitudes (less than 400 ft),
they now operate throughout the entire civil airspace
from the surface to greater than 60,000 ft. There are
currently over 155 UAS designs produced by 50
different companies and institutions in the United
States alone. Many manufacturers are small companies
lacking sophisticated test facilities, and few have ready
access to restricted areas to test their systems. Although
many are tested under U.S. government programs,
primarily within the DoD, a large number are
developed by private industry. This has led to an
increasingly complicated issue of how to test these new
systems economically and safely within the civil
national airspace system.

National Airspace System environment
The airspace above the United States is designated

the National Airspace System (NAS) and is strictly
controlled by the Federal Aviation Administration

(FAA). On average, about 50,000 flights use the NAS
services each day with over 4800 aircraft airborne at
any one time. Safety is a primary concern when
operating in this high-density airspace.

The NAS had its beginnings with the Air
Commerce Act of May 20, 1926. This was the
cornerstone of the federal government’s regulation of
civil aviation and was designed to improve and
maintain safety standards. The Act fostered air
commerce issues and enforced air traffic rules, licensed
pilots, certificated aircraft, established airways, and
operated and maintained aids to air navigation. By
1958, the introduction of jet airliners and a series of
midair collisions spurred passage of the Federal
Aviation Act, which established the FAA.

Although UASs have been in existence for much
of this time, only recently have they become a focus
of the FAA. The first UASs to enter into the NAS
were built for or by the military and tested within
special use airspace, specifically, restricted areas.
These early systems did not impinge upon the civil
use airspace, and the limited amount of UAV testing
was easily accommodated. But as UASs have proven
their worth on the battlefield, they have grown in
size and complexity, far outstripping the capacity of
military airspace. Although there are over 1,000,000
sq mi of special use airspace in the United States, the
amount usable by UAVs is limited to restricted areas
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and is only a small fraction of the existing space
(Figure 1).

The military has reduced and consolidated many of
these areas over the last 30 years, leading to higher
utilization by the military for training and testing. The
result is ever-growing competition among agencies for
use of the available airspace with the highest priority
programs taking the vast majority of the available time.
As test ranges become more sophisticated, the cost to
use these ranges also increases. Unless a program has
sufficient funding and priority, it will not be able to
test on existing ranges because of limited range
availability and prohibitive costs.

In recent years, several states and universities have
been coordinating with the FAA to designate more
areas for UAS operations. For example, the University
of New Mexico, Physical Science Laboratory, has
established a UAV Center of Excellence adjacent to
the White Sands Missile Range for UAS flight
operations. This offers alternative airspace in which
to test, but the proliferation of aircraft vendors and
UASs still proves a challenge.

Initially, UAS operators were private model aircraft
hobbyists who flew their aircraft in very confined areas
in the NAS, typically at less than 400 ft above ground
level. The FAA set up guidelines for these operations
in 1981 through Advisory Circular (AC) 91-57,
Model Aircraft Operating Standards. These opera-
tions were intended solely for providing guidance to
persons interested in flying model aircraft as a hobby
or for recreational use only. This guidance encouraged
good judgment on the part of operators so persons on

the ground or other aircraft in-flight were not
endangered. These guidelines included line-of-sight
operation, operations below 400 ft above ground level,
and restrictions and limitations on flight in the
vicinity of spectators. While this AC was designed
for model aircraft, people have misused the guidance
for commercial flight operations. AC 91-57 only
applies to hobbyists and recreational flyers. It excludes
persons or companies operating UASs for business
purposes.

The FAA policy for UAS operation is that no
person may operate a UAS in the NAS without specific
authority. This authority can be obtained by applying
to the FAA for an Experimental Airworthiness
Certification or a Certificate of Authorization
(COA). The first COA for commercial UAS opera-
tions was issued in 2005.

A COA is generally based on the following
principles.

N The COA authorizes an operator to use defined
airspace and includes special provisions unique to
each operation. For instance, a COA may include
a requirement to operate only under visual flight
rules and during daylight hours. Most are issued
for a specified period (up to 1 year, in some
cases).

N Most, if not all, COAs require coordination with
an appropriate air traffic control facility and
require the air vehicle to have a transponder able
to operate in standard air traffic control mode
with automatic altitude reporting.

Figure 1. Special use airspace restricted areas.
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N To make sure the UAS will not interfere with
other aircraft, a ground observer or an accompa-
nying ‘‘chase’’ aircraft must maintain visual
contact with the air vehicle.

N A Notice to Airman is usually required to alert
general aviation aircraft of impending UAV
operations.

The FAA issued 102 COAs in Calendar Year (CY)
2006, 85 in CY 2007, and 164 in CY 2008. As FAA
experience with COAs has grown, so has the emphasis
on safety; certificates issued today typically have more
conditions and limitations, particularly those dealing
with a UAS’s inability to ‘‘detect, see, and avoid’’ other
traffic. There is no guarantee that a UAS vendor will
receive a COA, and several have been denied. The time
element required to get a COA approved is variable
and based on the maturity of the system, FAA
inspector availability, and the developer’s familiarity
with the COA process and requirements. Six months
to obtain a COA is not uncommon.

The bottom line is that the FAA has only recently
been presented with the issue of flying UASs in the
civil NAS and is in the process of establishing
procedures for their safe operation. Until this is
completed, UAS vendors and testers will have many
limits imposed upon them for the testing of their
systems. So how does a company or individual test
their system in an economical, timely, and efficient
manner?

The obvious solution is to minimize the amount of
flight testing required by a stand-alone UAS. Where
feasible, flight testing on a surrogate manned aircraft is
a viable option. The scope of effort can range from
evaluating separate components (avionics, sensors,
payloads, etc.) to fully mounting the air vehicle on a
mother ship platform.

UAS configurations
UASs are composed of several different components.

Although generally we think of air vehicle testing, the
reality is that a UAS is designed around the mission
and payload, just as a manned aircraft is. Integration
and operation of the ‘‘system’’ is the most complex and
time-consuming part of flight test. A UAS can
typically consist of the following subsystems:

N air vehicle,
N command and control,
N payload/sensors,
N data link,
N weapons.

UAVs vary in size, with wingspans ranging from a
few inches to larger than a commercial 737, with

subcomponents sized to the air vehicle. Although
many of these subcomponents may be obtained as
government-furnished equipment or are commercial
off-the-shelf items, the integration of these compo-
nents into a UAS may require considerable testing. For
example, a government-furnished equipment UAS
vehicle could be modified to add an electro-optical–
infrared sensor or be controlled via a UHF free-wave
radio while downloading sensor information via a
tactical data link. Although these systems are all off-
the-shelf items, effective hardware and software
integration typically includes interfaces and software
modifications tailored to the UAS.

A significant portion of this integration can be
conducted in a systems integration laboratory, but
simulations do not always represent real world
conditions. Based on the complexity of the integration
and maturity of the systems integration laboratory, an
integrator or developer can experience significant
changes between a bench test and open-air operation.
Although some testing is accomplished in a lab, flight
testing remains a significant portion of a system’s
evaluation.

Most UAVs are used as sensor platforms. With the
current conflicts in Iraq and Afghanistan, use of UASs
has increased exponentially. They are often employed
for remote area surveillance and intelligence gathering
but are also used for surveillance of high-density
population areas. To provide realistic scenarios for
testing, developers should evaluate these systems in
environments that range from similar rough moun-
tainous areas to high-density population areas. Unfor-
tunately, FAA limitations prevent testing in these
environments. In other words, existing FAA policies
and limitations prevent testing UASs in the environ-
ment and conditions where they are designed and
intended to operate.

General aviation aircraft use regulations
General aviation aircraft have been operating in the

civil NAS since the inception of flight. Rules and
regulations surrounding their operation are well
defined and understood for private use, commercial
operation, and research purposes. General aviation
aircraft can be operated with either a standard or
special airworthiness certificate based on the use and
configuration of the aircraft. Many aircraft have been
modified over the years to accommodate special
equipment or configurations. Figures 2 and 3 show
some of these modified aircraft.

The FAA oversees modifications to aircraft with
their primary interest being safety. The type of
airworthiness certification requested and the extent of
the modification will determine the level of FAA

Testing UAS in the Civil National Airspace System

30(4) N December 2009 527



inspection required. If the modification to the aircraft
structure has been previously approved through a
supplemental type certificate, the certification process
can be accomplished in a matter of days (Figure 4).
Once the aircraft is certified, it can operate throughout
the civil NAS by following either visual or instrument
flight rules, thus allowing the system to be flown in the
environments for which they were designed.

Flying systems or subsystems on surrogate aircraft is
not a new concept. The concept has been used over the
years to evaluate systems for most manned platforms.
A new sensor will be evaluated on a less expensive test
bed aircraft to develop its maturity prior to installation
on a more expensive platform for final evaluation. For
example, fly-by-wire flight controls were initially
installed and evaluated on a mechanical flight control
aircraft before testing on a prototype aircraft (Fig-
ure 5). In the world of UASs, many of the systems are
directly installed in the air vehicle, and flights are flown
to evaluate them under the mistaken belief that the
system is mature, there are no personnel involved if the
system malfunctions, and the potential for collateral
damage is low. This belief has led to a high rate of
UAV accidents. The military services are only now
starting to include UAV accidents in their accident rate
recording, and the civilian industry maintains virtually
no data on UAV accidents.

Once the systems are initially evaluated and their
integration has matured through testing, they can be
cross-decked to the UAS for final evaluation. This can
be accomplished either through the military, large
original equipment manufacturers, or by the individual
developers themselves. In the past, the use of a
government platform for testing was a viable option,
but as budget pressures, downsizing, and real world
operational demands increase, availability of resources
has become much more limited. Additionally, the cost
of operating a military aircraft becomes cost prohibitive
for many smaller research and development programs.
For these reasons, commercial aircraft use for testing is
on the increase. Many of the larger research institutes
and vendors have their own research aircraft. Lincoln
Laboratories, the National Oceanic and Atmospheric
Administration, the National Aeronautics and Space
Administration, Lockheed Martin, and Northrop
Grumman are just a few of these organizations. They

Figure 2. Twin Otter with nose-mounted sensor pod.

Figure 3. Radome mounted to bottom of King Air and Research pod mounted out of the door of a Twin Otter.

Figure 4. MX-20 EO/IR turret mounted to nose of a Twin Otter.
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typically use general aviation aircraft that they lease or
own or have an aircraft loaned to them from one of the
uniformed services. However, what most people don’t
know is there are many small companies that offer their
expertise and aircraft for testing of these systems on
general aviation aircraft.

Advantages of surrogate aircraft
Rather than being subject to flight limitations and

airspace restrictions imposed upon UASs, a manned
aircraft employing payloads is subject to the flight
restrictions that are similar to that of any other general
aviation aircraft. Either the operator can file under
instrument flight rules, and be controlled by air traffic
control for operation over sensitive areas, or they can
file under visual flight rules. The flexibility of operating
under visual flight rules enables aircraft to operate
freely and autonomously as long as the aircraft remains
outside of special use airspace or air traffic control
areas. This has many advantages because the aircraft
can operate as required to fully evaluate the systems.
The pilots must still maintain see-and-avoid flight
principles, but they can be augmented by onboard
flight equipment such as traffic collision avoidance
systems or by flight following with the local air traffic
control service.

Test engineers and operators can ‘‘fly along’’ onboard
the aircraft to analyze results during testing and make
real-time adjustments to the systems. Many UASs are
tested using a ‘‘fly-fix-fly’’ principle of operation
wherein the software and hardware is set before a
UAV flight and can only be adjusted once the UAV is
recovered. On a manned research aircraft, the engi-
neers can fly along with the ‘‘system’’ and accomplish
adjustments during flight for those hardware and
software components mounted internally in the
manned aircraft (Figure 6). This has proven its worth

on many test flights where a software glitch is
evaluated and modified in real time. This real time
analysis and modification turns the airborne surrogate
platform into an airborne systems integration labora-
tory. As an additional benefit, hardware and software
can often be changed out in flight so several different
configurations can be tested, evaluated, and compared.

The FAA places many restrictions on when and
where UAVs can be tested. As previously noted, the
process to obtain a COA is lengthy and comes with a
host of operational restrictions including where and
when they can be operated. Additionally, a Notice to
Airman may be required anytime the UAV needs to be
flown. The use of a manned surrogate aircraft avoids
many of these limitations. The tester is free to fly the
system when needed and in the environment desired.

All testers have experienced schedule slips measured
in hours, days, or weeks, often based on the maturity of
the systems being evaluated, instrumentation issues,
support equipment, and weather. If operating a UAS,
failing to launch within a certain window of operation
may cancel a flight due to air traffic control limits
placed on the UAS operation or scheduled range times.
The more these restrictions can be minimized, the
more efficient testing will become.

The DoD and commercial industry are learning
similar lessons and are turning to general aviation
aircraft as surrogate platforms for UAS and their
subsystems. With the wide variety of general aviation
aircraft available, testers and program managers can
choose the aircraft that most closely matches the UAS’s
performance to obtain the most representative data, for
example, a King Air for radars to be used in a Predator-
size UAS or using a four-place aircraft for mounting an
electro-optical sensor for urban surveillance (Figure 7).

The next step is to not only mount the sensors to be
tested on the general aviation aircraft, but also mount

Figure 6. Cabin research stations.Figure 5. C-131 Total In-Flight Simulator.
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the UAV itself. Small air vehicles can be easily
mounted to a fuselage or a wing station. A small
UAV (150 lb or less) could easily be mounted to the
wing station of some of the more rugged general
aviation aircraft. Figure 8 shows a Twin Otter aircraft
with wing stations capable of holding a 500-lb load and
provides four hard points that could be used to mount a
UAV.

Conclusion
General aviation aircraft are viable, cost effective

options for the development and testing of UAS and
their payloads or sensors. Types of UASs and their
missions are growing exponentially and will continue
to do so for the foreseeable future. But the policies
governing their operation within the United States,
specifically in the civil NAS, are only just beginning to
be addressed. Developers and operators will face
serious challenges in getting their systems tested and
evaluated. In the past, the military could be relied upon
for the testing of these systems in special use airspace,
but growth in UAS use, rising costs, expanding flight
envelopes, and more complex operational mission
profiles have required UAVs to be tested outside of
special use airspace. Also, too many UAS vendors and
testers have limited themselves to using only their
actual air vehicles to flight test their systems in the
mistaken belief that this will result in a shorter test
period. Instead, UAS vendors and testers should take

advantage of the lessons learned by manned aircraft
testers and use manned surrogate aircraft for their
flight testing. General aviation aircraft are a viable, cost
effective, and timely means of accomplishing UAS
flight testing and are readily available. C
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Figure 7. Navion modified with E/O sensor.

Figure 8. Twin Otter wing stores mounts.
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Korean-Dutch Flight Testing for KA-32 Training Simulator
Development and Validation
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Dae Keun Jeon, Hyoung Sik Choi, and Hyang Sig Jun
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Together with (and contracted by) the Korea Aerospace Research Institute (KARI), the Dutch

National Aerospace Laboratory performed a successful flight test campaign with the Kamov

KA32T in South Korea during the summer of 2007. These trials were part of the KA-32

Helicopter Training Simulator Development Program managed by KARI. Within this

program, National Aerospace Laboratory developed the flight model and executed the flight tests

in close cooperation with KARI and the helicopter operator. A very successful flight test

campaign was executed from August 1 to 31, 2007, at the Iksan airbase of the Forest Aviation

Office. The installation and calibration of the instrumentation was accomplished within 2

weeks. A total of about 30 hours of flight time was performed in 22 flights. This article describes

an interesting project with an international touch, including some distinctive logistical

challenges: Korean and Dutch engineers working on a Russian helicopter.

Key words: Flight test program; helicopter; Iksan airbase; international collaboration;

Jeonju airbase; Kamov KA32T; Korea; simulator development; test data; test plan.

T
he objective of the KA-32 Helicopter
Training Simulator Development Pro-
gram is to acquire a helicopter simula-
tor that meets level C requirements in
accordance with FAA AC 120-63. The

Korea Aerospace Research Institute (KARI) managed
the development program and was in charge of
developing and validating the flight dynamics model
based on simulator design data and flight test data.
The helicopter chosen for this project was the Kamov
KA32T (Figure 1) operated by the Korean Forest
Aviation Office (FAO), mainly used for fighting forest
fires.

KARI was presented with the challenge of finding
sufficient data for the development of the flight
dynamics model. The Netherlands’ National Aerospace
Laboratory (NLR) was awarded a contract to develop
the flight model and gather flight test data because of
its experience with flight simulation development and
flight testing for a competitive price. The result was an
interesting project with an international touch, includ-
ing some distinctive logistical challenges: Korean and
Dutch engineers working on a Russian helicopter.

The KARI/NLR project consisted of three phases:
flight mechanics model development, flight testing,
and model tuning. During the flight test phase, the
goal was to gather data for flight mechanics model
improvement and data for the comparison between
model and flight test (qualification test guide). This
article presents the preparations and execution of the
flight test program and discusses some of its results. At
the end of the article, the application of the measured
flight test data within the project is discussed briefly.

Helicopter configuration
The Kamov KA32T is an 11-tonne twin engine

helicopter with a coaxial rotor system.
All flights were performed with a crew of two pilots

and one flight test engineer, complemented during
several flights with a flight mechanic. The pilots of the
test aircraft were senior pilots within the Forest
Aviation Office; however, they had no formal test
pilot training. The flight test engineer from KARI was
in charge of the in-flight organization of the tests,
managing the instrumentation system, and recording
of events using event marker and flight test cards.

ITEA Journal 2009; 30: 531–541

Copyright ’ 2009 by the International Test and Evaluation Association

30(4) N December 2009 531



The FAO normally operates the KA32T with a
Simplex Model 10900-050 Fire Attack water tank
mounted below the fuselage. Because the water tank
limits the maximum speed to 150 km/h, as opposed to
the normal maximum speed of 230 km/h, it was
decided to perform the flight tests without the water
tank to enable testing over a larger speed envelope.
Both engine inlets are equipped with a dust protection
device and an anti-icing system.

It was decided by KARI to vary the helicopter
weight using fuel quantity only. Because the external fuel
tanks are not available at FAO, only the internal tanks
were used. Using this configuration, weights between
about 7,300 and 8,700 kg can be achieved. Additionally,
the center of gravity range was varied with the position of
a flight mechanic in the cabin. The test helicopter was not
equipped with an external hoist or air conditioning. The
dust protection device and anti-icing system were off for
all tests except for those tests measuring the performance
impact of these systems.

During normal operation of the helicopter, the
autopilot is on, providing rate stabilization and attitude
hold. During many of the flight tests, the autopilot had
to be switched on. However, some tests specified in the
simulator qualification requirements (FAA, 1994)
require maneuvers to be performed without the
autopilot. The required configuration (autopilot on or
off) was indicated on the test cards. ‘‘Autopilot’’
referred only to the yaw, roll, and pitch channels on
the center control panel. Other modes such as altitude
hold were not used during the test maneuvers.

Instrumentation system
Instrumentation system in helicopter

After several preparatory visits to South Korea, the
preliminary design of the instrumentation system was
started using NLR’s Generic Instrumentation System
(GIS) as a basis. The GIS is an advanced airborne
measuring and recording system. It is capable of

adequately measuring, conditioning, and recording
analog signals, discrete signals, digital signals, synchro
signals, and manual data entry, e.g., record number.

A constraint for the instrumentation system design
from the operator was to install equipment with as
little impact on the helicopter as possible, both
mechanically and electrically. For both operational
and safety reasons, the system had to be nonintrusive.
Therefore, the approach for the design of the
instrumentation system was to use as many parameters
going to the KA32’s Flight Data Recorder (FDR) as
possible. This required the design of a ‘‘breakout box,’’
which enabled recording these parameters by the NLR
data acquisition system, while the FDR remained in
operation. A second major part in the instrumentation
system was a dedicated test inertial reference system,
providing ring-laser–based attitudes, rates, and accel-
erations.

To complement the parameters from the FDR and
the NLR inertial reference system, we installed several
additional sensors. On the landing light bracket, a
probe for outside air temperature was installed. To
satisfy concerns about flight safety, we used nonintru-
sive optical (laser) sensors for longitudinal and lateral
cyclic position, with reflectors installed on the
longitudinal and lateral push–pull rods below the
cockpit floor (Figure 2). To measure engine tempera-
ture, we installed a breakout connector in the signal
from the engine thermocouples. Because it was not
possible to measure the cold junction temperature, the
measurement varies with cold junction temperature.
This deficiency was solved by correcting the measure-
ment with observations of the cockpit instruments
from video (for ground tests) and from the flight test
engineer (for flight tests). A temporary transducer, for
ground test only, was connected to the engine throttles
to measure the deflections during engine start-up,
(ground) operation, and shutdown. The engine
pressure ratio, an indication of engine power, was

Figure 1. The Kamov KA32T test helicopter.

Figure 2. Nonintrusive laser sensor (on orange bracket) and

reflector (on yellow push–pull rod) below cockpit floor to

measure stick position.
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measured by installing a breakout connector in the
signal to the cockpit instrument.

To create the breakout connectors for the flight data
recorder, and engine pressure and temperature, we had
to purchase several Russian connectors, which proved
to be a very critical part of the design. A video camera
was used to record engine instruments during ground
runs in the engine start procedure.

All flight test data were recorded on a solid state
data recorder and were processed directly after the
flight in the Omega data processing system to enable
analysis of the data before the next day. The Omega
system contains all the calibration data of the
individual parameters and calculates the engineering
units from the raw recorder data. The block diagram of
the GIS is shown in Figure 3, and the system as

installed in the helicopter is shown in Figure 4. The
parameter list can be found in Table 1. The instru-
mentation design concluded with a safety analysis
report, showing that the instrumentation design has a
high degree of reliability and damage tolerance and
that it has provisions to protect the helicopter signals in
the event of a failure.

Instrumentation systems on ground
A ground station was located at the FAO base at

Iksan. It consisted of a KARI portable office container
in which the NLR ground station was installed. The
NLR ground station is based on a WYLE Omega
processing system in a server–client network environ-
ment. The server is operated by the instrumentation
engineer, and processes and distributes all available
data from helicopter and ground instrumentation. The
Omega system contains all the calibration data of the
individual parameters and calculates the engineering
units from the raw recorder data. The system design
allows for quick configuration changes for different test
programs. A shared hard-disk unit is used for securely
archiving the acquired data. The specialists were
provided with client laptop computers, enabling them
to analyze the distributed data on- or offline as
necessary. The network is completed with a network
printer.

Weather data were gathered with a mobile meteo-
rology (meteo) system, consisting of temperature,
pressure, humidity, wind speed, and direction sensors.
These transducers are mounted on a transportable
10 meter high meteo mast. The system can be powered
by a car. The data are logged onto a PC. The meteo
system was used during several hover trials at the FAO
base at Iksan and the low speed trials at Jeonju airbase.

Figure 3. GIS block diagram.

Figure 4. The ring laser gyro and measurement system in the KA32T.
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Installation and calibration activities
The flight test campaign in the summer of 2007

started with the installation and calibration of the
instrumentation system. Because most of the design
work was performed in the Netherlands, some minor
adjustments had to be made in Korea to the
mechanical interface. After the instrumentation instal-
lation, the parameter calibration began. As far as
possible, parameters were calibrated on the ground. For
example: the fuel gauge was calibrated through a

weight and balance procedure at several fuel weights; the
airspeed and pressure altitude were calibrated with a
pitot-static test set, and the flight control rigging was
checked through a ground test with hydraulic power.
Other parameters, like the engine temperatures, gas
generator speeds, and rotor speed, were calibrated during
a ground run. The engine pressure parameters (substitute
for engine torque) could only be calibrated in flight.

After the first ground runs for a general instrumen-
tation check and electromagnetic interference and

Table 1. Parameter list.
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electromagnetic compatibility test, a first test flight
took place for instrumentation check and final
calibration. Several runs were included to determine
the error in the pitot-static system. The activities just
described were performed in a 2-week period, ending
on July 31, 2007.

Data processing and analysis
Data from the instrumentation system are processed

directly after flight and, after calibration in the Omega
data processing station, converted to Matlab data files.
Several tools have been developed for quick post-
processing and analysis of the flight test results.

N A Matlab-based graphical user interface (Figure 5)
for fast presentation of flight test data. This tool can
represent both steady state data (average values and
standard deviations) as well as time history data
(parameters as a function of time). The appropriate
parameters are displayed, depending on the type of
test. Additional parameters can easily be added
manually. A provision has been made to show
AC120-63 tolerances.

N A Matlab-based graphical user interface (Fig-
ure 6) for the selection of steady state (trim) data.
From time history data, selections can be made
manually, automatically showing the average
value and standard deviation.

N Flight test replay tool: HeliX is a three-
dimensional representation of flight path and
helicopter motion (Figure 7) from either an
outside view or a cockpit view with head-up
display, including stick positions, enabling the
replay of test data. This was found to be a highly
valued aid in postflight data analysis.

Flight test plan
The KARI flight test engineer was responsible for

the onboard flight test management, briefing, and
debriefing, while NLR engineers were responsible for
test planning, data processing, and analysis. FAO
pilots and mechanics were in charge of safety for the
flight and instrumentation. In preparation for the
flight test campaign, the test plan was drafted as well as
a flight test execution guide. The test plan described in
detail which configuration and maneuvers were
planned, while the flight test execution guide provided
guidelines to the pilots on how to perform the
maneuvers. Because of FAO operational limitations,
no autorotation or (simulated) single engine flights
could be performed.

The majority of the test plan consisted of AC120-63
validation tests. Additional tests were included in the
test plan for validation outside the AC120-63
requirements, like accel–decel maneuvers and hover

Figure 5. Flight test data plotting tool.
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turns. Other tests, like autopilot and engine perfor-
mance checks, were performed to provide additional
data for the simulation model. A total of 143 test cards
were prepared, distributed as follows:

N 14% ground,
N 19% hover,
N 8% low speed,

N 5% climb & descent,
N 54% cruise.

The test plan was summarized in an Excel sheet
(Figure 8), which was the main flight test planning
tool. It provides a quick overview of progress and
includes test priority and pass/fail indication. Also,
from this sheet, test cards are generated automatically,

Figure 7. HeliX flight test replay tool.

Figure 6. Steady-state data selection tool.
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including a short description on how to perform the
test, required configuration for the test, and room for
remarks by the flight test engineer (Figure 9).

Flight test execution
After a 2-week instrumentation installation period,

the test campaign started at the Iksan airbase of the
Forest Aviation Office on August 1, 2007. Nearly 5
weeks of flight tests followed. The flight tests were
performed in a daily schedule of up to two flights a day.
After acquiring the actual meteo information, the test
cards were selected for each flight based on weather
conditions; progress of the test program based on
analyzed test results; and an efficient combination of
maneuvers with respect to helicopter mass, required
altitude and airspeed, pilot’s workload, etc.

The test program consisted of the sequence of the
selected test cards. The resulting program was briefed
to the KARI flight test engineer by NLR in English.
Subsequently, the helicopter crew was briefed by the
flight test engineer in Korean. Next, the helicopter
executed the test flight. During the test flight,
previously acquired data were analyzed by NLR on
the ground. The main objective of the analysis was
approval or rejection of the data as a source for tuning.
The approval of data defined the status and progress of
the test program. After landing, the acquired data were
processed by the NLR instrumentation engineer whileFigure 9. Example of a test card.

Figure 8. Excel sheet for flight test planning.
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the other NLR engineers were debriefed by the KARI
flight test engineer.

Low speed flight tests
Because the FAO base at Iksan has only a helicopter

platform, the low-speed flight tests requiring a runway
were performed at the Jeonju Air Force Base, which is

only 4.5 nautical miles from the FAO base. For these
tests a mobile meteo team deployed to Jeonju air force
base to set up the 10-m wind measuring mast just outside
the base perimeter for security reasons, in close proximity
of the runway (Figure 10). This team operated from a car
with a power supply, laptop, and data acquisition system
connected to the measuring mast.

Figure 10. Installation site of meteo mast at Jeonju Air Force Base.

Figure 11. Example of parameter plots used during analysis of the acquired test data.
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Flight test results
In the period from August 1 to 31, 2007, the flight

trials at the Iksan airbase of the Forest Aviation Office
yielded the following results:

N A total of about 30 hours of flight time has been
performed in 22 flights;

N A distinction was made between ‘‘performed’’ tests
and ‘‘approved’’ tests: A test was performed once it
has been executed during a flight. Only when the
data of the test show that the test has been executed
satisfactorily and provides sufficient data for model
tuning, were the data approved;

N Of the test program, 99% was executed. Of the
planned tests, only the engine start and shutdown
at altitude was not performed (low priority).

The Matlab-based analysis tools, described earlier,
were used to analyze the acquired test data. The analysis
consisted of verifications of data quality; steady initial
conditions; and steady data, i.e., correctly performed
maneuver; the analysis also verified that control inputs
applied conformed to the definition required for tuning.

In Figure 11 an example is given of a graphical
presentation of a takeoff. To save space on the screen,
we list only the acronyms without engineering units on
the vertical axes.

Application of flight test results
During the flight test phase as described in the previous

section, the goal was to gather data for flight mechanics
model improvement and data for the comparison between
model and flight test (qualification test guide). This
section presents a brief discussion of how the flight test
data were used within the project. The complete results of
model development and subsequent tuning process are
presented in van der Vorst et al. (2009).

Before starting the tuning phase, the flight mechanics
model was updated with data measured during the flight
test phase. This included airspeed calibration, flight
control rigging, engine performance data, and autopilot
performance (gains and limits). The tuning process
consisted of an iterative loop. Together with postproces-
sing the flight test data, an appropriate selection of the

Figure 12. Comparison between model and flight test data for the takeoff maneuver.
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flight test data was made, for example, selection of the
most successful control inputs or best steady data.

These data were input for the creation of scripts that
enabled automatic simulation of all test points. The
subsequent data analysis led to changes in the model,
or changes in data selection, after which another
iteration was performed. An example of the result of
the tuning phase is shown in Figure 12, the all-engines
takeoff. The green and blue lines present the
simulation and flight test results, respectively, and the
shaded area indicates the tolerance defined in the
simulator qualification requirements (FAA, 1994).

During the tuning phase a number of challenges
were encountered because of limitations in instrumen-
tation and allowable flight test maneuvers (no single
engine or autorotation), lack of wind tunnel data (only
computational fluid dynamics), etc. Despite these
limitations a very good result was achieved, providing
a simulation model that has a high (Level C) fidelity in
representing the KA32T and an almost 100% fit to the
flight test data.

Conclusions
A very successful flight test campaign was executed

from August 1 to 31, 2007 at the Iksan airbase of
the Forest Aviation Office in Korea. The installation
and calibration of the instrumentation was accom-
plished within 2 weeks. A total of about 30 hours of
flight time was performed in 22 flights. The efficient
and flexible setup of the NLR flight testing tools
enabled a small test team to quickly analyze the
acquired data on-site, resulting in efficient monitor-
ing of the program progress and flexible adaptation
of the test program to ambient weather conditions
and operational constraints. The flight test campaign
provided good quality data for the AC120-63 tuning
process, thanks to good cooperation between Korean
and Dutch engineers and the Korean helicopter
operator. C
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Recognizing the inability of current telemetry technology to meet emergent needs within the

Major Range and Test Facility Base, the Central Test and Evaluation Investment Program

launched the integrated Network Enhanced Telemetry (iNET) Project. iNET is taking a

systems engineering approach to defining a new architecture for flight test telemetry. The iNET

architecture is the first major change to the underlying architecture of flight test telemetry in

over 50 years! Changing an architecture that has been in place this long could have unforeseen

impacts. Across our ranges, processes, procedures, and systems have characteristics of the

traditional telemetry architecture inherent in their design. A careful, defined, and disciplined

process is required for assuring the processes, procedures, and systems are ready to accept iNET

technology. As one of the initial deployment sites for iNET, NAVAIR Pax River has conducted

a continuous process improvement project to study the potential disruptions and mitigations of

deploying this revolutionary and potentially disruptive technology. This article describes the

study process, the potential disruptions identified, the results of the risk/failure mode effect

analysis, and useful end products developed to facilitate the safe deployment of iNET at the

Naval Air Warfare Center Aircraft Division at Patuxent River, MD.

Key words: AIRSpeed tool set; continuous process improvement; data flow disruption;

flight test; ITD3 process; Lean Six Sigma tool set; network of networks; real-time data

telemetry.

R
eal-time telemetry is an integral com-
ponent of flight test scenarios executed
on Department of Defense (DoD)
Major Range and Test Facility Base
(MRTFB) ranges. For the last 50 years,

virtually all real-time telemetry has been point-to-
point one-way transmission of data. Referred to as
serial streaming telemetry (SST), data are transmitted
one way, from the test article to the remotely located
test team. The test team evaluates the data in real-time
to ensure safe test execution and to monitor the
performance of the test article. Data content and
format of the SST data stream are fixed in advance of
the test.

As the complexity of weapon systems increased, the
amount of data collected onboard test articles began to
spiral upwards. However, the rigidity of point-to-point
telemetry, coupled with limited spectral resources,

severely limited the amount of data that could be
transmitted. Increasingly, most of the data collected
onboard a test article were recorded vice being
transmitted. In some cases less than three percent of
the data being collected are transmitted. Test engineers
have to wait until the test article returns to base to
retrieve the data recorder so that the majority of the
data can be downloaded and analyzed. Limited real-
time access to all the data being collected has
negatively affected the cost and schedule associated
with flight test.

Considering the implications of this trend, it became
clear that the traditional SST architecture needed to
change. The million dollar question was: ‘‘Change to
what?’’ The call for change was led by a rogue group of
telemetry engineers who advocated scrapping SST and
changing to a technology based on wireless networks.
However, wholesale replacement of SST telemetry
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with wireless network technology was also problematic.
While telemetry networks, via two-way connectivity,
could allow near real-time access to all the data
recorded onboard the test article, they were ill suited
for time critical, no latency variance delivery of critical
safety data. Despite its faults, SST excels at the delivery
of time critical, no latency variance data. Slowly
emerged the realization that telemetry networks and
traditional SST were not mutually exclusive. In fact,
they complement each other; each doing well, what the
other does poorly. The use of wireless network
technology to enhance traditional SST is the basis of
the iNET architecture.

The iNET architecture describes how a collection of
networks works in harmony with SST to meet emergent
needs within the MRTFB. This system can be thought
of as a ‘‘network of networks’’ consisting of the following:

N a vehicular network (to be developed by iNET)
on the test article that handles all onboard data
acquisition functions;

N a wireless network (to be developed by iNET)
that provides network communications between
test articles and between the test articles and the
range infrastructure;

N the existing SST links; and
N the existing network infrastructure on DoD Test

and Evaluation (T&E) ranges.

The test and telemetry communities realized that
the capabilities enabled by this architecture would have
far-reaching consequences. Not only would emergent
requirements be more easily satisfied, but T&E would
be revolutionized. However, safely introducing a
revolutionary capability into a high-risk environment,
like flight test, could prove problematic. A disciplined
process was needed to assure that the deployment of
iNET did not negatively affect cost, schedule, or the
safety of executing flight test.

Independently, during the same time period, the
Department of the Navy was developing a disciplined
set of tools to improve productivity. In 1999, the Navy
Depots adopted the use of AIRSpeed initiatives to
increase productivity through process improvement by
using a common set of industry-proven tools. The use
of AIRSpeed/Lean, Six Sigma (LSS) tool sets has
proven to reduce lead times, remove waste (non-value-
added cost), and reduce variation.

In 2004, NAVAIR, recognizing the positive impacts
that the Depots were experiencing using AIRSpeed,
endorsed the utilization of NAVAIR AIRSpeed
initiatives across the Naval Air Warfare Centers
(NAWC). Recognizing that the AIRSpeed tool set
could be used to design (as well as improve) a process,
the ‘‘iNET Deployment Process’’ was launched. The

goal of the project was to utilize the AIRSpeed/LSS
tool sets to solve the complex problem of deploying
iNET technologies without disrupting existing infra-
structures, processes, and procedures. This project
became a Design for Lean Six Sigma effort, since a
process for iNET Deployment did not previously exist.

The INET AIRSpeed Project: ‘‘Chartering
the Team’’

In the fall of 2007, the iNET Chief Architect
developed a charter for the NAVAIR AIRSpeed/
Continuous Process Improvement (CPI) Team, with
the goal to define a process/concept of operations
(CONOPS) for safe deployment of iNET capabilities
(Figure 1).

In response to the charter, the ‘‘iNET Deployment
Process’’ Team was established to design a process for
safe deployment of iNET at NAWC Aircraft Division
(NAWCAD). The Team consisted of subject-matter
experts (SMEs) representing all aspects of flight test
and range operations. This talented group of SMEs
possesses a breadth of experience including

N flight test,
N airborne instrumentation,
N range communications,
N data processing and display,
N radio-frequency (rf) systems,
N systems safety,
N time space position information, and
N risk management.

The SME knowledge base was used to analyze the
planned deployments of iNET capabilities for potential
disruptions leading to negative impacts to cost, schedule,
and safety of flight testing at Patuxent River, MD.

Project execution
Recognizing the potential of iNET technology to

revolutionize flight test at NAWCAD, this team was
extremely motivated and dedicated to the task. In
addition to meeting weekly for 9 months, they met in
several all-day off-site meetings. Using the Lean Six
Sigma tool set, the Team methodically progressed
through the five design steps for Lean Six Sigma:
Define, Measure, Explore, Develop, Implement
(DMEDI). While working through the details of the
process, the Team never lost its focus—to create a
process for the safe deployment of iNET technology at
NAWCAD Patuxent River.

Define
In this phase, the goal is to clearly define the

problem. The first step was to validate the project
charter. Once the charter was validated, the Team used
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Figure 1. NAVAIR AIRSpeed Lean Six Sigma Project Charter: iNET Deployment Process.
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tools such as swim lane process mapping and voice of
the customer/business evaluations to ensure that the
problem was understood. Ultimately, the Team
thoroughly reviewed the iNET deployment schedule,
future iNET capabilities and scenarios, and scenarios
relevant to deployments at Patuxent River.

Measure
In the measure phase, the Team focused on creating

a project schedule, determining the project execution
strategy by using a system engineering ‘‘V’’ diagram,
and identifying the metrics to decompose. The metrics
of choice were 53 preexisting process maps referred to
as Operational Sequence Diagrams (OSD). The OSDs
were generated by the iNET project during the initial
system engineering effort to define the architecture.
They are diagrams depicting the flow of events
necessary to accomplish each of the 53 use cases the
iNET project is chartered to meet.

From these 53, the Team identified the predomi-
nant capability to be first used at NAWCAD. The
‘‘Fetch Data’’ scenario describes the details perceived as
needed to access previously recorded data from the test
article in real-time. The Team then began a 10-week
brainstorming session, meeting 3 hours per week, to
surface potential disruptions associated with deploying
this number-one capability. Using the OSD for ‘‘Fetch
Data From Aircraft,’’ the Team walked through the
multiple process steps asking questions along the way,
such as, ‘‘If this step were deployed now, what would
be the impacts and or disruptions to existing processes,
procedures, and infrastructure?’’

From this lengthy brainstorming process, the Team
categorized 144 disruptions in a Failure Modes and
Effects Analysis (FMEA) spreadsheet.

Explore
While this method for analyzing the impacts of

deploying a capability was successful, it was extremely
labor intensive. As such, it was unsuitable for use as a
standard process in deploying iNET. The Team
determined that they needed a standard process,
defined by a guidebook, which would steer the range
in finding and mitigating the potential disruptions in
the deployment of iNET. During this phase, the
concept of the Disruption Finder Guidebook was
established. However, the process this guidebook
would describe was still a mystery.

Develop
In the develop phase, the Team looked at many

different approaches to identifying the potential
disruptions. The lengthy brainstorming session that
led to the 144 potential disruptions was simply not
efficient enough. A particularly creative member of the

Team suggested that a process used by industry to
uncover threats (or disruptions) to the deployment of
complex software systems might be of use. After a bit
of research, it was determined that a concept used by
Microsoft Corporation, called ‘‘Threat Modeling,’’
could be adapted to speed the process of identifying
potential disruptions. Central to this concept is the use
of data-flow diagrams (similar to the OSDs mentioned
above) and an acronym to focus brainstorming
disruptions. In the case of Microsoft Corporation,
they use the STRIDE acronym which stands for
Spoofing, Tampering, Repudiation, Information Dis-
closure, Denial of Service, and Elevation of Privilege.

The first step is to develop a data flow diagram for
the capability being deployed. The Team found that a
data-flow diagram could quickly be created using the
OSDs as a launching point.

Once a data-flow diagram is documented, the next
step is to use the categories identified in the acronym (in
the Microsoft case, STRIDE) to guide the Team
through a shortened brainstorming exercise to identify
the potential disruptions. However, while the STRIDE
set of threats might work well for the deployment of a
complex software system like Microsoft Vista, it was ill
suited for analysis of deploying iNET technology. The
Team developed a more appropriate threat description
acronym: ITD3. ITD3 stands for Information assurance,
Test conduct, Data quality, Data delivery, Displays &
human interface. This acronym was derived from the use
of affinity analysis to categorize the 144 FMEA
disruptions discovered during the 10-week brainstorm-
ing session. The Disruption Finder Guidebook outlines
the details of each category.

Armed with the ITD3 process, the Team went back
to the ‘‘Fetch Data From Aircraft’’ scenario. Using the
OSD as a starting point, the data-flow diagram
(Figure 2) was created.

The data-flow diagram was analyzed for potential
disruptions using the ITD3 acronym. In addition to
the previously identified 144 potential disruptions, this
process uncovered an additional 61. And, this process
only took a few days vice 10 weeks! These additional
disruptions were also documented in an FMEA. The
Team felt they had a winner. The process was not only
much quicker, but also more thorough.

Implement
In the implement phase, the Team continued to vet the

new process. The iNET Disruption Finder Guidebook
was perfected. New threat modeling concepts and lessons
learned using the threat models were incorporated. In
addition, the process was tested against the next three
scenarios. A screen shot of the data-flow diagram for one
of these scenarios (‘‘Provide Lossless Telemetry Com-
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munications and Detect Telemetry Dropouts’’) is shown
in Figure 3. Applying the process to the three additional
scenarios yielded 51 more potential disruptions that
required mitigation prior to deploying iNET. Upon
completion of the threat modeling, the Team had a
guidebook vetted through three scenarios, multiple

competency SMEs and process owners, yielding poten-
tial plans for implementing the top three super-scenarios
at NAWCAD.

The Team also designed a process map (Figure 4)
detailing the new iNET Deployment process for users
in the future.

Figure 2. Data-Flow Diagram ‘‘Fetch Data From Aircraft.’’

Figure 3. ‘‘Provide Lossless Telemetry Communications (aircraft)’’/‘‘Detect Telemetry Drop-outs.’’
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Recommendations
Once the AIRSpeed Team had a solid process for

deploying iNET at NAWCAD, the question of
process administration was addressed. The Team felt
that an empowered iNET Steering Committee was
required. The iNET Steering Committee would have
responsibility for the execution of the process described
in the iNET Disruption Finder Guidebook. The Team
recommended that the iNET Steering Committee be
created and empowered by a Memorandum of
Understanding (MOU) signed at the highest levels of
the organization (Senior Executive Service (SES)
Level leadership of the NAVAIR Ranges, Flight Test,
and Laboratories). To aid the functioning of the iNET
Steering Committee, the Team created a deployment
CONOPS. The iNET Steering Committee is to meet
regularly with duties that include the following:

N having overall responsibility to prepare NAW-
CAD for the deployment of iNET Technology;

N providing guidance to users of the iNET
Disruption Finder Guidebook;

N creating ad hoc SME teams to brainstorm
disruptions;

N assigning ownership and responsibility for miti-
gation of disruptions;

N tracking the mitigation status of all potential
disruptions to the deployment of iNET.

Technology
At the conclusion of the project, the Team delivered

the following solution package to the project sponsor:

1. iNET Disruption Finder Guidebook—(a detailed
guide for creating and using threat models);

2. iNET CONOPS document—(how the guidebook
and committee work);

3. iNET Master Disruption List (FMEA)—(con-
taining 256 disruptions with failure modes and effects);

4. MOU—(an MOU binding cross-competencies to
participate on the iNET AIR 5.0 Steering Committee);

5. iNET AIR 5.0 Steering Committee Charter;
6. recommendation for iNET Steering Committee

first agenda & schedule; and
7. recommendation for SMEs by name for Steering

Committee participation.

Implementation status
The project sponsor is actively pursuing full

implementation of all the recommendations from the
iNET AIRSpeed Team. The SES Level leadership of
the NAVAIR Ranges, Flight Test, and Laboratories
have agreed to the MOU. C
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We consider the problem of distributed estimation in a power constrained collaborative wireless

sensor network, where the network is divided into a set of sensor clusters, with collaboration

allowed among sensors within the same cluster but not across clusters. Specifically, each cluster

forms one or multiple local messages via sensor collaboration (in particular, linear operation is

considered) and transmits the messages over noisy channels to a fusion center. The final estimate

is constructed at the fusion center based on the noisy data received from all clusters. In this

collaborative setup, we study the following fundamental problems. Given a total transmit

power constraint, shall we transmit the raw data or some low-dimensional local messages for

each cluster? What is the optimal collaboration scheme for each cluster? How do we optimally

allocate the power among different clusters? These questions are addressed in this article. We

will show that the optimum collaboration strategy is to compress the data into one local message

that, depending on the channel characteristics, is transmitted using one or multiple available

channels to the fusion center. The optimal power allocation among the clusters is also

investigated, which yields a water-filling type of scheme.

Key words: Distributed estimation; wireless sensor network; sensor clusters; power

allocation; collaboration strategy; data transmission; estimation distortion.

D
istributed estimation has attracted
much attention recently. One of the
network architectures for distributed
estimation involves a set of spatially
distributed sensors linked with a

fusion center (FC). Each sensor makes a noisy
observation of the phenomena of interest and transmits
its processed information to the FC, where a final
estimate is formed. The problem of optimal power
allocation among sensors given a total transmit power
constraint was considered in Cui et al. (2007), Li and
AlRegib (2007), Wu, Huang, and Lee (2008), and
Xiao et al. (2006); the goal was to minimize the
estimation distortion at the FC. For most of these

works, intersensor communication is not considered.
Intersensor collaboration can indeed be exploited to
enhance transmission energy efficiency and improve
system performance.

In this article, we consider distributed estimation in
a hierarchical network architecture with localized
collaboration. Specifically, we assume that the network
is divided into a number of sensor clusters linked with a
FC. The sensors within the same cluster have the
communication resources to locally collaborate, where-
as no collaboration is allowed across clusters. This
might be the case for scenarios where multiple sets of
sensors are spatially distributed, with each set of
sensors within a small neighborhood. Each cluster
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then transmits one or multiple one-dimensional
messages, which could be the raw data or obtained
via sensor collaboration over noisy channels to the FC
where a final estimate is formed based on the data
received from all clusters. In this context, the following
natural questions arise: Given a fixed amount of total
transmit power, how should each cluster process its
local measurements such that a minimum estimation
distortion can be achieved at the FC? How should we
allocate the power among the different clusters in an
optimal power-distortion fashion? These questions are
be addressed in this article, and we develop a
fundamental understanding of this important hierar-
chical collaborative strategy for distributed estimation.
Our work is closely related to the distributed
compression-estimation approaches in Fang and Li
(2008), Luo, Giannakis, and Zhang (2005), Schizas,
Giannakis, and Luo (2007), Song, Zhu, and Zhou
(2005), Zhang et al. (2003), and Zhu et al. (2005);
their objective is to reduce the transmission require-
ments via dimensionality reduction. While sharing
certain similarities with the distributed compression-
estimation approaches, our work focuses on the
optimal collaboration among sensors in a power
constrained scenario.

System model and problem formulation
We consider a wireless sensor network consisting of

N spatially distributed sensors, with each sensor
making a noisy observation of an unknown random
parameter h: x 5 hnh + wn, where hn denotes the
observation gain and wn denotes the additive observa-
tion noise. The sensors in the network are divided into

M sensor clusters (Figure 1). Each cluster, say cluster
m, consists of Nm closely located sensors. The sensors
in each cluster are able to collaborate to form local
messages that are sent to the FC, whereas no
communication is allowed across different clusters.
The objective is to obtain an estimate of the unknown
parameter at the FC based on the information received
from the clusters. In practice, the sensor collaboration
can be easily implemented. For each cluster, we choose
one sensor to be the cluster head whose task is to
collect the data from other sensors within the same
cluster and carry out the collaborative processing. The
resultant local messages are then transmitted by the
cluster head to the FC. We adopt the following
assumptions for this collaborative setting.

A1: The links between sensors and the cluster head
within each cluster are ideal. Sensor collaboration is
confined to linear operations.

A2: An uncoded analog amplify-and-forward
scheme is employed to transmit the local messages
from the cluster heads to the FC over noisy, wireless
channels.

For notational convenience, we use xm,n to denote the
sensor measurement of sensor n in cluster m, where n M
{1,…, Nm}, m M {1,…,M}, and

xm,n~hm,nhzwm,n ð1Þ

in which hm,n and wm,n denote the corresponding
observation gain and additive observation noise,
respectively. To capture the cluster-based collabora-
tive scenario, we write the measurements within a

Figure 1. Collaborative setting: the network is divided into a number of sensor clusters. Sensors within each cluster can collaborate to

convert their noisy observations {xm} into some local messages: {zm}.
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cluster in a vector form: xm~½xm,1 xm,2 . . . xm,Nm
�T ,

which is given by

xm~hmhzwm, ð2Þ

with hm~½hm,1 hm,2 . . . hm,Nm
�T and wm~½wm,1 wm,2

. . . wm,Nm
�T . The local messages via sensor collaboration

within each cluster can therefore be expressed as

zm~Cmxm, ð3Þ

where Cm [ Rpm|Nm denotes the collaboration matrix for
cluster m, pm # Nm is the dimensionality of the message
vector zm whose choice is discussed later. The signal
received at the FC from the mth cluster is given by

ym~GmAmCmxmzvm, ð4Þ

where Gm [ Rpm|pm denotes a fading multiplicative
channel matrix, which can be diagonal or nondiag-
onal, depending on the transmission scheme (e.g.,
orthogonal vs. nonorthogonal channel access); Am~

diag a1, . . . , apm

� �
is the amplification matrix with ai

denoting the amplification factor used in transmitting
the ith message of zm; vm [ Rpm denotes the additive
channel noise vector. Without loss of generality, we
assume Gm 5 I and Gm 5 I, where I denotes the
identity matrix, because the multiplicative effect of the
channel matrix can be removed by carrying out a matrix
inverse using an estimate of the channel matrix Gm at
the receiver and the amplification matrix Am can be
absorbed into Cm. We have the following assumption
regarding observation noise {wm} and channel noise
{vm}.

A3: Noise {wm} and {vm} are zero mean with positive
definite autocovariance {Rw,m} and {Rv,m}, respec-
tively, which are available at the FC. The noise
across different clusters is mutually uncorrelated, i.e.,
E½wiwj

T � ~ 0 and E½vivj
T �~ 0 Vi = j .

Let y 5 [y1 y2 … yM]T denote a column vector
formed by stacking the data received from all clusters.
We have

y~Cxzv~C(hhzw)zv, ð5Þ

where C 5 diag{C1, …, CM} is a block diagonal matrix
with its mth block-diagonal element equal to Cm, x 5

[x1 x2 … xM]T, v 5 [v1 v2 … vM]T, h 5 [h1 h2 …
hM]T, and w 5 [w1 w2 … wM]T. A natural question
arising from this scenario is to find an overall optimal
collaboration matrix C, or equivalently, a set of

individual collaboration matrices Cmf gM
m~1, to achieve

a minimum estimation distortion at the FC. Also,
because the amplification factors {Am} are incorporated

into the collaboration matrices {Cm}, the overall
collaboration matrix C has to satisfy a total transmit
power constraint. Specifically, using a Linear Mini-
mum Mean-Square Error (LMMSE) estimator (Kay
1993), it can be readily verified that we are faced with
the following optimization problem:

min
C

E½(h{^
h)2�~s2

h{s4
hh

T CT (CRxCT zRv){1Ch

s:t: tr(CRxCT )ƒP, ð6Þ
where s2

h denotes the signal variance; Rx 5 E[xxT];

tr(CRxCT) is the average transmit power required to
send the local messages from all clusters to the FC; and
P is a prespecified power budget for transmission.

Single cluster case
The development of the optimal collaboration

matrix for the single cluster case is quite involved.
Because of space limitations, we only present the main
results without providing the proof.

THEOREM 1: Consider the optimal collaboration design
problem formulated in (6) and described in Figure 1,
where the sensor measurements xm, the local messages
zm, and the received messages at the FC ym are given by
(2), (3), and (4), respectively. When M 5 1, the
optimal solution to (6) is

C�~c
ffiffiffiffi
P
p

Uv½:, 1�hT R{1
x , ð7Þ

where Uv[:, 1] denotes the first column of Uv; Uv is an
orthonormal matrix obtained by carrying out the

eigenvalue decomposition of Rv, i.e., Rv~UvDvUT
v ;

and c~1=
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
hT R{1

x h

q
. The associated estimation Mean

Square Error (MSE), i.e., the value of the minimum
objective function of (6), is given by

Ef½h{^
h(C�)�2g~s2

h{s4
h

P

Pzmin(dv)
hT R{1

x h ð8Þ

PROOF: A rigorous proof is provided in Fang and Li (in
press).

The optimal solution (7) has very important
implications that we shall explore in the following.
Considering the scenario of independent channels, i.e.,
Rv is diagonal; Uv 5 I and Uv[:, 1] 5 e1, where ei

denotes the unit column vector with its ith entry equal
to 1 and its other entries equal to 0. Therefore the
optimal collaboration matrix becomes

C�~
c
ffiffiffiffi
P
p

hT R{1
x

0(p{1)|N

" #
, ð9Þ

which is a matrix with its first row equal to
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c
ffiffiffiffi
P
p

hT R{1
x and all other rows equal to 0. The solution

suggests that we should compress the measurements into
only one local message and transmit it via the best-quality
channel (note that the first row corresponds to the first
channel, which has the smallest noise variance because
the diagonal elements of Rv are assumed in an ascending
order) to the FC. If the channels have identical qualities,
then we can use any of them to send out the local message.
Also, by rewriting the collaboration weighting vector

c
ffiffiffiffi
P
p

hT R{1
x as

c
ffiffiffiffi
P
p

hT R{1
x ~c

ffiffiffiffi
P
p

s{2
h s2

hhT R{1
x

~c
ffiffiffiffi
P
p

s{2
h RhxR{1

x , ð10Þ

where Rhx5 E[hxT], we can immediately see that the

local message is exactly the LMMSE estimate RhxR{1
x x

multiplied by a scalar c
ffiffiffiffi
P
p

s{2
h . This means that when

channels are independent, LMMSE estimation followed
by an amplification factor is optimal in a power-
distortion sense.

We now investigate the case where the channels are
correlated, i.e., Rv is nondiagonal. Each row of the
optimal collaboration matrix can be readily expressed as
follows by combining (7) and (10):

C�½i, :�~Uv½i, 1�c
ffiffiffiffi
P
p

s{2
h RhxR{1

x , ð11Þ

where Uv[i, 1] is the (i, 1)th entry of Uv. Therefore the
LMMSE estimate is transmitted by multiple channels
with different amplification gains that are proportional

to Uv½i, 1�f gp
i~1. The number of local messages to be

transmitted, p, 1 # p # N, should be as large as possible
because the more channels employed, the more diversity
that can be provided. However, system complexity will
also increase as more channels are involved.

Multiple cluster case
We now examine a general scenario where the network

consists of multiple sensor clusters. In this case, the
collaboration matrix C has a block diagonal structure
because intercluster collaboration is not allowed. The
approach described in previous subsection, therefore,
cannot be directly applied here. To solve (6), we hope to
decouple the optimization problem into a set of tractable
subtasks. To this goal, we rewrite the estimation MSE as
follows (Fang and Li in press).

E½(h{ĥh)2�~s2
h{s4

hh
T CT (CRxCT zRv){1Ch

~ s{2
h z

XM
i~1

hT
i CT

i (CiRw,iC
T
i zRv,i)

{1Cihi

 !{1

,

ð12Þ
where we use the fact that Rx~s2

hhhT zRw, along

with the block diagonal structures of C, Rw, and
Rv. Therefore the optimization problem (6) be-
comes

max
Cif g

PM
i~1

hT
i CT

i (CiRw,iC
T
i zRv,i)

{1Cihi

s:t:
PM
i~1

tr(CiRx,iC
T
i )ƒP ð13Þ

in which the power constraint follows from

tr(CRxCT )~
XM
i~1

tr(CiRx,iC
T
i ):

To use the theoretical results obtained for M 5 1, we
express the component hT

i CT
i (CiRw,iC

T
i zRv,i)

{1Cihi

in (13) as a function of hT
i CT

i (CiRx,iC
T
i zRv,i)

{1Cihi,
which can be done by resorting to the Woodbury identity:

s2
h{s4

hhT
i CT

i (CiRx,iC
T
i zRv,i)

{1Cihi

~(s{2
h zhT

i CT
i (CiRw,iC

T
i zRv,i)

{1Cihi)
{1:ð14Þ

For notational convenience, let

mi(Ci)~hT
i CT

i (CiRw,iC
T
i zRv,i)

{1Cihi

gi(Ci)~hT
i CT

i (CiRx,iC
T
i zRv,i)

{1Cihi: ð15Þ

Therefore (14) can be rewritten as

mi(Ci)~
1

s2
h

1

1{s2
hgi(Ci)

{1

 !
: ð16Þ

Substituting (16) into (13), we arrive at the following
optimization

max
Cif g

PM
i~1

1

s2
h

1

1{s2
hgi(Ci)

{1

 !

s:t:
PM
i~1

tr(CiRx,iC
T
i )ƒP: ð17Þ

Clearly, (17) can be decoupled into two sequential
subtasks, i.e., a power allocation (among clusters)
problem and a set of collaboration matrix design
problems that can be solved using the previous results.
To see this, suppose P�1 , P�2 , . . . , P�M

� �
is an optimum

power assignment with

tr(CiRx,iC
T
i )ƒP�i Vi [ 1, . . . , Mf g

XM
i~1

P�i ƒP

Fang, Li, Dorleus, & Cui

552 ITEA Journal



then (17) is simplified into a set of identical problems as

max
Cif g

1

s2
h

1

1{s2
hgi(Ci)

{1

 !

s:t: tr(CiRx,iC
T
i )ƒP�i : ð18Þ

Note that s2
hgi(Ci) must lie within the interval

(0, 1) because we have g(Ci) . 0 and mi(Cj) . 0 from
their definitions. Hence (18) is equivalent to

max
Ci

gi(Ci)

s:t: tr(CiRx,iC
T
i )ƒP�i , ð19Þ

which is exactly the optimization problem discussed in
the previous section. The optimal solution to (19) is
given in Theorem 1. The key problem, therefore,
is to determine the optimum power assignment

P�1 , P�2 , . . . , P�M
� �

. To meet this goal, we need to

find out the relationship between the maximum
objective function value gi(C

�
i ) and P�i . Recalling

Theorem 1, more precisely, (8), we have

gi(C
�
i )~

P�i
P�i z min (dv,i)

hT
i R{1

x,i hi~
aiP

�
i

bizP�i
, ð20Þ

where we define ai ~ hT
i R{1

x,i hi, bi 5 min (dv,j), and

dv,j is a column vector consisting of the eigenvalues of
Rv,i (note that Rv,j can be nondiagonal). Substituting
(20) into the objective function of (17), we get

XM
i~1

1

s2
h

1

1{s2
hgi(C

�
i )

{1

 !
~
XM
i~1

aiP
�
i

(1{s2
hai)P

�
i zbi

:

ð21Þ

Clearly, the optimal power allocation P�1 , P�2 , . . . , P�M
� �

must be the one, among all feasible power assignments,
that maximizes (21). Therefore, it can be found out by

min
P1,...,PMf g

{
XM
i~1

aiPi

(1{s2
hai)Pizbi

s:t:
XM
i~1

PiƒP

Pi§0 Vi [ 1, . . . , Mf g: ð22Þ

It is easy to verify that the optimization problem (22)
is convex because its Hessian matrix, which is a diagonal
matrix in this case, is positive semidefinite on the convex
set defined by the linear constraints. Although (22) is
efficiently solvable by numerical methods, it can also be
solved analytically by resorting to the Lagrangian
function and Karush-Kuhn-Tucker conditions, which
leads to a water-filling type power allocation scheme.
The details are omitted here because of space limita-

tions. Briefly speaking, for a threshold l, we have

Pi~

1

Qi

ffiffiffiffiffi
wi

l

r
{1

 !
wi§l

0 otherwise

8><
>: ð23Þ

where wi 5 ai /bi, Qi~(1{s2
hai)=bi. It is easy to see

that each cluster can decide whether to transmit or
keep silent by the criterion wi $ l. Note that wi is

the ratio of hT
i R{1

x,i hi to min (dv,i), with the former

is a measure of the cluster’s estimation quality (a
larger value indicates a better estimation accuracy)
and the latter a measure of the cluster’s channel
quality (a smaller value indicates a better channel
quality).

So far we have developed an analytical approach that
leads to an optimal solution to (6). For clarity, we now
summarize the steps of our proposed method.

1. Given the prior knowledge of the autocorrelation
matrices Rv,if gM

i~1, Rw,if gM
i~1, and the observa-

tion gain vectors hif gM
i~1, compute aif gM

i~1, and

bif g
M
i~1, where ai~hT

i R{1
x,i hi and bi 5 min(dv,i).

2. Given the total power constraint P, find the
optimal power allocation among clusters via (22).

3. With the optimal power assignment P�1 ,
�

P�2 , . . . , P�Mg derived in the previous step, deter-
mine the optimal collaboration matrices Cif gM

i~1

via (19), whose solution is detailed in Theorem 1.

Simulation results
We consider the single cluster case and carry out a

simple performance analysis to corroborate our theo-
retical results (more analysis and simulation results are
available in Fang and Li [in press]). We compare our
optimal collaboration strategy with the scheme pro-
posed in Cui et al. (2007), where there is no intersensor
collaboration and each sensor transmits its observation
to the FC with optimally assigned power. For
simplicity, we consider a homogeneous environment
with identical observation and channel qualities, where
s2

w denotes the observation noise variance and s2
v

represents the channel noise variance. Also, all
observation and channel gains are assumed to be
unitary, i.e., 51, throughout all examples in the article.
Clearly, an equal power allocation is optimum for Cui
et al. (2007) and the corresponding estimation MSE
can be shown to be

MSENC~
Ps2

ws
2
hzNs2

vs
4
hzNs2

vs
2
hs

2
w

PNs2
hzPs2

wzNs2
vs

2
hzNs2

vs
2
w

, ð24Þ

where the subscript NC denotes noncollaboration. For
our collaboration strategy, the estimation MSE can be
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computed by using (8), which reduces to

MSEOC~
Ps2

ws
2
hzNs2

vs
4
hzs2

vs
2
hs

2
w

PNs2
hzPs2

wzNs2
vs

2
hzs2

vs
2
w

, ð25Þ

where the subscript OC denotes optimal collaboration.

For notational convenience, let a~Ps2
ws

2
hzNs2

vs
4
h and

b~PNs2
hzPs2

wzNs2
vs

2
h. It can be easily verified that

(azN s2
vs2

hs2
w)(bzs2

vs2
w)

§ (azs2
vs2

hs2
w)(bzN s2

vs2
w), ð26Þ

where (26) becomes an equality only when N 5 1.
Hence as expected, the relationship MSENC $

MSEOC holds, which means that the optimal collab-
oration scheme should always outperform the noncolla-
boration scheme.

Figure 2 depicts the estimation MSEs of the two
schemes as a function of N under a total transmit power
constraint, with s2

w~0:2 and s2
w~1, respectively.

From Figure 2, we see that both schemes benefit from
an increasing number of sensors; as N increases, the
estimation MSEs will asymptotically approach certain
values that, however, are nonzero. This observation can
be readily verified from (24)–(25). Also, it can be seen
that the noncollaborative scheme is sensitive to the value
of s2

w; as the observation quality deteriorates, its
performance degrades considerably. In contrast, the

collaborative strategy demonstrates a certain degree of
robustness against the observation quality deterioration.
In Figure 3, we plot the estimation MSE versus the total
transmit power. We see that the performance gap
between the two strategies shrinks as the transmit power
increases. In fact, from (24)–(25) we observe that as the
transmit power goes to infinity, these two strategies
approach identical performance. This suggests that the
collaborative strategy should be preferred especially
when the sensor observation qualities are bad and
transmit power is severely constrained.

Conclusion
We studied an optimal collaboration and power

allocation problem for distributed estimation in a
power-constrained collaborative sensor network, where
the network consists of a number of sensor clusters,
and collaboration is allowed within the same cluster
but not across clusters. Our theoretical results showed
that, given a specified total transmit power, the power
should be assigned among the clusters in a water-filling
manner, with each cluster deciding whether to transmit
or keep silent by comparing with a threshold the ratio
of a measure of the cluster’s estimation quality to a
measure of the cluster’s channel quality. Also, for each
cluster, if the channels from this cluster to the FC are
independent, then an optimal collaboration yields only
one local message, which is sent from the best channel

Figure 2. MSEs of collaborative and noncollaborative strategies versus number of sensors s2
v~0:1, s2

h~1, and P 5 1.
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within the cluster to the FC; otherwise the local
message has to be sent across all channels within the
cluster at different power levels matched to their
channel quality. Specifically, in either case, the
compressed local message is exactly the local LMMSE
estimate multiplied by an amplification factor. Simu-
lation results have been presented to corroborate our
theoretical analysis. C
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PASGT Helmet Test: An Example of Effective
Intra-Government Testing Collaboration

Sara Campbell

U.S. Army Evaluation Center, Aberdeen Proving Ground, Maryland

The Office of the Director of Operational Test and Evaluation requested Army Test and

Evaluation Command and Army Research Laboratory Survivability/Lethality Analysis

Directorate support to plan, execute, and report on a test program to assess ballistic performance

of Kevlar helmets. The effort was a result of a Department of Justice investigation into a

primary contractor for Kevlar helmets. That investigation identified alleged noncompliance

with manufacturing requirements specified in the Kevlar helmet military specification, which

could result in decreased personnel protection. Helmets tested during this effort were selected

from a population of items manufactured during the spanned Department of Justice

investigation (1987–2006). An initial test strategy was developed with Office of the Director

of Operational Test and Evaluation, Army Test and Evaluation Command, and Army

Research Laboratory Survivability/Lethality Analysis Directorate to characterize the helmet

performance using ballistic v50 test procedures.

Key words: Ballistic limit (v50); intra-government collaboration; Kevlar helmet

performance; military specifications; testing.

T
his effort required extensive collabora-
tion and cooperation from several
agencies and organizations within the
Department of Defense (DoD). Addi-
tional complexity arose due to the

potential legal implications stemming from the De-
partment of Justice (DOJ) investigation. Within the
DoD, the following agencies and organizations were
involved in the effort.

Office Secretary of Defense (OSD)

N Executive Secretariat,
N Under Secretary of Defense for Acquisition,

Technology & Logistics,
N Deputy Under Secretary of Defense for Logistics

and Material Readiness (DUSD [L&MR]),
N Director, Operational Test & Evaluation

(DOT&E),
N Defense Logistics Agency (DLA),
N Defense Supply Center–Philadelphia (DSC-P).

U.S. Army

N Army Test and Evaluation Command (ATEC),
N Army Evaluation Center,

N Developmental Test Command,
N Aberdeen Test Center (ATC),
N Army Research Labs–Survivability/Lethality

Analysis Directorate (ARL-SLAD),
N Program Executive Office Soldier (PEO Soldier).

U.S. Marine Corps

N Marine Corps System Command (MARCOR-
SYSCOM).

The effort was initiated by the DOJ with an
informal request to DoD addressed ‘‘To Whom It
May Concern.’’ Because the DOJ letter did not identify
an agency, the request was circulated throughout DoD
in an effort to identify the most appropriate agency to
execute a response. The DOJ request was first given to
PEO Soldier. PEO Soldier gave the letter to
DOT&E, who then turned the DOJ letter over to
the OSD General Counsel. OSD General Counsel
contacted DOJ and requested the letter be rewritten
and sent to the Secretary of the Army.

The Secretary of the Army then handed the DOJ
request up to the OSD Executive Secretariat, who in
turn named DUSD (L&MR) as the lead organization.
DUSD (L&MR) tasking from OSD was to investigate
the quantity of fielded Personnel Armor System for
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Ground Troops (PASGT) helmets, determine what
services the PASGT helmet had, and develop a path
forward (including the cost and logistics of replacing
the PASGT helmets). The Honorable Jack Bell
(DUSD [L&MR]) sent a letter to the Honorable
Dr. Charles McQueary requesting DOT&E perform
testing. DOT&E tasked ATEC and ARL-SLAD to
execute a test and report back to DOT&E on the
results. DOT&E then reported to the Secretary of
Defense.

DUSD (L&MR) directed DLA to determine the
PASGT helmet worldwide distribution and stockpile.
DUSD (L&MR) requested that the information be
prepared in the event that the PASGT helmet needed
to be replaced with the Advance Combat Helmets
(ACH) and Light Weight Helmets (LWH) in the
event of an unfavorable test outcome. DLA designated
DSC-P as lead logistics organization for that effort.

DLA contacted PEO Soldier and MARCORSYS-
COM to determine the quantity of ACH and LWH
in inventory and available for fielding. DSC-P also led
the effort to acquire the necessary helmet test assets in
various sizes and manufacturing years to represent the
helmet population in question.

Figure 1 illustrates the time line and coordination
that crossed agency boundaries to execute an effective
and timely test. The coordination of the DOJ request
took approximately 3 months, while the test was
planned, executed, and reported on in 1 month.

Impact
The outcome of the test had the potential to impact

the survivability of millions of U.S. and foreign service

men and women. The purpose of the test was to
determine if the alleged noncompliance with Kevlar
manufacturing requirements resulted in a decrease in
ballistic protection. The PASGT helmet was widely
fielded to millions of U.S. and foreign service men and
women. Figure 2 illustrates the breakdown of PASGT
use by service and foreign military.

In 2007, the PASGT helmet use by U.S. military
Services in theater was as follows:

N Army: none,
N Navy: 2,568 in Iraq,
N Air Force: 6,768 in Iraq,
N Marines: none,
N approximately 29,000 issued to noncombat per-

sonnel.

At the time of the test in 2007, the PASGT helmet
was protecting service men and women in formations
alongside those wearing the ACH and LWH. The
ACH and LWH are 21st-century helmets with
superior technological advantage and were designed
to complement the body armor now being used.

Test objective
The objective of the test program was to determine

if the empirical estimates of the ballistic limit (v50) met
the requirement of 2,000 feet/second (MIL-H-
44099A, para. 3.5.2) with a 95 percent confidence
level for the PASGT helmet population in question.

Test
ARL-SLAD and ATC conducted testing simulta-

neously in order to increase the speed of the test and

Figure 1. Intra-government testing and collaboration.
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reduce any potential biasing. Both facilities followed
test protocols identified in military specifications MIL-
H-44099A Helmet, Ground Troops and Parachutists
dated 22 December 1986 and MIL-STD-662F, ‘‘V50
Ballistic Test for Armor’’ dated 18 December 1997. An
industry standard gun barrel was used to launch the 17-
grain fragment simulating projectile (FSP) where the
striking velocity was recorded and yaw measured at or
near target impact. Yaw card data was compared, post-
shot, to a predetermined maximum 5-degree yaw
template to ensure that the penetrator impacted the
helmet at less than the 5-degree yaw requirement. The
helmet was rigidly mounted to a stationary target
fixture. Fair hit impact points were a minimum
distance of 1.5 inches from each other, from holes,
crease locations, or the edge of helmet. A complete
penetration was one where any part of the FSP
perforated a witness plate positioned inside the helmet,
2 inches from the impact point. Figure 3 shows
exterior and interior views of the impact locations for
a tested helmet.

Helmets are manufactured in five sizes: X-Small,
Small, Medium, Large, and X-Large. Test sample

dates of manufacture are from 1987 to 2006, spanning
the period of helmet production in question. Helmets
were obtained from current inventory levels at the
DLA and tested against criteria set forth in Military
Specification MIL-H-44099A. The test samples
included two manufacturing age groups (1987–1996
and 1997–2006) and five sizes (XS, S, M, L, XL).
Based upon inventory received from DLA, ATEC and
ARL determined the randomization and distribution
of test samples. ATEC and ARL also made the
assumption that the random sample received from
inventory was representative of the PASGT helmet
population in question.

For each helmet group, the v50 ballistic limit was
determined using four series of the modified Langlie
sequential firing procedure. For each helmet group,
four series (10–15 shots per series) of the modified
Langlie firing procedure were conducted. Size Small
was not available for the older helmets; therefore, there
were a total of 36 series. Table 1 shows the total
number of shots conducted by helmet size and year.

Figure 2. PASGT—total quantity demanded, FY89 to present.

Figure 3. Exterior and interior views of a helmet after testing.

Table 1. Total number of shots conducted by helmet size and

manufactured group.

Helmet size

Manufactured
date

Shots per size1987–1991 2003

X-Small 50 50 100

Small N/A 58 58

Medium 43 52 95

Large 48 54 102

X-Large 60 50 110

Shots per manufactured group 201 264 465

Testing Collaboration
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Data collection
The modified Langlie sequential firing procedure is

based on the Langlie method (DARCOM Pamphlet
706-103, 1983 and TOP 2-2-710) and was used to
select velocities for obtaining estimates of the v50

ballistic limit. Several modifications were made to
obtain velocities away from the mean to better estimate
the entire response curve. A computer program was
created to automate the procedure for each testing
facility (ARL and ATC). The modified Langlie
sequential firing procedure is listed below. The upper
and lower projectile velocity limits (gates) were set at
200 feet/second from the postulated mean. All shots
were conducted at zero degrees obliquity.

For each helmet, one shot was fired in each
subdivision of the helmet as specified in MIL-H-
44099A: the crown and four circumferential quad-
rants—front, back, left, and right. Therefore, to
complete a v50 series, at least two or three helmets
were required. In addition, four series of the sequential
procedure were conducted for each helmet group. Each
series acted independently, as if starting over.

Testing contained the following for each series, with
a minimum of 10 shots and maximum of 15:

N A zone of mixed results (at least one partial
penetration has a higher velocity than a complete
penetration). The size of the zone of mixed
results is defined as the difference in velocity
between the highest partial penetration and the
lowest complete penetration.

N The average of the complete penetrations is larger
than the average of the partial penetrations.

N The spread of the three highest partial penetra-
tions and the three lowest complete penetrations
is within 125 feet/second.

N Ensure that the data set contains values approx-
imately 666 feet/second from the v50 that is
estimated from the three highest partial penetra-
tions and three lowest complete penetrations.

Since all the data from four series were combined,
there was always a zone of mixed results from which to
get parameter estimates.

Analysis
Statistical hypothesis tests were used to analyze and

compare the v50 data. Statistical hypothesis testing is a
procedure that involves stating something to be tested,
collecting evidence, and then making a decision as to
whether the statement (null hypothesis) should be
accepted as true, or rejected. To determine failure to
accept or reject the null hypothesis (H0), the
probability values (P values) were evaluated.

If the P value is less than .05, the null hypothesis
would be rejected with a statement that there is a
significant difference between or among the v50s.
However, if the P value is greater than or equal to .05,
the null hypothesis would fail to be rejected with a
statement that there is not enough evidence in the data
to determine that v50s differ.

Results
Analysis of the test data showed that there was no

significant statistical difference between the ARL-
SLAD and ATC test facility data and between the year
groups. Analysis did show a small statistical difference
among the sizes in the 2003-year group. Figure 4
shows the v50 for each size within each year group
along with the 95 percent lower confidence limit
(LCL). Each LCL is above the criterion of 2,000 feet/
second. The sizes were combined (pooled) into one
group with a v50 of 2,157 feet/second. The 1987–1991
sizes were not significantly different and their com-
bined v50 is 2,187 feet/second.

Since the manufactured years were not significantly
different, the data were combined to produce one v50

of 2,170 feet/second, and the 95 percent LCL on the
v50 is 2,154 feet/second as shown in Figure 5.
Therefore, if we repeatedly conducted this experiment
(same sample size from the same population), and a
confidence interval was calculated from each repetition,
then 95 percent of these intervals should contain the
population mean (v50). There is a 95 percent
confidence that our interval with a lower bound at
2,154 feet/second contains the true v50.

Figure 4. v50 and 95 percent lower confidence limits on the v50

compared with criterion of 2,000 feet/second.
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Test conclusion
Testing of PASGT helmets in five different sizes

(XS, S, M, L, XL) from production years 1987–2003
produced an aggregate v50 at 2,170 feet/second and an
LCL at 2,154 feet/second. The robustness of testing
was sufficient to produce an aggregate v50 with 95
percent level of confidence for the population. There
was some statistical variation among sizes for the 2003-
year group; however, variations between groups were
not significantly different, and v50s could be aggregat-
ed into one summary result, still maintaining a 95
percent confidence level. As stand-alone size and year
groups, all combinations exceeded the v50 requirement
at the 95 percent confidence level. The helmets tested
are in compliance with the MIL Specification MIL-
H-44099A Helmet, Ground Troops and Parachutists.

Conclusion
Although the test results indicated the PASGT

helmets were within specifications, Deputy Secretary
of Defense recalled all PASGTs and directed the
Services to immediately cross-level all personnel
participating in operations in South West Asia to the
ACH or LWH, thereby increasing the survivability of
our forces. Consequently, the U.S. Services now have
one uniform protection standard for troops operation
in the same battle space. C
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Testers and Managers Need to Examine More Than Their
Normally Recognized Test Standards

George Jackelen

Software Consultants, Inc. (SCI), Lanham, Maryland

Many standards, methodology, and model producing groups have processes to plan and execute

various testing levels, and to produce related test documentation. Many testers and managers

are unaware of what are currently considered non-test standards or test standards not normally

used in their test environments. These standards should be evaluated for an enhanced testing

perspective to assure testing meets overall business, customer, and end user needs and concerns,

not just documented requirements. This article addresses some test and non-test standards, and

how these standards help people improve the quality of testing, test artifacts, and overall

reliability of delivered products. The objective is to show the need to expand testing knowledge

beyond finding product defects or validating that a product works as documented. Testing as

viewed by business managers, customers, and end users is critical to assure products are accepted

and have operational business benefits, rather than just technical benefits.

Key words: Best practices; business objectives; customer acceptance; end user needs;

learning; non-test standards; technical requirements; testing knowledge; verification &

validation.

S
ome pure-test standards (standards only

addressing currently defined test issues) are

heavily involved with test case develop-

ment, i.e., documents providing step-by-

step instructions about how to execute

specific tests to verify the known requirements and

validate the functional specifications through traceabil-

ity from system requirements to software and hardware

requirements. Other pure-test standards deal with

development of test result reports or test plans. In many

situations there is a test-plan standard or template for

each test level, e.g., overall test process, user acceptance,

system, unit, integration, and regression testing.
Many products are tested to prove the satisfaction of

the technical requirements rather than business
(including the test organization) objectives and goals.
Part of the problem lies in test preparation. For
instance, many testers assume the requirements
analysis and design phases assure the requirements
are documented and known for the testers to
comprehensively verify, and validate the end products.
Unless the requirements have been developed to clearly
incorporate the business (e.g., corporation and divi-
sion) goals and objectives as well as the actual end users
(not just the initial target set) needs and expectations,

then the end product may successfully meet the known
requirements without providing any return on invest-
ment (ROI) to the business or being adopted by end
users. Frequently, systems are developed in a business
vacuum, only meeting the requirements of a particular
domain, or stovepipe, operational area. Today, the
government and industry need to address the entire
needs of the enterprise, whether agency or corporate
wide, to enhance ROI, reduce redundancy, and
improve enterprise effectiveness and efficiency.

Another concern is when testers and managers look
at national and international standards (including
models and methodologies) dealing with testing, their
domain is normally limited to standards having a
variation of the term ‘‘test’’ in the title. Thus, many
people are not aware of other standards related to or
concerned with testing or risk management.

The author recommends looking at non-pure test
standards for insight into areas to improve the testing
process and knowledge of testers and managers. To
this end, the article examines the following:

N four International Organization of Standardiza-
tion (ISO) standards,

N two Institute for Electrical and Electronics
Engineers, Inc. (IEEE) standards,
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N a Software Engineering Institute (SEI) method-
ology/model known as: Capability Maturity
Model—Integration (CMMI),

N The Project Management Institute’s ‘‘A Guide to
the Project Management Body of Knowledge—
PMBOKH Guide,’’

N two United States Department of Defense
(DoD) standards.

These standards were chosen based on the author’s
familiarity with these standards and the availability of
material often overlooked by test organizations. This is
not a comprehensive list nor are these standards
restrictive in their use.

ISO, IEEE, The Project Management Institute
(PMI), etc., have many standards that people
should look at to receive a broader view of project,
software, system, etc., processes. This broader view
helps testers and managers understand how others
operate and test within our global environment. To
maintain currency, these groups periodically (e.g.,
every 5 years) perform reviews to determine if the
standards need to be updated or deleted. Thus,
there is a continuous effort to maintain up-to-date
standards.

The following sections discuss some standards about
which testers and managers may not be aware.

ISO
ISO 9000

ISO 9000, Quality Management System, is a set of
Quality Management System (QMS) standards (Inter-
national Organization for Standardization, 2005).

Testing (e.g., Verification and Validation [V&V])
isn’t the main topic. But, because testing is a quality
measuring tool, this standard should be examined to
relate testing to organizational quality issues (e.g.,
measurement, analysis, and improvement). ISO 9000
describes the need to verify vendor and customer
products prior to implementation; a form of testing
often overlooked by testers and managers.

ISO 12207
ISO 12207, Standard for Information Technology—

Software Life Cycle Processes, establishes a software life
cycle process (International Organization for Stan-
dardization, 2008). Each of the 23 processes has a set
of outcomes (224 in total) associated with it. ISO
12207 is fully harmonized with ISO/IEC 15288,
System Life Cycle Processes, which also describes testing.
The standard’s main objective is to supply a common
structure, so buyers, suppliers, developers, maintainers,
operators, managers, and technicians involved with
software development use a common language estab-

lished in the form of well-defined processes. The
standard’s structure is intended to be conceived in a
flexible, modular way, adaptable to the necessities of
whoever uses it. ISO 12207 is based on two basic
principles: (a) modularity—processes with minimum
coupling and maximum cohesion, and (b) responsibi-
lity, establish a responsibility for each process,
facilitating the application of the standard in projects
where many people can be legally involved. This set of
processes, activities, and tasks can be adapted according
to any software project.

ISO 12207 presents testing as support processes
(V&V) and describes how these processes fit within a
total software life cycle. For testers and managers, ISO
12207 can be a bridge between the groups to help with
communications and development of strategies and
techniques. Inadequate communication between busi-
ness management and technical management can result
from not speaking the same ‘‘language,’’ which easily
results in not properly capturing the business require-
ments and the translation of these requirements into
test cases.

ISO 20000
ISO 20000, Information Technology Infrastructure

Library (ITIL), ensures systems are in place to manage
customer-identified incidents of operational systems
(International Organization for Standardization,
2009). ISO 20000 consists of two standards and
promotes the adoption of an integrated process
approach to effectively deliver managed services to
meet business and customer requirements.

For the purpose of illustration, think of ISO 20000
supporting a help desk operation: incidents are received
and problem reports are prepared by the help desk for
problem determination and repair by others (e.g.,
developers or maintainers). When a problem’s root
cause is identified and an approved solution is
prepared, the solution is tested prior to incorporating
a fix into the defective system and preparation for
deployment.

ISO 20000 doesn’t specifically address how testing
should be implemented but instead addresses how
testing must be involved with other activities to assure
a thorough understanding and coordination of work on
defects, defect resolution, and communications to the
help desk and system users. ISO 20000 shows how
testing needs to be fully integrated into an organiza-
tion-customer relationship. ISO 20000 also describes
the need to test contingency plans in case there is an
organizational disaster (e.g., the lost of key facility,
hardware or software due to floods, tornadoes, human-
caused damage, etc).
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ISO 27000
ISO 27000, Information Technology—Security Tech-

niques—Information Security Management Systems, is
part of a family of ISO Information Security
Management (ISM) System (ISMS) standards (six in
all) and provides uniformity and consistency of
fundamental terms and definitions (vocabulary) used
throughout the ISMS standards (International Orga-
nization for Standardization, 2009). The series pro-
vides ISM best practice recommendations, and risks
and controls within the context of an overall ISMS.
ISO 27000 is similar in design to management systems
for Quality Assurance (QA) (ISO 9000).

ISO 27000’s objective is to provide a model for
establishing, implementing, operating, monitoring,
reviewing, maintaining, and improving an ISMS.
Further, the design and implementation of an
organization’s ISMS is influenced by their needs and
objectives, security requirements, the process em-
ployed, and the size and structure of the organization.

ISO 27000 is broad in scope and not limited to
privacy, confidentiality, and information technology or
technical security issues. It is applicable to organiza-
tions of all shapes and sizes. Organizations are
encouraged to assess their information security risks,
then implement appropriate information security
controls according to their needs, using ISO 27000
guidance and suggestions where relevant. Given the
dynamic nature of information security, ISMS incor-
porates continuous feedback and improvement activi-
ties, seeking to address changes in the threats,
vulnerabilities, or impacts of information security
incidents.

A key ISO 27000 aspect is the coverage of the
security Certification and Accreditation (C&A), which
involves systems verification/testing to formally indi-
cate customer product acceptance, from a security
perspective. Showing how well security testing was
performed and that the test results accurately indicate
that the requirements were met is part of C&A. This
may sound like acceptance testing, and in a way it is.
However, the main difference is the structured C&A
approach with its emphasis on security—typically, a
customer’s Chief of Information Office (CIO) or
Security Officer signs the C&A document rather than
having a Project Manager or Contracting Officer make
formal acceptance. Thus, for some contracts, there may
be two levels of acceptance (i.e., acceptance by a
Contracting Officer and acceptance by a CIO or
Security Officer).

IEEE
IEEE 1012, IEEE Standard for Software Verification

and Validation, addresses projects from an oversight

perspective (International Organization for Standard-
ization, 2004). The main difference between V&V and
QA is that V&V emphasizes engineering and risk
management, whereas QA normally emphasizes pro-
cesses and occasionally products. V&V is focused on
building the right thing right—where the thing can be
either a process or work product. Specifically, verifi-
cation addresses whether the thing was built right—the
‘‘how,’’ while validation addresses whether the right
thing was built—the ‘‘what.’’ Thus, V&V takes on a
more holistic view. (Note: for some organizations, the
V&V and QA functions could be limited to, or
include, independent testing.)

IEEE 1012 provides a list, based on project
complexity, of expected input and output products
for each project life cycle phase. For testing, IEEE
1012 shows the suggested life cycle for test products
and indicates what an independent auditor should look
for within the products. Thus, testers and managers
have another perspective of what should be in test
products.

SEI, Carnegie Mellon University
SEI developed a software development methodology/

model known as Capability Maturity Model—Integra-
tion (CMMIH) (Chrissie, Konrad, and Shrum 2007),
which provides opportunities to avoid or eliminate
stovepipes (systems for particular domains rather than
systems able to cross domains) and barriers through
integrated models transcending disciplines. CMMI for
development consists of best practices (covering a
product’s life cycle from conception through delivery
and maintenance) addressing development and mainte-
nance activities applied to products and processes.
Emphasis is on the work necessary to build and
maintain the total product. CMMI is one of many
national and international models that measure the
capability of projects and organizations to be successful.

An implemented CMMI provides a full life cycle
process showing process area relationships and how
testing is an integral part of a project. Of CMMI’s 22
process areas, the V&V process areas deal directly with
testing. Included in CMMI’s V&V are some tips and
hints (Chrissie, Konrad, and Shrum 2007).

Validation
Validation demonstrates a product or product

component fulfills its intended use when placed in its
intended environment.

Tips.

N Requirements development must address require-
ments validation—i.e., how will each requirement
be validated.

Jackelen
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N Validation can be an expensive activity, requiring
good judgment to select and limit what needs to
be validated.

N Requirements validation determines require-
ments adequacy and completeness.

N Integration tests can address validation-type
activities—with an end user present to evaluate
the integrated product under different scenarios.
Thus, for some product components, product
integration and V&V activities may be addressed
together. This saves time for testing and helps
eliminate test duplication.

N When seeking to validate a yet-to-be-built
product component, developing a prototype
based on the component’s requirement and
design should be considered.

N Validation procedures and criteria should address
operations, maintenance, and services.

N It is important early in a project to identify and
communicate with stakeholders (e.g., customers
and end users) about validation methods, so
appropriate preparations can begin.

Hints or considerations.

N Only a well-verified work product should be used
in validation; otherwise, valuable time may be lost
with disruption or rediscovering requirements
you already knew.

N Validation helps uncover missing needs that can
be incorporated into requirements.

N Any product or product component can benefit
from validation. What is selected depends on the
issues relating to user needs that pose the highest
risk to project success and available resources.

N It is important early in a project to develop
requirements to interface with the validation
environment.

N Items selected for validation might be shown in a
table with columns identifying items to be
validated, issues to be investigated, related
requirements and constraints, and validation
methods. The table might also list the work
products to be verified and the verification
methods to be used. This table may lead to
discoveries about opportunities to combine V&V.

N Preparing for and conducting validation requires
coordination and commitment to support the
planned validation effort.

N Validation planning can be a challenge (e.g.,
there is a need for fidelity with the operational
environment).

N Validation activities are expensive, thus it is
important to maximize learning.

N If there are problems with the validation
methods, environment, procedures, or criteria,
the planning for validation activity should be
reexamined.

N Waiting until the acceptance test to find issues
may result in troublesome complications.

N Some CMMI process areas linked to validation
are Technical Solution and Project Monitoring
and Control.

Verification
Tips.

N Verification is often confused with ‘‘testing’’;
however, verification methods may also include
review, auditing, analyses, simulations, demon-
strations, and formal methods.

N Requirements volatility can greatly increase
verification activities cost and can lead to
schedule slips.

N Technical performance parameters help to mon-
itor key characteristics of the emerging product.

N Testing and peer reviews are verification methods
(peer reviews focus on getting the product ‘‘right’’
and obtaining data necessary to prevent defects
and to improve the process).

N Methods used for each work product may be
shown in a table with columns identifying the
work product to be verified, requirements to be
satisfied, and verification methods to be used.

N Some work products and verification methods
may require special facilities and tools, which
should be identified and obtained in advance.
Some facilities and tools may be ‘‘long-lead
items’’ (i.e., they may require months or years to
acquire, set up, train on, and test for compliance.

N Re-verification should be considered when plan-
ning verification activities.

N Since participants often skip preparation when
under schedule pressure, incorporating time for
peer review into the development plans increases
likelihood of compliance. Peer reviews should be
postponed if participants are not ready.

Hints or considerations.

N Verification can be thought of as a ‘‘tool’’ to use
throughout the project to help ensure the delivery
of quality products to customers.

N Verification methods, environments, and proce-
dures should be determined as early as practical.

N A work product’s importance to other life cycle
activities (e.g., maintenance, documentation, instal-
lation, and operator training) should to be verified.
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N Work products that put the project or product at
the highest risk should to be identified.

N Comprehensive verification procedures and cri-
teria should be established for nondevelopmental
items (i.e., off-the-shelf or re-use products),
which are subjecting the project to moderate or
high risk.

N Since there is often no one ‘‘right’’ result, the
amount of variability that will be allowed from
the expected value should be specified.

N Peer reviews should be used to address the
artifacts of development, project management
(e.g., plans), process management (e.g., process
descriptions), and support (e.g., measure defini-
tions).

PMI
PMI’s international standard PMBOKH Guide

(Project Management Institute 2008) allows organiza-
tions and project managers to plan, execute, and close
projects. Although testing is not a main topic, the
PMBOKH Guide does address project risk manage-
ment, which should be part of test planning and test
execution. As with ISO 9001, the PMBOKH Guide
recognizes the need to test vendor products to ensure
the received products satisfy agreed-to requirements.

U.S. DoD
The DoD, and other U.S. and world government

agencies, has many standards, some of which were
developed by other groups (e.g., IEEE). DoD has
standards, for example, dealing with the following:

N environmental engineering considerations and
laboratory tests, MIL-STD-810F, and

N test procedures for packaging material, MIL-
STD-3010.

These DoD standards are not normally considered
by systems or software testers, but these standards
address key subjects that could be contractual require-
ments or could address some test concerns. Managers
and testers may need to become involved with
standards such as these.

Each level of government throughout the world has
standards that they recognize and require. As with
other groups (e.g., ISO and IEEE), there may be
government-recognized standards that have easy-to-
find test standards. Governments and corporations also
have test requirements and standards that may need to
be followed or at least examined. Testers and managers
should be aware of this to assure products are properly
tested and documented for quick, formal customer
acceptance.

Recommendations
Besides looking at other standards to help improve

how to perform testing, people need a broad view of
what is available to maintain their employability.
Many people find a niche in their line of work and
limit themselves to this niche because they enjoy the
work, the pay, the people they work with, etc. In
today’s fast-expanding world, this concept may result
in loss of employment because people have limited
their scope of work. The author witnessed the
elimination of job positions when a company lost a
contract rebid and the people had not kept up with
technology, standards, or corporate thinking. These
people (e.g., testers) so specialized in a particular
programming language and methodology that they
were outdated and no longer employable by the
company. It was cheaper to hire college graduates
with timely knowledge, but no experience, than to
train current employees on new computer languages,
methodologies, and technologies.

People and organizations say there isn’t enough time
in the day to work, have a private life, and to read or
train in new areas. Time must be found! One thing
testers and managers must find time for is to learn
about best practices and new standards being developed
or already in place. For example, working on IEEE,
ITEA, and ISO committees to develop new standards
can provide testers with insight into the future of
testing and the better integration of testing into other
life cycle phases and ways of doing business. Learning
how testing can improve the way an organization
operates and deals with current and future customers
expands a person’s skill set and areas of knowledge
and can improve a person’s future employment
opportunities.

Learning includes—if a person wants to stay in the
same field—looking at non-test standards and stan-
dards not normally examined, while thinking about
how these standards can be applied to the testing and
business fields. Looking at an organization’s non-test
standards could also better relate testing to the bigger
organizational picture. If a tester wants to grow within
an organization, this helps the person and the
organization. For example, testers should be able to
communicate better with non-testers by better under-
standing how an organization operates and speaks.
Testers should consider the following questions:

N Do you know your organization’s goals and
objectives?

N Do you know how your group helps implement
these organizational goals and objectives?

N Are you aware of opportunities your organization
is looking at and how testing may fit?
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Conclusion
The author’s intent could have been for all possible

standards to be examined to help test organizations
and people. But, there are too many standards for this
to be fully accomplished. Rather, the goal of this
article is to make testers, managers, organizations, and
projects aware that more information is available than
many people realize. In many situations the men-
tioned standards help organizations and projects to
better pull various life cycle phases and activities
together to provide a much better global way of doing
business. The author hopes this improves test
planning, implementation, and reporting. For exam-
ple, too often the test schedule is reduced or, because
of no test criteria, nobody has defined when to
terminate testing. Looking at a broader range of
standards will enhance test planning and help ensure
effective and efficient testing resulting in improved
ROI and stakeholder acceptance. Having a customer
say, ‘‘Oops, we did not want that,’’ is not what people
or organizations want to hear, especially late in the
test system life cycle.

Assuming that a group (including functional groups
such as an automobile association) already has a
complete test process in place, then spending time to
examine other outside test standards could improve
existing or future test processes and test organizations.
This review could result in opening the test doors to
other options or ways of thinking (e.g., how life cycle
phases and activities should interact to provide
successful organizations and projects). A test organi-
zation should also look at expanding its operation to
include addressing risks through testing of contingency
plans, evaluation of test environments, and other
nonconventional testing opportunities.

This article provides examples of standards to
improve the way organizations and people prepare for
and implement test processes. The article also
illustrates how testing can and does impact other life
cycle phases and activities. This impact must be
carefully considered while looking at test standards
when an organization plans or develops its tests
methodology, test tools, test environment, test re-
sources, test staff, and communications.

Examining non-test standards and other test
standards could be part of a tester’s training curriculum
during bench or down time. Expanded awareness and
incorporation of standards into the tester’s tool suite
will benefit the corporation and their clients through
reduced risks, increased efficiencies, and work products
that receive broader adoption and acceptance. In
return, this should help testers broaden their knowl-

edge base and provide an advancement opportunity
both inside and outside the testing environment. C
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