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I
am truly honored to be elected by the ITEA

Board of Directors to serve as the Associa-
tion’s President. ITEA has played a signif-
icant role throughout my
career, both professionally

and personally. As President, I plan
to focus on ensuring that the Asso-
ciation continues to positively impact
the careers of other test and evalua-
tion (T&E) professionals. We cele-
brated ITEA’s 30th anniversary this
year. Throughout its tenure, the
Association has continually provided
relevant connections that T&E pro-
fessionals need to learn, share, and
advance themselves, their organiza-
tion, and the profession. Those needs
are moving targets, however, evolving
with the advancement of new technologies and the
implementation of new policies. As I listened to the
speakers at our recent Annual Symposium, it was
obvious that there are a multitude of transformations
currently affecting T&E requirements and, in turn, the
requirements for ensuring a workforce that can adapt
to the resultant changes. Just to name a few, some of
the recurring themes that I heard included: recent
T&E and acquisition policy changes; mission-based
T&E; T&E for agile information technologies;
information assurance; data fusion, design of experi-
ments; integrated developmental and operational
testing; integrated T&E and systems engineering;
rapid acquisition and fielding; testing in an urban
environment; effectively involving the tester earlier in
the acquisition cycle; and the very timely topic of this
Journal issue, Cyberspace Test and Evaluation. Is our
workforce postured to meet these emerging challenges?

As a not-for-profit educational association, I feel it is
ITEA’s duty to provide relevant, timely, quality educa-
tional opportunities for T&E professionals that are
aligned with the evolving changes and technological
advancements. Our Education Committee is currently
compiling potential course topics, as well as researching
other avenues (e.g., webinars, online forums) for
equipping the current and future T&E workforce with
the skills and training required to face the emerging
challenges. ITEA is primarily a volunteer organization. I
am appealing to each of you to consider supporting the
Education Committee in its endeavors through volun-
teering your time and talents or by providing any

comments or suggestions for future educational offerings.
ITEA’s way forward is an aggressive one and success will
be solely reliant on the hard work and determination of

our volunteers. I urge anyone interested in
assisting in this process to contact me
personally at president@itea.org. Change is
never easy, but the T&E community needs
to adapt to the evolving initiatives; the only
way to ensure relevancy of our educational
offerings is by sharing best practices and
ideas through the close collaboration of our
most important resources–our members.
Thank you in advance for your support of
this important effort!

The 2010 ITEA Annual Symposium
was an overwhelming success. On behalf of
the Board of Directors, I would like to
thank the committee and ITEA Staff for a

job well done, especially the contributions of our new
Valley of the Sun Chapter. The 2011 Planning Commit-
tee is off and running on innovative plans for next year’s
symposium with a theme centered on ‘‘Fostering Partner-
ships in T&E and Acquisition.’’ Be sure to watch the
ITEA website for opportunities to support this important
event in Orlando, Florida on 12–15 September.

I would like to personally thank the outgoing ITEA
President, Rusty Roberts, for his leadership in 2010 as
well as Scott Foisy, Tom Macdonald, George Rumford,
Minh Vuong, and Rick Shelley, who recently completed
their terms of service in support of the Association. I am
pleased to welcome the following newly elected and
appointed members to the Board: George Ryan (for a
2nd Term), Mike McFalls, Chas McKee, Stu Burley,
Bill Keegan, Ted McFarland, Keith Sutton and Gene
Hudgins. Serving with me on the Executive Committee
are Mark Brown (Vice President), Mike McFalls
(Treasurer), and Chas McKee (Secretary). We have an
exciting year ahead of us and I thank all of you for your
dedication to the vision and mission of ITEA.

As 2010 comes to a close, the ITEA Events Committee
is gearing up for a new year of conferences, workshops, and
forums reflecting the current T&E hot topics. I hope to see
all of you soon at an upcoming event, starting with the
Live-Virtual-Constructive Conference hosted by the White
Sands Chapter on 24–27 January 2011 in El Paso, Texas.

Stephanie H. Clewer

President’s Corner
ITEA Journal 2010; 31: 437
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C
yberspace Test and Evaluation. Cyber-
space is the fifth combat domain, beyond
air, land, sea, and space and is the realm
of computers, networks, and software.
The terrain of cyberspace is virtual not

physical and ever in flux as network topology and system
connectivity dynamically change. Cyberspace encom-
passes government and commercial networks, the
communications industry, power distribution, com-
merce, transportation, and nearly everything that touches
our lives and business today. This issue looks at the
requirements and challenges imposed on test and
evaluation (T&E) by cyber systems and cyber threats.

Brigadier General Brett T. Williams, Director of
Communications Systems (J6) at Headquarters, US
Pacific Command, presents in the Guest Editorial the
discussion and debate within Department of Defense
senior leadership over the best way to Command and
Control cyberspace operations. The Honorable Mr.
Edward R. Greer, Director of Developmental Test and
Evaluation, contributes his view from Inside the
Beltway of integrated T&E as the golden key to
successful defense development and acquisition. Dr.
Steven Hutchison, T&E Executive for the Defense
Information Systems Agency, provides an Invited
Article to explain Section 804 of the fiscal year 2010
National Defense Authorization Act and attendant
mandate for agile information technologies. In Tech-
Notes Timothy Holmes describes the host-based
security system as a capability to protect, detect,
diagnose and react to cyber threats. Dr. James
Welshans, new chair of the ITEA History Committee,
interviews a seasoned cyber T&E front line practition-
er for Historical Perspectives. John Frederick et al.
outline initiatives that the Federal Aviation Adminis-
tration is undertaking to establish new verification and
validation capabilities and environments for NextGen
in their Featured Capability article.

The contributed articles begin with recommenda-
tions, presented by Pete Christensen et al., from the
information assurance policy T&E working group.
The working group was established to review
Department of Defense policy and guidance that
drives T&E requirements for information assurance in
acquisition programs. Robert Powell et al. illustrate
the Information Assurance Range as a systematic,
repeatable, and verifiable cyber T&E framework for
measuring the abilities and capabilities to protect,
monitor, detect, analyze, diagnose, and respond to
cyber-security attacks. Chris Watson describes the
new Defense Information Systems Agency test,
evaluation and certification (TE&C) organizational
structure and its goals to provide responsive, mission-
focused services and agile testing. Danielle Koester et
al. revisit the net ready key performance parameter as
a measurable and testable evaluation framework for
joint interoperability TE&C.

Norman Johnsons discusses six mission-readiness
considerations for cyber warfare systems that form a
set of basic T&E requirements for informing a
mission-readiness or fielding decision. Tim Owen
et al. explain how the Defense Research and
Engineering Network Cyber Security Test Bed will
provide a novel environment for testing new cyber
security methods. Professor Richard Brooks carefully
explores computer security and concludes that test and
verification may be more challenging than designing
and implementing secure systems. Dr. Anthony
LeClerc and Michelle Crosby use open-source
modeling and simulation tools for T&E of WiMAX
performance on quality of service-constrained tactical
edge traffic. Finally, Dr. Charlie Holman and Dr.
Andrew Loerch conclude the issue with a procedure
useful in predicting biological and chemical warfare
agent detector performance against agent in the
operational environment.

Issue at a Glance
ITEA Journal 2010; 31: 438
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The Imperative for Shaping Cyberspace

Brig Gen Brett T. Williams

HQ USPACOM, Director Communications System ( J6), Camp H.M. Smith, Hawaii

T
he hot topic in the Department of
Defense (DoD) today seems to be
cyber, cyber, and more cyber. At the
most senior levels,
there is significant dis-

cussion and debate on the best way to
Command and Control (C2) cyber-
space operations. Given our reliance on
cyber for executing C2 of military
operations, this attention is well justi-
fied. Unfortunately, our efforts are not
always well focused or synchronized,
and despite the expenditure of signif-
icant resources, we do not yet have a
comprehensive plan that addresses
our biggest challenges in the cyber
domain.

The military imperative for gaining
C2 of cyberspace operations comes from the Joint
Force Commander’s ( JFC) requirement to execute C2
of C2. The term ‘‘C2 of C2’’ was coined by Admiral
Robert Willard to describe the operational necessity of
having Command and Control of the Command and
Control architecture. The Admiral’s argument is that
C2 is what a commander does—it is his contribution
to winning the fight. In order to execute his C2
mission, the commander must have a firm understand-
ing of the technology he relies on to make decisions,
direct operations, and manage risk. Although not all of
the C2 architecture falls within the cyber domain,
today’s network-centric JFC relies heavily on cyber-
space; therefore C2 of cyberspace operations is critical
to his ability to execute C2 of C2.

Each Combatant Commander (COCOM) has a
position on the best way to execute C2 of cyberspace
operations within his area of responsibility (AOR). At
the same time, the activation of U.S. Cyber Command
(CYBERCOM) has created the impetus to clearly
define our doctrine and policy for cyberspace across
the DoD enterprise. Defining the proper supported–
supporting relationships between the COCOMs and
CYBERCOM, Defense Information Systems Agency
(DISA), National Security Agency (NSA), and the
Services is essential for determining how we are going
to execute cyberspace operations in support of mission

objectives. Unfortunately, we find that our C2 options
are limited by the architecture that defines cyberspace.
Cyberspace is a disparate collection of networks,

systems, and software that nobody
completely understands. It was never
designed for military C2, yet we rely on
cyberspace to execute the full spectrum
of operations from humanitarian relief
to warfighting. The Global Information
Grid (GIG) as currently constructed
severely limits our C2 choices, is too
difficult to operate and defend, and
costs more than it should. We built
cyberspace. We can and should change
it.

The professionals of the test and
evaluation (T&E) community are well
aware of the mad rush to gain complete

awareness and control of cyberspace. There are
numerous funded and proposed projects focused on
cyberspace operations, yet we seem to be missing a
roadmap to tell us where we are going. In other words,
from a DoD perspective, what should cyberspace look
like in the future if we are going to rely on it for
national security?

GIG 2.0 is the most recent roadmap. It was
introduced in 2008 with the intent of providing the
warfighter with an ‘‘information advantage.’’ GIG 2.0
focused on five areas: (a) global authentication, access
control, and directory services; (b) information and
services ‘‘from the edge’’; (c) joint infrastructure; (d)
common policies and standards; and (e) unity of
command. GIG 2.0 provided useful motivation for
improving our ability to operate in cyberspace, but it
did not address the key challenge we face: ‘‘It’s all one
big GIG, so a risk assumed by one is a risk assumed by
all.’’ The lack of boundaries in cyberspace means that
when the JFC directs operations in cyber, he must
always consider the impact on the rest of the GIG.
This is a different dynamic than exists in the physical
domains, and it drives us to C2 relationships and
operational decision making centralized at the DoD
level. Additionally, the ‘‘one big GIG’’ factor makes
computer network defense (CND) and network
operations (NetOps) more difficult, leading some to

Brig Gen Brett T. Williams
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focus disproportionately on offensive cyber activities. It
is time to update our roadmap and lay out a plan to
purposefully shape cyberspace. It is time for GIG 3.0.

The proposed GIG 3.0 capitalizes on existing vir-
tualization techniques to create a cyber Joint Oper-
ating Area (JOA) that allows the JFC to execute C2 of
cyberspace operations in the same way he executes air,
land, maritime, and space operations. GIG 3.0 is a
deliberate and proactive game plan to shape cyberspace
into a defendable, robust, agile, and secure environ-
ment that guarantees friendly freedom of action and
denies the same to the enemy.

The basis for GIG 3.0 is a new network environ-
ment based on current Multi-Protocol Label Switch-
ing (MPLS) technology. This new network environ-
ment would be established within the current Defense
Information System Network (DISN) and provide the
network layer for cyber JOAs—a concept we have
defined as the operational network domain. Opera-
tional network domains would be created using a set of
controlled interfaces to define and separate, from the
rest of the GIG, the cyberspace assets and infrastruc-
ture that directly support a given operational mission.
The controlled interfaces would manage and contain
risk in support of the JFC’s intent without passing that
risk on to the rest of the GIG. At the same time,
CYBERCOM and the Services, via the same con-
trolled interfaces, would administer their GIG-wide
responsibilities within the JFC’s operational cyber
domain. An operational network domain would allow
the JFC to direct operations and assume risk in his
‘‘cyber JOA’’ just as he does in his geographic JOA.
Operational network domains would be flexible,
adaptive, easy to establish, and could be controlled
via a wide variety of doctrinal C2 constructs.

Within and across the operational network domains,
virtual secure enclaves (VSE) would be created using
existing commercial off-the-shelf technology (COTS)
that has been certified for protecting classified
information. These COTS systems use Internet
Protocol Security (IPSec) encryption techniques that
simplify information sharing with coalition partners
and reduce the cost and complexity associated with
controlling classified infrastructure. The enclaving
strategy also allows us to define key terrain and
avenues of approach in cyber, so we can precisely focus
our sensors and intrusion analysis to significantly
improve our capability for CND and NetOps. Like
the operational network domains, VSEs would be
extremely agile and would require minimal time to
establish. In addition, we would be able to quickly shift
services between VSEs to mitigate the effects of physical
or logical failures and to enable advanced computer

network operations. Finally, the VSEs would employ
dynamic electronic keying techniques to facilitate rapid,
secure changes to the community of authorized users.

The final component of GIG 3.0 is the Multi-
Enclave Client (MEC). The MEC is a work station
that allows the user to access multiple VSEs.
Currently, most users who require access to several
different networks require multiple workstations. The
IPSec VSE environment provides the opportunity to
employ already approved MEC solutions to access
both classified and unclassified networks from a single
computer. MEC workstations offer a streamlined
method to access information. They reduce costs
because there are fewer machines and less supporting
infrastructure. And, they offer the potential to reduce
overhead because there is less equipment to deploy, and
the power requirements are reduced.

Creating enclaved cyber JOAs and accessing them
using efficient multi-enclave workstations is only part
of the GIG 3.0 roadmap. All of this technology is
wasted if we do not develop appropriate tactics,
techniques, and procedures (TTP) to take advantage
of the technology and the T&E community has a key
role in the process. Joint TTP are necessary for
operations in every domain, especially cyber. Estab-
lished TTP allow the commander to issue orders with
confidence knowing that the forces assigned to him
will execute their mission in a predictable fashion. As
with the earlier discussion on C2 options for cyber, it is
important that we do not allow the current architecture
to restrict our TTP development for cyberspace. There
is a synergistic relationship that must exist between
technology development and the maturation of cyber
TTP. The T&E community should help ensure that
there is close integration between the technical experts
and the operational community as we develop GIG
3.0. The fact is that the officials in DoD who have the
most impact on cyber policy and resources do not
typically have the background to advocate for specific
technologies. At the same time, the technical experts,
who do their best to meet operational requirements, do
not always understand the relationship between the
technology and the mission. Our test directors have a
responsibility to help ensure that these two commu-
nities are closely coordinated and aligned as we develop
the cyberspace of the future.

Doctrine, policy, C2 relationships, and TTP for
cyberspace operations are just as important as they are
for operations in the physical domains, but cyberspace
is different. It is a domain that comprises live, virtual,
and constructive assets that provide real capabilities.
We do not completely understand the nondeter-
ministic nature of the cyber domain, but we know we
must, and, as a result, we are frantically searching for

Williams
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ways to execute cyber operations just as we do
operations in any other domain. We would like to
get to the point where we do not need a separate
construct for cyberspace, but for now our perception of
the domain and the design of the architecture are
forcing us to treat cyber as a special case. We have an
urgent imperative to shape cyberspace in a way that we
have never done before. The T&E community has a
key role in guiding our many disparate efforts, so that
in the end the cyber domain meets the requirements of
the JFC. C

BRIG GEN BRETT T. WILLIAMS is the Director,
Command, Control, Communications and Computer
Systems, U.S. Pacific Command, Camp H.M. Smith,
Hawaii. He is responsible for the communications system
across the largest regional combatant command enabling
joint and coalition operations. He provides senior
leadership and management of Pacific and global
communications resources to support the headquarters and
the forces of four component commands, four sub-unified
commands and all joint task forces.

General Williams was commissioned in 1981 as
a distinguished graduate of the ROTC program at Duke
University. He is a graduate of Euro-NATO Joint Jet
Pilot training and the U.S. Air Force (USAF) Fighter
Weapons Instructor Course. He has commanded a fighter
squadron, combat operations group, and two combat
wings. The general was the Air Combat Command
Inspector General, a plans officer at U.S. Central
Command, and Chief of Checkmate Division on the Air
Staff at the Pentagon. Prior to his current assignment, he
was the Commander, 18th Wing, Kadena Air Base,
Japan.

General Williams is a command pilot with more than
3,600 hours in the F-15C and more than 100 combat
missions in operations Desert Shield, Desert Storm,
Southern Watch, Northern Watch, and Iraqi Freedom.
He was promoted to Brigadier General in October 2007.
He earned a bachelor of science degree in computer science
from Duke University, Durham, North Carolina, in 1981
and a master of arts degree in management from Webster
University in 1988. In addition, he completed the USAF
Fighter Weapons Instructor Course, Nellis Air Force Base
(AFB), Nevada, in 1989; and attended the Air Command
and Staff College in 1993 and the School of Advanced
Airpower Studies in 1994 at Maxwell AFB, Alabama. In
2002, General Williams completed the Advanced Strategic
Arts Program at the U.S. Army War College, Carlisle
Barracks, North Carolina.

General Williams is currently the Director, Command,
Control, Communications and Computer Systems (J6),
U.S. Pacific Command, Camp H.M. Smith, Hawaii. E-
mail: brett.t.williams@pacom.mil
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The Integrated T&E Continuum, the Key to Acquisition Success
Edward R. Greer

Director, Developmental Test and Evaluation, USD(AT&L)

T
he words ‘‘integrated’’
and ‘‘integration’’ have
appeared for many years
in their association with
defense acquisition. Al-

though integration has been discussed
and written about extensively, making it
happen has not been successful in such a
non-integrated environment of multiple
Services and agencies, multiple contrac-
tors, multiple responsible test organiza-
tions, and multiple customers. In 1983,
Congress looked towards test and eval-
uation (T&E) officials to take a giant
step toward integration in defense ac-
quisition by incorporating responsibility for operational
T&E with designated Service and agency Operational
Test Agencies (OTAs), and the creation of the
Director of Operational Test and Evaluation
(DOT&E). This move created an integrated chain of
testing, evaluating, and reporting at the completion of
major defense acquisition programs (MDAPS) to the
two customers of defense acquisition: 1) the warfighter
who uses the equipment, and 2) Congress, representing
the U.S. taxpayer who pays for the equipment. While
this integration of responsibility and authority for
operational T&E (OT&E) has been very effective, a
drawback is that OT&E by nature requires test items
that are near the completion of development so that
they can be operated by their ultimate users in an
operationally representative environment. Therefore,
the majority of OT&E must be accomplished near the
end of the development cycle. Here within lies the
problem; too much ‘‘stuff happens’’ during the earlier,
significantly non-integrated, developmental part of the
acquisition process that the two key customers above
have no knowledge of or influence over. The result is
that OT&E becomes ‘‘discovery’’ of problems that
could/should have been dealt with earlier in the process
when they would have been much less significant.
While integrated test and evaluation has been a recent
focus with several policy statements issued, there was
no pre-IOT&E stakeholder in place to ensure early
integrated testing of systems. In 2009, Congress once
again turned to T&E to integrate this part of the
process as well with the creation of the office of the

Director, Developmental Test and Eval-
uation (DDT&E). Thus the responsi-
bility of the DDT&E is to assure that
developmental test and evaluation
(DT&E) is effective, visible, and inte-
grated with OT&E to form a knowledge
continuum throughout the entire devel-
opment and acquisition process.

Integrated Testing is defined by OSD
Memo, ‘‘Definition of Integrated Test-
ing,’’ dated 25 April 2008, as follows:
‘‘the collaborative planning and collabo-
rative execution of test phases and events
to provide shared data in support of
independent analysis, evaluation, and

reporting by all stakeholders, particularly the develop-
mental (both contractor and government) and opera-
tional test and evaluation communities.’’

From my perspective, the word ‘‘integrated’’ has four
key meanings associated with defense acquisition.
First, integrated T&E must be an integral part of
development and acquisition. Effective and efficient
development and acquisition absolutely requires exten-
sive, timely, accurate, and impartial knowledge, and
that is the product of good T&E. While the defense
development and acquisition process has two custom-
ers, the warfighter and the U.S. taxpayer, T&E has a
customer list that also includes the program manager,
the contractors, the program management team, and
the entire development team.

The second meaning of integrated T&E is that
contractor and government DT&E must be planned
and conducted in a manner such that there is no
duplication of effort, facilities, personnel, or other
resources. Integrated contractor and government T&E
must also include the open sharing of test data in order
to achieve efficiencies. Integrated contractor and
government DT&E also describe a smooth and
efficient transition from very early, mostly contractor
conducted, highly technical testing of components and
subsystems to the often more government conducted
full system technical testing. Government and con-
tractor integrated T&E throughout the entire devel-
opment will assure a more streamlined and cost
effective process and assure that the knowledge gained
is used to the maximum extent possible to support

Edward R. Greer.
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timely and cost effective development of effective
equipment.

The third meaning of integrated T&E describes the
continuance of a smooth and integrated flow of T&E
from DT&E with and into OT&E. Figure 1 shows the
resulting continuum of T&E. This continuum ranges
from pre-milestone A translation of user requirements
to follow-on T&E (FOT&E) and product sustain-
ment post-milestone C. The engineering and manu-
facturing development (EMD) phase of the system
acquisition life cycle is a recognizable transition period
from a subsystem engineering effort to a production-
representative system evaluation effort. The full
spectrum of integrated DT&E and OT&E becomes
most evident during this phase, with government
DT&E playing an increasingly important role. The
government DT&E role, while complimentary to both
systems engineering and operational test and evalua-
tion efforts, requires an entirely different set of skills
and resources than these other domains. Specifically
these are engineering skills and resources focused on
developing systems for subsequent operational test and
employment. The integrated T&E continuum allows
for efficiency across contractor DT&E, government
DT&E, and government OT&E. As shown in the
blue shaded triangle, systems engineering, when
combined with (primarily) contractor test capability,
excels at realizing system specifications in component
level development. Figure 1 depicts how this effort
continues across the EMD phase, ultimately resulting
in system-level prototypes. As the EMD phase
progresses, the government test community starts to
work with the contractor test community to gain
insight into the suitability and effectiveness of the
engineering design. DOT&E ‘‘owns’’ the assessment of

suitability and effectiveness and is most notably
involved in pre-milestone C efforts with (early)
operational assessments (OA). A T&E continuum
integrates operational assessment with engineering
focused verification of contractual requirements, an
essential step to assure efficient development and
acquisition of operationally effective and suitable
systems.

DDT&E provides knowledge to support engineer-
ing verification of contractual requirements and
engineering evaluation of military weapon systems.
This knowledge supports the essential transition from
how we expect the system to work to how the user
needs it to work for successful employment. Not even
the most robustly engineered set of requirements can
fully capture the intent, interactions, or dynamics of
the operational environment. Therefore, DDT&E
provides program managers with an understanding of
how systems will perform in the hands of the
warfighter, early enough to influence system develop-
ment. DOT&E provides the assessment of system
effectiveness and suitability; however OTAs are not
staffed to support daily interactions with the product
development community. In addition, while OTAs do
well at replicating the user environment, they are not
resourced or trained to isolate engineering parameters
within that environment and provide technical feed-
back for development. An integrated T&E continuum
assures that both happen as and when they need to for
maximum efficiency and effectiveness in system
development and acquisition.

My fourth and final characteristic of the word
‘‘integrated’’ applies to my responsibility for bringing
together and assuring adequacy of the multitude of
capabilities essential to support good T&E for defense

Figure 1. The Integrated T&E Continuum.
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development and acquisition. As depicted in Figure 2,
this responsibility ranges from well tested and under-
stood maturing technologies, development and mainte-
nance of a professional T&E workforce, a robust and
efficiently utilized test base capability, thorough plan-
ning for integrated T&E throughout the entire
acquisition program, well organized and responsible
test organizations, to effective utilization of knowledge
from T&E applied to key acquisition decisions. As part
of execution of this responsibility, my organization is
working with the Defense Acquisition University
(DAU) to improve the T&E training and certification
courses and the T&E portion of other related curricula.
Another key part of the execution of my responsibility is
to integrate and develop methodologies and best
practices for T&E of emerging technologies. This
includes infrastructure and processes to test hypersonic
systems, directed energy weapons, non-lethal weapons,
next generation UAVs, data fusion, anti-tamper, cyber,
and complex multi-node mobile networks. DDT&E
has a key role in the Secretary of Defense’s (SECDEF’s)
efficiency initiatives, streamlining T&E planning and
reporting processes and documentation. Closely aligned
with this SECDEF initiative is our initiative to assess
the cost of doing T&E business. Such an assessment will
touch all of our areas of integrated responsibility and
provide insights into improvement and metrics for
continued monitoring. DDT&E is also committed to
how DT&E can be highly focused to enhance, not
delay, rapid acquisition. Overall, this integration of
responsibility for policy, people, and infrastructure into a
single organization positions DDT&E to contribute
significantly to more effective and more responsive
defense development and acquisition.

As we work together to implement and improve
integrated T&E across the continuum, I ask for your
help in meeting several key challenges that face the
T&E community. Three of the more pressing chal-
lenges include T&E in the cyber world, achieving the
right balance of T&E within Rapid Fielding, and
achieving greater DoD efficiencies within T&E. We
must harness the intellectual talent of our skilled
workforce to understand and develop effective ways to
test and assess system performance and assurance in the
complicated world of cyber warfare. Within the
initiative to rapidly field weapon systems to the
warfighter, we cannot afford the proven and deliberate
T&E methodology required in formal acquisition—we
must find effective ways to quickly test and assess
capabilities and limitations of systems as they are
expedited to the front lines. And finally, we owe it to
the end user to take a hard look at our processes,
policies, and organizations to find significant efficiencies
in the way we do business. These challenges must be met
in order to deliver affordable weapon systems that work,
and I ask your help in meeting these challenges.

Truly, integration is the golden key to successful
(effective and efficient) defense development and
acquisition. Because the T&E community and processes
reach out and touch many key elements of defense
development and acquisition, T&E is uniquely posi-
tioned to facilitate, guide, monitor, assess, and report
the progress and effectiveness of this integration.
DDT&E is a key organization within USD(AT&L)
assuring that integrated T&E is conducted to signifi-
cantly improve defense development and acquisition.
Without a doubt, knowledge is the power to make it
happen and T&E is the conduit for that knowledge. C

Figure 2. DDT&E Integrated Responsibility.
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EDWARD R. GREER was sworn in as the Director of
Developmental Test and Evaluation (DDT&E) on
March 15, 2010. He serves as the principal advisor on
developmental test and evaluation (DT&E) to the
Director of Defense Research and Engineering and the
Under Secretary of Defense for Acquisition, Technology
and Logistics. Mr. Greer is responsible for developing and
revising DT&E policy in support of the acquisition of
major Department of Defense (DoD) weapon systems.
Other significant duties include reviewing and improving
the organization and capabilities of the military depart-
ments with respect to DT&E and providing advocacy,
oversight, and guidance to elements of the acquisition
workforce responsible for DT&E.

Prior to this political appointment and since 2002, Mr.
Greer served as the Deputy Assistant Commander for Test
and Evaluation (AIR 5.0A), Naval Air Systems
Command and Executive Director, Naval Air Warfare
Center Aircraft Division (NAWCAD), Patuxent River,
MD. As the senior civilian for naval aviation T&E, Mr.
Greer was responsible for planning, executing, analyzing,
and reporting of all naval aviation T&E spanning a
workforce of 6,600 and an operating budget of almost $1B.
As executive director, NAWCAD, responsibilities included
ensuring that NAWCAD technical, business, and financial
objectives were met across a workforce of 14,400 and a
total operating budget of over $4 billion.

Mr. Greer joined the senior executive service (SES) in

1998 as director of the Atlantic Ranges and Facilities,
NAWCAD, responsible for all facets relating to the
development, maintenance, and operation of the range
and test facility components of the Navy’s principal air
combat systems test activity.

From 1995 to 1998, Mr. Greer served as principal
deputy program manager of Airborne Strategic Command,
Control, Communications; Program Executive Office for
Air, Antisubmarine Warfare, Assault & Special Mission
Programs. Mr. Greer was responsible for all aspects of
acquisition including systems engineering, logistics, train-
ing systems and T&E. From 1993 to 1995, Mr. Greer
took an assignment in the Pentagon as a staff specialist in
the Office of Under Secretary of Defense for Acquisition
and Technology, Test, Systems Engineering and Evalu-
ation; Test Facilities and Resources. Prior to 1993, Mr.
Greer served in various leadership and engineering
positions within the Naval Air Systems Command and
was the Navy’s representative on the 2007 Defense Science
Board Task Force on Developmental Test and Evaluation.

Mr. Greer is a past president of the Southern Maryland
Chapter of ITEA. He earned his bachelor of science degree
in electrical engineering from the University of Maryland,
College Park and received a masters of science degree in
management from the Florida Institute of Technology. Mr.
Greer is also a graduate of the Defense Systems
Management College Program Management Course. E-
mail: cdbrown.gm@gmail.com.
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Quick Reaction Test: Host-Based Security System

Timothy K. Holmes

Joint Interoperability Test Command, Indian Head, Maryland

Cesar E. Pie

Cyber Security Research and Solutions Corporation, La Plata, Maryland

Under the leadership and shared vision of the United States Strategic Command, the Defense

Information Systems Agency (DISA) Mission Assurance/Network Operations Program

Executive Office, the DISA Joint Interoperability Test Command, and other Department

stakeholders, the Department of Defense has successfully orchestrated a Global Information

Grid–wide initiative in support of the institutionalization of the Host-Based Security System

throughout the Department of Defense. The scope of the Host-Based Security System deployment

will be worldwide. This vast effort requires a large support infrastructure to be in place and a

rigorous testing project that will help expedite the fielding of its unique capabilities.

Key words: Computer network defense; computer system security; cyber-threat; intrusion

detection; intrusion prevention.

T
he Host-Based Security System
(HBSS) baseline is a flexible, Com-
mercial-Off-The-Shelf (COTS)-based
application. It monitors, detects, and
counters known cyber-threats to the

Department of Defense (DoD) Enterprise. Under the
sponsorship of the Enterprise-wide Information As-
surance and computer Network Defense Solutions
Steering Group (ESSG), the HBSS solution will be
attached to each host (i.e., server, desktop, and laptop) in
DoD. The system will be managed by local administra-
tors and configured to address known exploit traffic using
an intrusion prevention system (IPS) and host firewall.
The Defense Information Systems Agency (DISA)
Program Executive Office Mission Assurance and
Network Operations (PEO-MA) is providing the
program management and supporting the deployment
of this solution.

Joint test approach
Under the auspices of the Joint Test and Evaluation

Program, the HBSS Quick Reaction Test (QRT) project
is focused to develop tactics, techniques, and procedures
(TTP) and concepts of operations (CONOPS) in
support of HBSS operations. The QRT has taken a
joint approach (as well as assessment practices, principles,
and strategies used in previous Bulwark Defender
exercises) to test formal and informal HBSS configura-
tion policies across the Global Information Grid (GIG)

and to develop DoD-specific protection level baselines to
address the required level of security needed by the
Department. These configuration baselines will provide
GIG network defenders with documented TTP and
CONOPS for the employment, implementation, and
operation of the HBSS throughout DoD (enhancing the
warfighter’s ability and capabilities to protect, monitor,
detect, analyze, diagnose, and respond to cyber threats).
The United States Strategic Command (USSTRAT-
COM) through United States Cyber Command (US-
CYBERCOM) has instructed the potential use of the
QRT test results in upcoming Operational Plans
(OPLANS) and will require implementation of HBSS
TTP recommendations by their DoD Network Opera-
tions (NetOps) Combatant Commands/Services/Agen-
cies (CC/S/A) via Fragmentary Orders (FRAGO) and/
or Command Task Orders (CTO).

The HBSS QRT test approach is based on the proven
Joint Interoperability Test Command (JITC) Informa-
tion Assurance/Computer Network Defense (IA/CND)
attack-based methodology. Much like a typical war game
exercise, the JITC approach uses a red attack/blue defend
construct. The concept is red attacking along defined
attack vectors, aligned with an anatomy of an attack with
detailed scenarios based on the latest Joint Task Force-
Global Network Operations (JTF-GNO) J2 observed
threats. Blue will use the full range of people, processes,
and technologies available to defend against red. Each
attack and defend activity is controlled, measured, and
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correlated, with analysis focusing on the most effective
and suitable scenario as it relates to the warfighter’s
mission. The operational threat environment replicated
by the threat team will aim to target second and third
generation threats, as defined in the Chairman of the
Joint Chiefs of Staff Instruction (CJCSI) 6510.01E. This
is the replication of non-state–sponsored groups utilizing
common tools in a sophisticated manner and the
replication of state-sponsored groups utilizing a combi-
nation of common and uncommon hacker tools and
techniques in a sophisticated manner with unlimited
resources.

As prioritized by USSTRATCOM, every recom-
mended scenario event has been mapped to its
corresponding class of attack (i.e., passive, active, insider,
distribution, and close-in) and three of seven stages of an
anatomy of attack (i.e., gaining access, escalation of
privilege, maintaining access). To support the develop-
ment of attack scenarios, the JITC created the HBSS
QRT Threat Team Working Group (TTWG) to
identify, coordinate, and validate the selected scenarios.
The scenarios were created by the U.S. Air Force and
DISA Field Security Officer and reviewed by the
National Security Agency. The JITC, in coordination
with the TTWG, will continue to add increasingly
sophisticated scenarios over the life of the QRT to
render the best possible HBSS configurations and TTP.

Test concept and measures
As part of each QRT event, the threat team will render

a series of increasingly sophisticated attacks. The blue
defenders will implement a series of candidate configu-
rations of TTP in an attempt to counter the threat. The
test concept will measure the relative performance of
these candidate configurations and TTPs to identify the
best candidate. The measures the QRT will use are taken
from the Office of the Secretary of Defense (OSD)
Director, Operational Test and Evaluation Core Metrics
Manual for Operational Assessments of Information
Assurance and Interoperability (DOT&E Core Metrics
Manual). This manual contains the performance-based
metrics used in the DOT&E-sponsored assessments of
IA/CND during Combatant Command (COCOM)
exercises. The DOT&E Core Metrics Manual defines
the performance measures and metrics, the data elements,
and the analysis method, along with associated data
collection forms. This Manual has been applied to a
variety of COCOM exercises, including Bulwark
Defender, to measure the operational performance of
the COCOM’s IA/CND capability. The metrics are
proven, accepted by all OTAs, well understood, and will
yield the exact performance-based criteria needed by the
HBSS QRT to determine the most effective configura-
tions and TTPs.

Conclusion
The HBSS QRT will be accomplished in two

spirals; each spiral will consist of a set of two lab-based
events and conclude with an operational test that
includes the participation of both U.S. Pacific
Command and U.S. Strategic Command. The HBSS
QRT was directed on January 6, 2010, with an
expected performance period ending January 5, 2011.
Upcoming HBSS QRT events will allow the warfight-
er to establish best practices and obtain lessons learned.
The HBSS QRT will provide results that will
undoubtedly expand the warfighter’s capability to
protect, detect, diagnose, and react to cyber threats
using effective configurations and improved TTPs. C

MR. KEVIN HOLMES serves as the JITC information
assurance technical advisor, where he develops and maintains
the Command’s IA policies, methodologies and capabilities.
Mr. Holmes joined the JITC shortly after its inception in
1989. He has held a variety of positions within the Command.
Mr. Holmes started his JITC career developing software for
many JITC instrumentation systems ranging from tactical
message protocol analyzers to modeling and simulating
Tactical Data Systems. He stood up the JITC IA capability
in 2001 and has been working in that area since. Holmes
earned his bachelor of science degree in management
information systems (MIS) from the University of Arizona
and his master of science degree in computer science from George
Mason University. E-mail: kevin.holmes@disa.mil

MR. CESAR E. PIE is chief executive officer of Cyber Security
Research and Solutions Corporation (CSRS-Corp). He has
extensive program management expertise and has provided
subject matter expert support to the JITC for over 6 years in the
fields of information system security engineering, information
assurance, and computer network operations (computer
network attack, computer network exploitation, and computer
network defense). Mr. Pie graduated from the University of
Maryland University College with a master of science degree
from the Computer System Management—Information
Assurance Program that is supported by the Department of
Homeland Security and the National Security Agency’s Center
of Academic Excellence in Information Assurance Education
(CAE/IAE). Among others, a few of Mr. Pie’s certification
credentials include Certified in the Governance of Enterprise
Information Technology (CGEIT), Information System
Security Engineering Professional (ISSEP), Certified Infor-
mation Systems Auditor (CISA), Certified Information
System Security Professional (CISSP), and Project Manage-
ment Professional (PMP). E-mail: cesar.pie@csrscorp.com
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History of Cyber Testing and
Evaluation—A Voice From the

Front Lines

James S. Welshans, Ed.D.

Navarre, Florida

Our nation does not have a dedicated place to conduct cyber security experiments. The

National Cyber Range is DARPA’s ( Defense Advanced Research Projects Agency)

contribution to the new federal ‘‘Comprehensive National Cyber Initiative,’’ providing a

‘‘test bed’’ to produce qualitative and quantitative assessments of the security of various cyber

technologies and scenarios. We will provide a revolutionary, safe, instrumented environment

for our national cyber security research organizations to test the security of information

systems (DARPA Strategic Technology Office, 2010).

I
’m very honored to join the ITEA Journal ’s
History Committee and will do my best to
seek out some interesting perspectives from
the early days of test and evaluation in each
issue. You might appreciate that my first

strategy for unlocking the mysteries of cyber testing
revealed a network of organizational genealogies
mediated in a language that left my internet browser
parked on acronymfinder.com. The good news is that I
soon came to my senses and remembered my training
in history.

I believe that history is revealed in the lived
experiences of everyday people who were in the right
place and time to be part of something interesting. Of
course, I never expected that anyone in the cyber
business would be able to share a ‘‘there I was’’
narrative about the development and testing of a
capability for posting explicit YouTube videos on
Osama Bin Laden’s Facebook site. I contacted a
trusted colleague and he recommended an individual
who has definitely lived through some interesting
times in the cyber business.

Vince Holtmann is a telecommunications engineer
who has been actively engaged in testing cyber systems
and capabilities for the past 15 years. He began work in
the cyberspace field in the mid-1990s as a U.S. Air
Force active duty cryptographic technician, where his
duties included installing, sustaining, and testing new
encryption devices. While on active duty, he did his
undergraduate work in computer science. He also
holds a master’s degree in telecommunications and a
master’s of business administration degree. After 8 years

of service, he left the Air Force. He is currently
employed by General Dynamics Advanced Informa-
tion Systems, a large defense company as a developer
and tester of cyber capabilities for the U.S. govern-
ment.

I telephoned Vince and explained my plan for using
his narrative in the journal article. I conducted a
telephone interview with Vince. Except for a few
icebreaker questions, the interview was an unstructured
opportunity for Vince to share his narrative experiences
and perspectives learned while in the cyber testing
business.

Interview with Vince Holtmann
Welshans

Thanks for offering to share your experience and
historical perspectives on test and evaluation of
cyberspace. Starting off, can you please explain how
you got into that line of work?

Holtmann
‘‘Beginning my AF career as a crypto technician, I fell

into the cyber domain from the Information Assurance (IA)
and data security angle. Working with these technologies
exposed me to the air, space, and cyber domains, as they are
all inextricably linked.

‘‘My first cyber range development effort involved the
construction of a small laboratory and test range to help
customers test collection capabilities over encrypted radio
frequency and terrestrial links. From there I moved into a
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more formalized Test and Evaluation (T&E) organiza-
tion. I was a charter member of the [U.S. Air Force’s]
346th Test Squadron and also worked for the [U.S. Air
Force’s] 46th Test Squadron. I also supported many other
test organizations such as the Joint Interoperability Test
Command (JITC), Air Force Operational Test &
Evaluation Center (AFOTEC), and the National
Assessment Group (NAG).

‘‘Throughout my 8 years of U.S. Air Force active duty
service, I continued to develop T&E ranges to specifically
support cyber systems and capabilities, which also included
research and development, and demonstration activities.
Even before cyber was big, we were always conducting test
and evaluation on cyber capabilities. That early experience
exposed me to the many technologies and communication
media involved in the cyber environment, especially the
information assurance aspects of protecting data.’’

Welshans
Do you feel that your academic background and

work experience with the Air Force prepared you to
perform cyber test and evaluation? Were there aspects
of the cyber testing environment that came as a
surprise?

Holtmann
‘‘That’s a good question. I think education helped from

the technical standpoint to understand how you need to test
different things… (i.e., understanding measures of
evaluation, measures of performance, measures of effec-
tiveness, those kinds of things). The technical background
helped me to determine statistically how those things
related and were calculated during the test. Our focus was
to ensure that the capabilities we were building and testing
for the warfighter would meet their operational needs.

‘‘Some of the Defense Acquisition University courses,
such as Test 101 and Test 201 classes provided a baseline
understanding of how to plan and conduct formalized
T&E. They covered how to build a test plan, how to work
out the test procedures, and how to apply those throughout
the program’s life cycle of development, integration, and
fielding. We learned how testing runs pretty much
congruently with the whole system engineering life cycle.

‘‘Moreover, there’s also the issue of what we call in the
military OJT [on-the-job training]. Learning by doing is
important in cyber because there are always a lot of things
you’re not really prepared to deal with [during test
preparation and execution]. When you’re testing different
capabilities, you may not have the most realistic T&E
environment to mimic the operational environment. For
example, if you’re testing a cyber capability to defend
against computer attacks from X, you may not have

representative real-world attacks from X to use as test
data, so you improvise with what you have at your
disposal. Under these conditions, it’s difficult to determine

whether that capability will defend against those attacks.’’

One technique, run time control, might be used to
mitigate this situation by allowing a network to operate
at normal speed but to slow down its constituent
computers. This would allow more traffic to run on the
network, effectively simulating a more realistic oper-
ating environment (Kenyon 2009).

Holtmann
‘‘That lends some credibility to the way the government,

industry, and academic communities have improved the
cyber ranges and the capabilities within them to create
more varied and realistic test and evaluation environ-
ments. So, where the rubber meets the road, when the
warfighter needs to use it, when we need to protect the
base, or we need to respond to an attack we know that the
capability is going to respond as needed.’’

Welshans
How does test planning in the cyber environment

compare with test planning of other weapon systems?
Do your test measures tend toward quantitative
performance measures and indicators or do you also
use qualitative measures and indicators to judge
operational effectiveness and suitability?

‘‘It’s really a mix of both quantitative and qualitative.
Let me offer an example that might show the similarity
between testing an aircraft and testing a cyber capability.
Remember that in both areas you have to be concerned
with performance parameters like power, throughput,
mean time between failures, etc.,… all those types of
factors still come into play and fit within the quantitative
measure. But specifically for cyber, it really depends on
what you’re testing against. The qualitative measure looks
at human response (e.g., how an operator might respond to

a cyber attack, what actions they take next, how efficient
are their responses).

‘‘Let’s say that you’re testing defensive capability Y, such
as an Intrusion Detection System (IDS). We’ll have to test
against established performance parameters. We’ll need to
verify that the system can process a specified number of
events per second. It will have to deal with realistic threats
that we’ve captured from a Computer Emergency Response
Team, or another similar function, so that we can do
penetration testing against that defensive capability. In
this test case, your quantitative measure is the performance
of the IDS, while the qualitative is the operator response or
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reaction to the attack. The qualitative measurement really

helps to improve not only the operator interface with the

capability you are testing, but also the improvement of

Tactics, Techniques, and Procedures (TTP).’’

Welshans
I realize that much of what’s done in the cyber

domain is highly classified. But can you offer an
unclassified ‘‘been there, done that’’ narrative that
summarizes the ideas today and puts them in an
operational context?

Holtmann
‘‘Sure, I’ll talk about a project I supported as a defense

contractor working as a tester in the cyber environment.

We were supporting a Quick Reaction Capability (QRC)

development effort for a customer. The approach we took

was to incorporate government test staff within the system

development activities. Throughout this effort we devel-

oped and refined test cases, involved the operational user to

help with usability inputs, and developed training along

the way for all involved parties. Because all stakeholders

were involved throughout the process, we were able to

combine Contractor, Developmental Test, and Operational

Test and Evaluation (CT/DT/OT&E) events to deliver

a fully functional capability within the tight schedule. This

approach has guided our internal process to involve all

stakeholders on day one, while continually developing/

integrating, testing, and refining to deliver capability

early and often to the warfighter.

‘‘Government and industry need to operate with more

agility throughout the acquisition, development/integra-

tion, test, and fielding activities to respond to the cyber

threats that we face on a daily basis. I’ve heard many

government and industry leaders talk recently about

moving to a ‘Cyber Safari’ type of rapid acquisition and

test methodology for cyber, where we can work require-

ments, development, and testing together, what a great

idea!

‘‘As the story goes, development is always quick, with

agile test and development methodologies bringing all the

stakeholders together on day one, so you are developing your

capability with all the requirements and all the users

involved. You’re going to get exactly what they’re looking

for, and you’re testing throughout the entire process to

reduce defects early in the process. This means contractor

in-plant testing, developmental testing, and operational

testing together. You’re looking at and refining your

measures of performance and measures of effectiveness

throughout that whole process, so you have high confidence

that the system is going to perform as intended.

‘‘Most important, your test procedures are getting

refined, so that when you go through your final test event,

even when you combine DT and OT… that speeds

everything up because everyone is on the same page for

testing and everything is there, all the requirements are

met at the end.

‘‘As we’re all aware, with shifting government budgets

and need to speed capabilities to the warfighter as quickly

as possible we need to change the way we do the test

business. One of the things that we can offer is combining

test events when possible, moving everyone into the process

early, and streamlining the QRC-like process for getting

capability delivered.’’

Welshans
So, I’m hearing ‘‘Get the testing integrated into the

whole spiral development process’’?

‘‘Yes, embed the testing, but not in a spiral development

process. Spiral and waterfall development methodologies

don’t really work for cyber. Agile development is the way to

go, with developmental sprints anywhere from 2 weeks to

a month. As requirements change, you keep a backlog and

work to reprioritize all along the way. If you’re going to

develop that quickly, of course the testers need to be

involved as requirements are changing, test procedures are

modified, and MOEs [measures of effectiveness] and

MOPs [measures of performance] are being adjusted.
‘‘Timelines in the cyber domain require flexibility. It’s

best to plan to deliver warfighter capabilities as quickly as

circumstances allow as the battlefield is in constant motion,

resulting in new and altered requirements. You need to

ensure that the capability you deliver is going to work

because you’ve been aggressively testing throughout. Get the

tester inside the agile development and acquisition life

cycle.’’ C

DR. JAMES S. WELSHANS, ED.D., is a former active-
duty U.S. Air Force fighter pilot, instructor, and war
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member of the U.S. Air Force Operational Command

Training Program, Dr. Welshans taught strategy and
operational assessment to military officers worldwide
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Verification and Validation Capabilities for the Next
Generation Air Transportation System

John Frederick, Hilda DiMeo, and Vincent J. Lasewicz, Jr.

Federal Aviation Administration, Atlantic City Airport, New Jersey

Catherine Jaggard

ASRC Research and Technology Solutions, Atlantic City Airport, New Jersey

The Federal Aviation Administration (FAA) is in the process of planning and implementing

the Next Generation Air Transportation System (NextGen). The goal of NextGen is to

efficiently address the current and future challenges facing the U.S. air transportation system.

The Verification and Validation (V&V) of the NextGen will require an environment and

infrastructure for testing, modeling, and simulation throughout the development and

implementation of NextGen capabilities that has not previously been used by the FAA. This

article discusses the initiatives that the FAA is undertaking to establish new V&V capabilities

and environments for NextGen.

Key words: Verification; validation; NextGen; transportation; FAA; aviation; air traffic;

simulation; modeling; cockpit; V&V.

O
ur nation has recently experienced an
economic downturn the likes of
which has not been seen since the
Great Depression. This has slowed
the growth rate of U.S. aviation, but

delays continue to plague the system and will only
grow worse as the number of passengers flying each
year in the United States continues to rise. Delays
resulting from the constraints of the current National
Airspace System (NAS) already cost the United States
approximately $9.4 billion annually, and that number
will continue to spiral without Next Generation Air
Transportation System (NextGen) improvements.
New security demands are affecting the ability to
efficiently move passengers and cargo. In addition,
aircraft noise and pollution are a growing concern.
Antiquated systems, processes, and procedures do not
provide the desired flexibility needed to economically
meet the current and future demands.

The concept behind NextGen is to implement and
deploy new technologies, processes, and capabilities
that will increase capacity and efficiency while
maintaining safety. Several solution sets such as
trajectory-based operations and collaborative air traffic
management have been identified to provide benefit in
the air transportation system. Trajectory-based opera-
tions focus primarily on high-altitude cruise operations
to provide the capabilities, decision-support tools, and

automation to manage aircraft movement by trajectory.
Trajectory-based operations will enable a highly
desired capability for aircraft to fly negotiated flight
paths necessary for full performance-based navigation,
taking both operator preferences and optimal airspace
system performance into consideration. The collabo-
rative air traffic management solution set provides
capabilities to improve traffic flow management
system-wide as well as at the tactical, or location-
based, level. Collaborative air traffic management
supports a more flexible air traffic system capable of
in-flight adjustment to alternate, more favorable
routings and altitudes as well as the ability to shift
traffic operations to match airspace and airport
capacity. These solution sets will require FAA
laboratory simulation and modeling capabilities that
have not been available in the past for the Verification
and Validation (V&V) of concepts and systems.

By the year 2018, the Federal Aviation Adminis-
tration (FAA) expects NextGen-provided benefits to
result in a 21 percent reduction in flight delays with 22
billion dollars of cumulative savings. During this
period, the FAA expects a cumulative savings of 1.4
billion gallons of fuel, reducing CO2 emissions by
nearly 14 million tons. The increased complexities and
valued benefits of NextGen warrant comprehensive
V&V toolsets and laboratory capabilities that will
provide timely and credible data for concepts develop-
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ment, requirements development, risk management,
evaluations, and decision support.

Laboratory environments for
NextGen capabilities

The magnitude of the challenges presented by
NextGen is unprecedented in the FAA. The opera-
tional concepts and system-of-systems architecture will
be dramatically different than what is currently used to
safely operate the NAS. The focus of the NAS
operational concept in NextGen is moving from
tactical air traffic control to a focus on airspace and
traffic management. The NAS architecture with
NextGen will transition from an analog, point-to-
point system to an integrated, digital, system-of-
systems environment that supports net-centric opera-
tions. V&V will be critical to the identification and
definition of new capabilities and requirements, as
NextGen transforms the NAS. Verification ensures
that selected work products, product components, and
products meet specified requirements and standards,
and validation demonstrates whether a product will
fulfill its specified purpose when placed in any aspect of
its intended environment such as operation. A robust
V&V approach is required for the implementation of
NextGen. This V&V approach will also be critical to
the identification and definition of new capabilities and
requirements, as NextGen transforms the NAS. The
FAA is taking steps to establish an infrastructure and
capability that will focus on the V&V of systems in
their intended operational and technical environments
using a Live, Virtual, Constructive (LVC) simulation.

The proposed location to develop and establish this
LVC environment is at the FAA William J. Hughes
Technical Center in Atlantic City, New Jersey. This
environment will provide a single integrated framework
that advances the V&V of complex, networked,
distributed systems operating in the NextGen system-
of-systems. With this framework, the FAA will be
provided a scalable level of fidelity for V&V based on
individual and collective test and evaluation needs. This
LVC environment is critical to NextGen implementa-
tion activities and acquisition decision support that
occurs during all phases of the lifecycle, including
mission analysis, investment analysis, solution imple-
mentation, and in-service management testing.

NextGen integration and evaluation capability
The NextGen Integration and Evaluation Capabil-

ity (NIEC), located at FAA William J. Hughes
Technical Center in Atlantic City, New Jersey, is the
FAA’s first step towards the LVC environment
(Figure 1). The NIEC leverages existing laboratory
and simulation capabilities that are used to develop,

test, and maintain the NAS. It comprises existing NAS
operational systems and high fidelity, real-time simu-
lation capabilities to create an integrated, flexible, and
reconfigurable environment to support NextGen
research as well as test and evaluation.

The Technical Center’s new NIEC Display Area
(NDA) complements this unique platform by collo-
cating and integrating key aviation and NAS compo-
nents into a single multi-domain visualization envi-
ronment with advanced data collection capabilities to
support integration and evaluation of new technologies
and concepts. The base components of the NDA are an
air traffic suite, a simulated tower suite, an Unmanned
Aircraft System (UAS) suite, a cockpit simulator suite,
and a multi-purpose area. Each suite has an integrated
voice communication capability that allows for com-
munication between components. The NDA is inte-
grated with other simulation and operational NAS
components including data feeds (e.g., weather, traffic
flow management, Automatic Dependent Surveil-
lance-Broadcast [ADS-B]) to support high-fidelity
simulations that enable researchers to visualize the
ripple effect of newly integrated capabilities and
technologies across a simulated NAS environment.

In this simulation environment, the research cockpit
simulator can be seen flying in the tower simulators
out-the-window view. It can also be seen as a target on
the air traffic control consoles along with UAS targets,
other targets driven by simulated radar data, and ADS-
B data. Weather reflectivity data can also be added. If
needed, full-up cockpit simulators like those at various
National Aeronautics and Space Administration
(NASA) facilities or airline training facilities can be
integrated into the simulation. The ability to provide a
combined environment of legacy systems with future
technologies and capabilities also enables the NIEC to
support the transition to NextGen.

Simulation
The Target Generation Facility (TGF) and the

Distributed Environment for Simulation, Rapid En-
gineering and Experimentation (DESIREE) are exist-
ing simulation engines that are key to conducting
NIEC simulations. TGF is a cross-cutting infrastruc-
ture that is capable of simulating air and ground traffic,
which drives terminal and en route laboratories as well
as developmental laboratories. The TGF is a dynamic
real-time air traffic simulation capability designed to
generate realistic aircraft trajectories and associated
digital radar messages for aircraft in a simulated
airspace environment. Up to 600 targets (400 piloted)
can be generated in one or more concurrent simulation
environments. Multiple Terminal, En-Route, and
Oceanic airspaces may be simulated individually or
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simultaneously. DESIREE emulates the graphical user
interface used in most air traffic control systems. These
simulators work together to immerse the subject into a
realistic environment that can emulate the past,
present, or future air traffic environments.

Air traffic control suite
The NDA contains a reconfigurable air traffic

control suite. It has the ability to model up to eight
air traffic sectors driven by DESIREE. The sectors are
reconfigurable and can be brought up as one of the
following: (a) Terminal (STARS), (b) the Future
Terminal Work Station (FTWS), (c) Enroute
(ERAM), or (d) the Future En Route Work Station
(FEWS).

Tower suite
The tower suite consists of the 180-degree out-the-

window view and the surface management system. The
surface management system has emulations of the
Airport Surface Detection Equipment-model X

(ASDE-X) and Digital Bright Radar Indicator Tower
Equipment (DBRITE). The prototype Terminal
Information Display System (TIDS) and Flight Data
Management (FDM) displays and software are inte-
grated with the tower suite. A key component of the
tower suite is the Virtual Airport Immersion Environ-
ment (VAIE), which has the 180-degree out-the-
window view. The VAIE is a highly extensible three-
dimensional rendering solution for the Target Gener-
ation Facility’s high-fidelity air-traffic simulator. The
VAIE uses advanced rendering techniques to efficient-
ly handle many scene lights—often five per aircraft—
that produce highly realistic lighting effects that
interact with the terrain and other aircraft in the scene.

Unmanned aircraft system suite
The UAS Modeling and Simulation (UAS M&S)

capability currently includes UAS simulators; a four-
dimensional trajectory-based operations (4DT)-en-
abled flight management system simulator, a voice
communications simulation platform, automatic de-

Figure 1. The NextGen Integration and Evaluation Capability (NIEC) at the Federal Aviation Administration William J. Hughes
Technical Center.
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pendent surveillance-broadcast/radar surveillance, and
weather workstations. The UAS M&S capability
components interact with systems that are part of the
NIEC, including the air traffic control suite.

Research cockpit simulator suite
The Research Cockpit Simulator (RCS) is currently

set up as an Airbus A-320 series aircraft but is fully
reconfigurable to any current airline transport type
aircraft (Figure 2). It has a state-of-the-art touch
screen cockpit panel layout that allows pilot commands
for inputting and executing commands to the aircraft.
The touch screen panels allow the RCS to be easily
reconfigured into different types of aircraft. The RCS
has a full-size cockpit layout with crew positions for
operating transport category aircraft.

Multi-purpose area
The multi-purpose area can be used to display

weather data or traffic management data, to operate as
a simulation monitoring station or to simulate an
airline operations center. Live air traffic data from
Traffic Flow Management Production Center and

weather data from the NextGen Weather Evaluation
Capability can be displayed here.

Evolving to a Live, Virtual, and Constructive
(LVC) V&V environment

By evolving to a LVC environment, the FAA will
have a single integrated framework that can represent
the entire NAS, advancing V&V of complex, net-
worked, distributed systems operating in the NextGen
system-of-systems. This framework would provide a
scalable level of fidelity based on individual and
collective test and evaluation needs providing timely
and creditable information to decision authorities using
one common dataset and scenarios throughout the life
cycle. The multiple fidelity modeling and simulation
environments must be able to support early concept
validation (lower fidelity, fast-time simulations/mod-
els), requirements/design development, and operation-
ally realistic testing (high-fidelity complex simulations/
models). In addition to the scalable fidelity character-
istics, the nonproprietary and open architecture would
make possible in-house engineering modifications to
the framework in support of NextGen research and
development activities. The type of architecture

Figure 2. The Research Cockpit Simulator (RCS) in the NextGen Integration and Evaluation Capability (NIEC) laboratory at the Federal
Aviation Administration William J. Hughes Technical Center.
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solution would set the stage for common datasets and
scenarios of varying fidelity with greater flexibility.

The ability to model the legacy NAS and/or the
NextGen system-of-systems using a LVC approach
with nonproprietary tools in real time, end to end, and
open-architecture environment has enormous benefits.
This approach provides a technical toolset that can be
regularly used to support engineering and acquisition
decisions. It can be applied throughout an acquisition
life cycle, supporting early concept analysis, through
design, developmental test and evaluation, integration,
and operational test and evaluation. When implement-
ed in an integrated systematic framework, it can be
both a technically effective and a cost-efficient means
of understanding the complex and emergent behavior
of a system-of-systems. M&S provides an environment
to help the technical teams create and evaluate new
capabilities for existing systems and consider integra-
tion issues that can have a direct effect on the
operational user, program costs, and schedule. It
provides an open architecture that supports greater
laboratory availability to multiple users. M&S can
support analysis of alternatives, as well as analysis of
requirements and solution options.

Summary
Simulating and modeling the U.S. air transportation

system end to end is a difficult challenge. Currently the
National Air Space system could have more than 5,000
aircraft flying through it at any one time. Estimates
show that flight operations will increase 19 percent at
35 major U.S. airports between 2009 and 2018. This
will increase the capacity and complexity requirements
for M&S. The current FAA laboratory environments
are evolving from a mostly development and test
business model emphasis to include the research,
analysis, and strategic implementation of the system-
of-systems capability required by NextGen. The
ultimate goal is to continue to enhance the NextGen
Integration and Evaluation Capability and evolve it
with other V&V tools to attain a comprehensive Live
Virtual Constructive infrastructure. This infrastructure
will provide the ability to model and simulate the
entire National Airspace System across all involved
facilities and functions in real time under all expected
loads and variables. C
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Test and Evaluation for Agile
Information Technologies

Steven Hutchison, Ph.D.

Defense Information Systems Agency, Falls Church, Virginia

Section 804 of the FY2010 National Defense Authorization Act directed the secretary of

defense to develop and implement a new acquisition process for information technology (IT)

systems. The law requires the Department of Defense (DoD) to base the new acquisition

process on recommendations of the March 2009 Defense Science Board (DSB) Report on

DoD Policies and Procedures for the Acquisition of Information Technology. The DSB

recommended an agile model for acquiring IT similar to successful commercial practices. Agile

software development is a high optempo process that delivers working software at ‘‘speed of

need.’’ It is highly collaborative, documentation light, and change resilient. Agile focuses short

development iterations on priority needs of the customer; in the DoD, the customer is the

warfighter. In this model, an iteration is typically 8 weeks or less in duration. This article

proposes a means to adopt the DoD IT test, evaluation, and certification (TE&C) process to

an Agile model that will ensure TE&C continues to be an enabler of rapid acquisition of

enhanced IT for the warfighter.

‘‘A
gile Information Technolo-
gies’’—what does that mean?
Agile (with a capital ‘‘A’’) refers
to a software de-
velopment practice

that follows the principles of the Agile
Manifesto, of course. At this point,
everyone with a smart phone should
launch the browser and try that slick
voice-command feature and check out
what comes up. With a little luck, you’ll
find yourself at agilemanifesto.org. Look-
ing down at the fine print at the page
bottom, you’ll notice that Agile is not a
new idea—at least not new to industry;
signed back in 2001, the principles of the
Manifesto have been shaping software
development for nearly 10 years. If that were only true
of software development in the Department of Defense
(DoD), I probably wouldn’t be writing this article! By
the way, there’s a good chance that the apps you so
readily find to enhance the capabilities of your smart
phone were developed using Agile processes; I say that
only because if they were developed using more
traditional ‘‘waterfall’’ processes, they might not have
been there for you to download when you needed them.

And that’s the point, right—the capability is there when
you need it. In this author’s opinion, Agile is about
delivery of capability at ‘‘speed of need.’’ Agile focuses

short development iterations on the priority

needs of the customer. For those of us in the
DoD acquisition arena, the customer is the
warfighter, and there should be no doubt
that our objective must be rapid fielding of
enhanced capabilities to the warfighter.
Hence, Agile would seem to be a ‘‘no-
brainer’’ for the new DoD information
technology (IT) acquisition process.

What new DoD IT acquisition process?
By the time this article is published, it will
have been over a year since the Congress
directed the DoD to develop a new
acquisition system for IT. The National

Defense Authorization Act for FY2010, Section 804,
directed the secretary of defense to implement a new
acquisition process for IT and report back to Congress in
270 days (which would have been July 2010) with the
Department’s plans to implement the new process.
Section 804 had some remarkably specific language,
citing Chapter 6 of the Defense Science Board Report
on Acquisition of IT (DSB-IT) (Defense Science Board
2009), published in March of 09, as the model to follow.
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So what did the Defense Science Board have to say?
The DSB-IT concluded that current acquisition
policies and processes (as defined in the DoD 5000
series directive and instruction) ‘‘cannot keep pace with
the speed at which new capabilities are being intro-
duced in today’s information age—and the speed with
which potential adversaries can procure, adapt, and
employ those same capabilities against the United
States’’ (Defense Science Board 2009). As we marvel at
the pace at which new electronic gadgetry shows up in
stores, in our cars, and even in our living rooms, it is
clear that technological advancements are far more
readily available in the commercial sector than in the
DoD. Let’s face it, if we could push blue force tracking
data to the iPhoneH, there would already be ‘‘an app for
thatTM,’’ and our digital generation soldiers, sailors,
airmen, and marines would be using it on the
battlefield right now. The DoD can improve agility
in delivery of IT products. To that end, the DSB-IT
recommended a new IT acquisition process that ‘‘… is
agile, geared to delivering meaningful increments of
capability in approximately 18 months or less, and
leverages the advantages of modern IT practices’’
(Defense Science Board 2009). Figure 1 depicts the
DSB-IT model.

The DSB-IT model features are as follows:

N multiple, rapidly executed releases of capability,
N early and continual involvement of the user, and
N integrated testing.

These are all good and necessary features of an IT
acquisition system and are at the core of Agile
processes. But change is never easy in the DoD, so
before we jump in with both feet and say ‘‘let’s do
Agile,’’ we should first take measure of the potential
obstacles, so we can successfully overcome them on the
road to Agile IT.

Rapidly executed releases of capability are the
objective. We hear a lot about rapid acquisition these

days; in fact, the wars have been the source of greatest
pressure to speed the process, since nothing can get to
troops in harm’s way fast enough. Our acquisition
system today is characterized by cumbersome processes
beginning with lengthy, over-specified requirements,
which require lengthy, complex development efforts,
followed by long, complex test events. We can’t just
substitute ‘‘rapidly executed releases’’ into the middle of
this sequence and expect to have fixed the problem. To
achieve rapid releases, we must have a requirements
process that acknowledges and fosters evolving user
priorities, and an equally agile test process. In other
words, we can’t focus only on the middle; we have to
fix the whole process, end-to-end. Rapidly executed
releases must have an underpinning in an agile
requirements process; likewise, evolving requirements
(read ‘‘user priorities’’) will demand more from our
testers than we are currently structured to support. For
IT capabilities, getting to Agile will stress the existing
testing processes; in fact, the current approach will not
work in the Agile IT environment. More on that later.

Early and continual involvement of the user is
essential. However, this can be problematic for a
Department at war—we simply may not be able to
routinely task operating forces to support testing. We
are going to have to be imaginative in how we conduct
testing; leveraging exercises, experiments, and other
venues. We will have to find ways to overcome the
tension between testing and training to ensure mutual
achievement of objectives. For Agile IT, we will need a
user base (beta testers) from each IT community of
interest that we can routinely draw from to conduct
testing. With a sufficiently large pool of users to draw
from, and leveraging other nontraditional test venues,
including virtual testbeds, we should be able to
overcome the challenges of high optempo deployments
and test support.

Integrated testing has been a topic of discussion for
decades. Some argue that we’ve been doing integrated

Figure 1. New acquisition process for information technology (Defense Science Board 2009).

Hutchison

460 ITEA Journal



T&E all along, others that we need to start doing it.
Unfortunately, we have not defined what integrated
testing means for IT capabilities. In early 2008, the
DoD defined ‘‘integrated testing’’ as, essentially,
collaboration between the developmental test (DT)
and operational test (OT) communities (https://acc.
dau.mil/CommunityBrowser.aspx?id5215765). For IT,
that’s only half the testers needed; integrated testing of
IT involves not only DT and OT but also must include
joint interoperability testing and security testing (infor-
mation assurance). But why do we place all this em-
phasis on integrated testing? The motivation behind
integrated testing is ‘‘early involvement’’ of the OT
community; as the perception is that the OT folks begin
T&E planning late in the process, so developers don’t
understand how their product is going to be tested once
OT starts, and this often results in late discovery of key
failure modes, causing further cost and schedule delay.
Early involvement is the key to reversing this trend;
hence, the mandate for ‘‘integrated testing.’’ Integrated
testing is really about testing the capability as it is intended
to be used, and the sooner this starts, the better. In Agile
software development, understanding how the capabil-
ity will be used and tested is the motivation behind the
practice known as ‘‘test driven development’’ (Beck
2002). For the DoD to adopt this approach, all of the
test, evaluation, and certification (TE&C) organizations
(DT, OT, interoperability, and security) will have to
bring their needs to the table and make every test event a
shared resource. There are, however, strong cultural
barriers to this in the DoD, and it is clearly one of the
obstacles we must remove to be successful at Agile.

The National Academies study
The DSB wasn’t the only group looking at

acquisition of IT. DISA sponsored a study by the
National Academies of Sciences who released their

final report in June 2010 (National Academies of
Sciences 2010). Figure 2 is the study committee’s
version of an acquisition management approach for IT.
The study committee refers to the overarching process
as ‘‘iterative, incremental development,’’ and their
model is generally consistent with the DSB-IT,
including the three central points just reviewed: rapid
release of capability, continuous user involvement, and
integrated T&E. Yet there are also some notable
differences. Figure 3 shows the central part of this
model in detail. Notice the green banner ‘‘integrated
T&E/Voice of the End User.’’ The committee is
making an important distinction between integrated
testing (as described in the DSB-IT report) and
integrating testers and users; that is, it is not enough
to know that the system meets requirements, it is
equally important to know whether the user thinks the
iteration delivers militarily useful capability. Another
distinguishing feature of the model is the ‘‘sine wave’’
with the words ‘‘4 to 8 Week Iterations’’ written
beneath. Each peak-to-peak transit of the wave
represents a complete software development iteration,
or ‘‘sprint.’’ These sprints are obviously considerably
shorter than the DSB-IT’s nominal 6-month itera-
tions, and a lot closer to commercial Agile practices.
Figure 4 shows the details of the wave, and as described
in the report, ‘‘Each iteration will include analysis,
design, development, integration, and testing to
produce a progressively more defined and capable,

Figure 2. Information technology acquisition management approach (National Academies of Sciences 2010).

Figure 3. Capability increment in detail (National Academies of

Sciences 2010).
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fully integrated and tested product’’ (National Acad-
emies of Sciences 2010). The wave is obviously very
similar to what we know as the systems engineering
‘‘V,’’ but with several key differences. As we begin
following the process down the left-hand side of the V,
the iteration begins with requirements analysis and
architecture refinement—the latter being an essential
consideration for IT. This model then inserts ‘‘Test
Cases.’’ Note its placement on the left-hand side of the
V, before design and coding begins. Here testers
translate ‘‘user stories’’ (a description of how the
capability is used) into executable test cases. This is
‘‘test driven development’’ and is by definition ‘‘early
involvement’’ when all testing stakeholders participate
in writing the test cases.

Continuing through the iteration, design and build
begin, and then ‘‘Testing’’ occurs on the right side.
This is independent testing with users, not developer
testing, but should be understood to be a team effort of
all TE&C stakeholders. In the words of the study
committee (National Academies of Sciences 2010),

‘‘Therefore, an integrated approach to T&E to

include the voice of the end user; traditional

[DT&E]; [OT&E]; interoperability certifica-

tion; and information assurance certification and

accreditation equities is a fundamental element of

this modified acquisition management approach

for IT programs. As was the case with the

requirements process, this implies a profound

change in the T&E process used for such

programs.’’

Complete integration is the key to T&E at the speed
of need.

The current DoD information technology
TE&C environment

Our current test and certification process does a
good job at helping users and decision makers
understand capabilities and limitations, but it can be
lengthy, costly, and duplicative. It is not agile. Figure 5
depicts a high-level view of the Plan-Test-Report
(PTR) cycle for IT TE&C. This PTR cycle can take
6 months, although it can be shorter or longer. As the
diagram indicates, DT, OT, interoperability, and
security testing can and often do occur as separate
events, with their respective test teams performing
separate analyses and producing separate reports. The
process concludes as the various reports inform the
milestone decision authority’s acquisition (procure-
ment) decision, the Joint Staff J6 interoperability
certification, and the designated approving authority’s
information assurance accreditation. It is a kludge of
IT considerations overlaid on a weapons-based acqui-
sition system—but—just as for weapons and major
platforms, when it takes years to develop and deliver a
new IT capability, this process works. It is just not well
suited for Agile IT. What we need is a TE&C model
that is fully integrated, less duplicative, less costly, and
ultimately one that fuses all test information into a
coherent evaluation, so that decision makers better
understand capabilities and limitations when making
decisions about deploying the capability. What we
need is an Agile testing model.

Agile for DoD
So what might an Agile IT acquisition process look

like, aside from the DSB-IT’s notion of ‘‘18-month
releases subdivided into iterations’’? Agile software
development is a high optempo process that delivers
working capability at speed of need. It is highly
collaborative, documentation light, and change resil-
ient. Figure 6 depicts an Agile capability development
life cycle adapted from the ‘‘Scrum’’ framework for
iterative, incremental development. There are many

Figure 4. Key elements of the iteration (National Academies of

Sciences 2010).

Figure 5. Test, evaluation, and certification of Department of Defense information technology.
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sources of information on Scrum (www.scrum.org) and
the Agile life cycle (www.ambysoft.com). Scrum
succeeds through team member commitment and by
removal of impediments; it enables The Team (a cross-
functional group with necessary expertise to deliver a
potentially deployable product at each sprint) to self-
organize and achieve ‘‘hyper-productive’’ results.

In the model depicted in Figure 6, the key stages are
‘‘time-boxed,’’ so that development can be accom-
plished at a sustainable pace. The ‘‘product owner’’ is
responsible for articulating the product vision and
identifying features in priority order (the commercial
sector refers to this list of features as the product
backlog). In the DoD, the operational sponsor would
likely fill the role as product owner. In Agile, the
product backlog evolves over time with priorities
updated as features are added and removed to reflect
the emerging needs of the customer. This is a critical
distinguishing characteristic of Agile software devel-
opment; resilience to change means that a change in
the warfighter’s priorities or needs could be just one

sprint away from delivery.
The Agile process values working software over

lengthy documentation (per the Agile Manifesto);
therefore, to follow this development practice, we will
need to revise the DoD requirements generation
process to shift away from rigid requirements defini-
tion expressed in capability development documents
written years before a product is delivered,1 to a
flexible, priority-driven process responsive to the
changing needs of the warfighter. Our interoperability
and information assurance certification processes also
have to be revised for Agile IT. Likewise, since test

activities will be responding to prioritized requirements
at each sprint, it is unlikely that we can adequately
describe test objectives, scope, and resources as we
currently do in a Test and Evaluation Master Plan
(TEMP), so we will need to shift the emphasis on
detailed descriptions in the TEMP (objectives, scope,
and resources) to well-crafted test cases in each sprint.

In the next step, The Team, not the product owner,
selects the features from the product backlog that they
can commit to develop during the sprint (keeping in
mind that the duration of the sprint is a fixed period of
time), taking the highest priority items and working
down the list. Before The Team can make the
commitment, they have to translate user stories into
tasks and test cases to better understand the level of
effort required to deliver each feature in the product
backlog. In this way, The Team takes ownership of the
development effort, while assuring the product owner
that the highest priority items are included. This short
list of priority features constitutes the sprint backlog.

A user story can be described by the simple
statement, ‘‘As a *role*, I want to *what*, so that
*why*.’’ For example, ‘‘As an operator, I want to display
current blue force locations, so that I have better
situational awareness.’’ In the DoD, a ‘‘mission thread’’
is likely to contain numerous user stories. The user
story is further decomposed into tasks, and test cases
are written before the sprint begins. This is the ‘‘test
driven development’’ practice referred to earlier. Test
driven development has shown that when developers
understand how the capability will be tested, the
resultant code has fewer defects. For the DoD, this is
the type of early involvement we have been struggling

Figure 6. An agile development life cycle adapted for the Department of Defense.
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to achieve; if we can get the complete team of
government testers (developmental, operational, inter-
operability, security) involved this early, we should be
able to significantly improve the quality of the product
and reduce time to deployment.

In this model, a sprint is typically 8 weeks or less in
duration. Once the sprint begins, the product owner
cannot change the priorities; any changes will be
addressed in the next sprint. During the sprint, items
in the sprint backlog are developed and continuously
integrated and tested. In the commercial sector, this
typically includes unit testing, acceptance testing, and
exploratory testing. For the DoD, ‘‘Agile Testing’’
must accommodate the functions performed by
government developmental testers, operational testers,
joint interoperability testers, and information security
testers—but these efforts are integrated and continu-
ous, not separate and serial. When the sprint is
complete and working software is ready, a sprint
review is conducted at which all stakeholders are
present, the capability is demonstrated, and the
decision made whether or not to deploy the product.

Agile testing
To shift the DoD IT test and certification paradigm

to be responsive to Agile IT programs, we need to
move away from the ‘‘who does what, when’’ process
(e.g., program manager does DT, the OTA does OT)
to a collaborative model built upon shared data and
reciprocity of test results that is ultimately an enabling
process for delivering working capability. Let’s take
what’s good from our process shown in Figure 5 and
collapse it into a responsive, on-demand, ‘‘testing as a
service’’ construct. In other words, let’s test smart.

To set the conditions for success of Agile Testing,
we must first move away from the linear, serial
processes that characterize development and test today.
The Agile environment is iterative and collaborative; it
exploits the principles of the Manifesto to achieve
desired effects. An empowered team can reduce
lengthy coordination cycles for document approvals,
readiness reviews, etc. Likewise, a team approach will
reduce duplication during test execution and publish
more comprehensive findings on capabilities and
limitations. Empowerment is critical to rapid develop-
ment and deployment of working capability.

Next there are three key elements in our current
(Figure 5) process that we must make persistent
resources in the Agile life cycle; these include user
training, tester training, and support structure (help
desk). The help desk, as it is intended to support
operations, must be in place during every development
iteration. Also, since early and continuous involvement
of the users is fundamental to success in the Agile

environment, we will need to establish a pool of
knowledgeable users (beta testers) from each commu-
nity of interest (C2, business, intel, etc.) to ensure that
we can obtain an adequate number of users to test.
Likewise, to support the high test optempo, we must
be able to draw from a cadre of testers knowledgeable
in the systems and services in the capability area,
representing all TE&C disciplines. This cadre must be
able to engage early, be responsive to evolving user
priorities, and execute the PTR cycle in highly
compressed time lines.

Not shown in Figure 5 are additional factors
required to support Agile projects, including training
our acquisition workforce, providing an enterprise
knowledge management capability, and implementing
a persistent integration and test environment. As part
of improved training for the IT workforce, we need to
update our curriculum in the Defense Acquisition
University to better prepare our program managers and
testers for IT programs in general, and Agile practices
in particular. We need a project dashboard for IT
programs that provides comprehensive and transparent
knowledge management capabilities for all stakehold-
ers. The DoD has spent considerable dollars funding
programs in a way that allows them to build their own
program-specific system integration labs (SILs). This
strategy has failed; in fact, the plethora of SILs has
only aggravated the Department’s interoperability
crisis. A new approach is needed. For example, instead
of funding new programs to build more SILs, let’s fund
a select few SILs across the DoD to serve as a common
development, integration, and test environment, and
federate them together to ensure access as a shared
resource. DISA is providing one such environment in
Forge.mil (www.forge.mil), and within this virtual
environment, the TestForge.mil will provide robust
capabilities for users and testers to ensure capabilities
perform as desired. The degree to which we can
provide a common environment, common test tools,
common methods, data collection, etc., will help all
phases of the development process become more agile.
A common development, integration, and test envi-
ronment may eventually provide the foundation for
‘‘apps for DoD,’’ similar to the app stores we see
supporting our favorite gadgets.

The traditional PTR activities depicted in Figure 5
can be adapted to the Agile environment, and each has
a role; we don’t sacrifice rigor in Agile testing. The
Capability Test Team (CTT)2 merges and consolidates
these PTR activities but does so in a manner that
enables each stakeholder to accomplish their evaluation
objectives. The CTT is engaged from the outset; so as
requirements are prioritized for each sprint, the team
translates user stories into test cases. Test cases are risk

Hutchison

464 ITEA Journal



based and mission focused, and they address relevant
technical parameters, operational issues, interoperabil-
ity measures, and security measures. In Agile processes,
test execution relies more heavily on automation, such
as load simulators. Defects that cannot be corrected
during the course of the sprint are returned to the work
stack; working software is eligible to be fielded.
Following the test, the CTT posts the evaluation
report to the dashboard, with findings that state
whether the capability is effective, suitable, interoper-
able, and secure. In 8-week iterations, the PTR cycle
should be completed in 6 weeks. A single evaluation
report could support the acquisition decision, interop-
erability certification, and the information assurance
certification and accreditation. Last, we should modify
the deployment decision. Rather than a ‘‘full deploy-
ment decision review,’’ we should adopt one where we
‘‘start small and scale rapidly,’’ with testers in a
continuous monitoring role. In this way, we can ensure
the capability effectively supports operations at scale, or
take corrective actions should a problem arise.

Summary
A new IT acquisition system is coming to the DoD

that will feature much higher optempo in develop-
ment, testing, and fielding. As we evolve our
acquisition process to deliver capabilities at the speed
of need, test, evaluation, and certification will need to
adapt processes to this new environment. The Agile
environment will require a capability test team that is
empowered to execute the plan-test-report cycle and
provide objective assessments of key technical, opera-
tional, interoperability, and security metrics necessary
for decision makers to understand capabilities and
limitations. Key to the approach is to treat all test

activities as a shared resource, while being mindful of
each test organization’s roles and responsibilities.
Continuous user involvement, combined with appro-
priate risk-based, mission-focused testing will ensure
TE&C is an enabler of rapid acquisition of enhanced
information technologies for the warfighter, and this in
turn will help ensure the critical apps that warfighters
need are there when they need them. C

STEVEN HUTCHISON, Ph.D., is the Test and Evaluation

Executive, Defense Information Systems Agency. He is

a certified ScrumMaster. E-mail: steven.hutchison@disa.mil

Endnotes
1The Defense Science Board Report on Policies and Procedures for the

Acquisition of Information Technology, March 2009, reported ‘‘… an

average of 48 months to deliver useful functionality from the Milestone B

decision….’’
2The capability test team members are empowered representatives of all

test and certification organizations and the user community.
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Information Assurance Test and Evaluation Policy
Crosswalk for Defense Acquisition Programs

Peter H. Christensen, Susan May, Vijay Rachamadugu, and
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This article provides a summary and commentary regarding a recently conducted review of

Department of Defense Test and Evaluation (T&E) policy and guidance for Information

Assurance (IA) by a DoD working group. The policy review produced several key findings and

recommendations, and follow-on actions are in progress to address them. The study confirmed

long-standing concerns expressed by the T&E community regarding the need for better IA policy

and also identified other concerns beyond the scope of T&E, including IA workforce

qualifications, IA requirements definition, IA systems acquisition, contracting and systems

engineering, and the need for realistic operational environments to evaluate end-to-end IA and

computer network defense capabilities. Material from this entire review is available at: www.

acq.osd.mil/dte/docs/IA_Cross_Walk_WG_Report-3-30-10.pdf.

Key words: Acquisition life cycle; computer network defense; contracting; Department of

Defense; developmental testing; information assurance; operational testing; platform IT;

policy; system engineering; test and evaluation.

T
his article is based upon a study that
was sponsored by a number of U.S.
Department of Defense (DoD) test
and evaluation (T&E) stakeholders and
subject matter experts (SMEs). The

study was executed because of the concerns expressed
by the Service T&E executives regarding duplication of
effort, inefficiencies, and ineffectiveness associated with
the standing DoD security certification and accreditation
(C&A) processes. As a result, an information assurance
(IA) policy Test and Evaluation Working Group
(TEWG) was established to review the DoD policy
and guidance that drives T&E requirements for IA in
acquisition programs.

The review focused on identification of issues that
were contributing to failures observed by IA T&E
Operational Test (OT) Agencies. Findings were
grouped into five categories: (1) General findings; (2)
Requirements definition, T&E, systems engineering
(SE), and process execution; (3) Platform information
technology (PIT); (4) Contracting; and (5) Realistic IA
and computer network defense (CND) T&E environ-
ments and resources (see Table 1).

The TEWG then looked at policy, guidance, and
best practices to identify collaborative, integrated IA

T&E process to address the full spectrum IA and
CND acquisition testing, including all phases of
testing. In addition, the team reviewed emerging
industry guidance to address mission assurance and
systems assurance activities such as Supply Chain Risk
Management (SCRM). It was acknowledged that IA
must be addressed across the acquisition life cycle
beginning with the Joint Capability Integration and
Development Systems (JCIDS) process, Systems
Engineering Plans (SEP), and Concept of Operations
(CONOPS), contracts, contract deliverables, and
program reviews. The top level IA activities in the
acquisition life cycle are depicted in Figure 1.

Findings and recommendations
There was strong agreement among members of the

TEWG that IA requirements are documented in many
different policy and guidance documents with no
concise, overarching, or definitive direction. The
JCIDS requirements generation process is specified
in the Chairman of the Joint Chief of Staff Instruction
(CJCSI) 3170 series. IA and DoD IA Certification
And Accreditation (DIACAP) requirements are de-
scribed in the DoD Instruction (DOD/I) 8500 series.
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Director of Operational Test and Evaluation
(DOT&E) guidance describes the IA and CND OT
process and is currently promulgated as a six-step
process that is incrementally executed to provide
oversight to IT and NSS programs as they move
through the acquisition and T&E process. However,
the DOT&E Six-Step process (Figure 2) is not
codified in DODI 5000.02. Initial IA OT steps seek
to verify that system developers plan for and incorpo-
rate the proper suite of IA capabilities into the planned
material solution. The final steps of the IA OT process
are operationally focused to validate that the system
and supporting enclave can protect, detect, react, and
be restored when a threat is realized. The entire system
of systems must collectively function together such that
the mission can be executed as described in the Initial
Capabilities Document (ICD) and CONOPS.

Adding to the confusion, some IA capabilities are
developed specifically for the system being acquired.
Other IA capabilities may be inherited from the
supporting enclave providing IA services (e.g., Public
Key Infrastructure [PKI], patch management, and
CND services). The Capabilities Based Assessments
and the ICD were found to lack sufficient detail to

establish the baseline IA capabilities for the new
system or to determine what IA capabilities would be
inherited from Computer Network Defense Service
Providers (CNDSPs). The DOD Architecture Frame-
work products mandated for systems in the DODD
4630.05 Interoperability and Supportability of IT and
NSS, and CJCSI 6212 series Interoperability and
Supportability Certification of IT and NSS, do not
provide sufficient insight into required IA capabilities
or the inherited capabilities.

To address these issues, the TEWG recommended:

N The JCIDS process should include the require-
ment to identify and document the Mission
Assurance Category (MAC) and Confidentiality
Level (CL) assignment of all IT NSS as defined
in the DoD Directive/Instruction (DODD/I)
8500 Information Assurance series, and to include
identification of the Tier III and Tier II
CNDSPs, as defined in DODD 8530 Computer
Network Defense.

N These requirements should be included in the
ICD for the DODI 5000.02 Material Develop-
ment Decision (MDD). If the CNDSP is not

Table 1. Impediments to successful information assurance and computer network defense test and evaluation outcomes*

1 General findings
IA policy and guidance needs clarification

Workforce needs more qualified people with requisite IA acquisition and testing skills.

2 Requirements definition, T&E, systems engineering, and process execution
IA requirements with thresholds and criteria are not identified early and are a critical pre-requisite for system development and T&E.

JCIDS capability documents do not clearly articulate IA requirements.

The Joint Staff NR-KPP is focused on process execution rather than technical IA requirements.

IA policies and procedures are not integrated with the SE process.

IA is not addressed in PDRs and/or CDRs.

IA policies and procedures are, in general, focused on the acquisition process beyond Milestone B.

Requirements documents do not consistently identify which IA controls must be implemented into the system and which controls will be

inherited from, and/or integrated into, the supporting enclave.

In practice, there is a misconception that satisfying C&A technical IA requirements and subsequently achieving ATO is sufficient to support

fielding.

3 Platform IT
DoD IA policy does not adequately address PIT, leading to confusion among acquisition program managers and testers.

DOD 8500 series of documents exempts PIT without a GIG connection from DIACAP, but these systems are still subject to DOT&E IA OT

procedures, creating conflict between program managers and testers.

4 Contracting
IA requirements are not consistently included in the contracting or SOW language.

IT supply chain and other IA risks are not adequately addressed.

5 Realistic IA/CND T&E environments and resources

Realistic operational environments containing representative threats are not consistently used to evaluate end-to-end IA and CND capabilities.

IA, information assurance; T&E, testing and evaluation; JCIDS, joint capability integration and development systems; NR-KPP, net-ready key

performance parameter; SE, systems engineering; PDR, preliminary design reviews; CDR, critical design reviews; C&A, certification and

accreditation; ATO, authority to operate; IT, information technology; DoD, Department of Defense; PIT, platform IT; GIG, global information

grid; DIACAP, DoD IA certification and accreditation; DOT&E, director, operational test and evaluation; OT, operational test; SOW,

statement of work; CND, computer network defense.

Note: The issues above are grouped by categories, but are not listed in any priority order; also, individual issues may not exist for every acquisition

program, or in the practices of all Services and Components.
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known Pre-MDD, a requirement should be
established for validation of the CNDSP as
entrance criteria for the Technology Develop-
ment Phase to ensure that the information is
obtained prior to MS-B and incorporated in the
Capability Development Document (CDD).

N The CJCSI 6212 Interoperability and Support-

ability Certification of IT and NSS document
should be modified to require that the MAC and
CL assignments, and the Tier II and III

CNDSPs be documented in the ICD, CDD,
and Capability Production Document (CPD).

N DODI 5000.02 should reference and mandate
DOT&E IA guidance, which articulates system
requirements to the system acquisition process
and Program Manager (PM).

N DoD IA curricula should be reviewed to identify
gaps in IA training. Training and certification
should be added to the DAU curricula for
acquisition professionals, and to SE curricula
where required to address the gaps. IA training
should address the knowledge and skills needed
for acquisition program testing, including early
phases of systems acquisition and the use of IA
Integrated Product Team (IPT), Integrated Test
Team (ITT), and IA testers and penetration/
exploitation testers. Assurance disciplines, such as
IA risk and threat analysis, software assurance,
and SCRM also should be emphasized.

Requirements definition, test and
evaluation, systems engineering and
process execution

IA requirements are a critical precursor to contract-
ing, SE, and T&E. Capabilities documents and
DODD/I 8500 Certification and Accreditation

Figure 1. Recommended information assurance and computer network defense process in the acquisition cycle.

Figure 2. Summary of Director, Operational Test and

Evaluation Six-Step Process.
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(C&A) requirements establish qualitative IA perfor-
mance attributes, such as measures and metrics that
must be satisfied during system development and
development testing (DT), and certified during the
security C&A process. However, capabilities docu-
ments usually establish only minimal IA requirements.

The gap between the technical standards defined in
the DODD/I 8500 series and the required operational
capabilities should be closed or narrowed by earlier
definition of operating concepts, operational capabilities,
and technical requirements. DOT&E has mandated the
IA OT process to evaluate the operational effectiveness
of IA in acquisition programs. In order to evaluate
operational effectiveness and suitability, DOT&E’s
suggested framework for IA and CND evaluation
includes issues, measures, and metrics that are beyond
the performance attributes identified in capabilities
documents and the DIACAP requirements. The IA
operational requirements should be developed in collab-
oration with IA systems engineers and an ITT to
confirm that the requirements are technically achievable
and operationally relevant.

Additional TEWG recommendations include the
following:

N An ITT consisting of representatives from the
developmental, operational, security, threat and
interoperability, and T&E communities should be
established as early as possible in the acquisition
process. The ITT should work closely with the
development team to plan for an integrated DT
and OT to the extent feasible. The collaboration of
the ITT members is critical to achieving the vision
of ‘‘test by one, accept by many.’’ The ITT should
be an active participant in the SE process and
participate in program and technical reviews.

N IA capabilities and requirements should be
addressed in the early SE Technical Reviews
(SETRs) and translated into robust system
requirements, RFPs, and the IT system prelim-
inary design. Translating IA requirements into
system requirements and specifications early on
will ensure more positive T&E outcomes during
later acquisition test phases.

N In order to evaluate end-to-end IA capabilities,
IA T&E criteria should include minimum
technical thresholds such as measures of perfor-
mance (MOP) and measures of effectiveness
(MOE) that address the operational criteria
suggested in the DOT&E Six-Step process.

Platform information technology (PIT)
PIT was an area of confusion and concern for

members of the TEWG. The DODD/I 8500 series of

documents exempt PIT systems without a Global
Information Grid (GIG) interconnection from the IA
DIACAP process; however, these same PIT systems
are not exempt from implementing appropriate IA
controls per DODD 5000.01, nor are they exempt
from DOT&E IA OT processes. PIT interconnections
(PITI) are not exempted from the DIACAP process.
PIT and PITI are addressed in the DODD/I 8500
series but are not addressed in DODD 5000.01,
leading to misinterpretation of the PIT exemption as
an exemption from applicable IA controls for the
subject system. If such an exemption of IA controls is
assumed for PIT, an exemption from C&A of PIT
systems can be implied. In addition, IA and CND
information security issues may not be identified until
OT&E. Discovering vulnerabilities during OT&E
limits the flexibility of mitigation solutions and
potentially increases the cost associated with remedi-
ating these vulnerabilities.

PITI exposes systems to IA and computer network
attack (CNA) risk. A PITI has readily identifiable
security considerations that must be addressed both in
acquisition, and operations prior to DOT&E IA
operational testing. Examples of PITIs that impose
security considerations include communications inter-
faces for data exchanges with enclaves for mission
planning or execution, remote administration, and
remote upgrade or reconfiguration.

TEWG recommendations include:

N DODD 5000.01 policy should clarify the need to
address PIT IA and C&A requirements.

N DODD/I 8500 series policy should provide
additional clarification regarding PIT, specifically
as it relates to non-interconnected PIT, and to
identify the authority responsible for making a
determination that an IT component is PIT.

N DODD/I 8500 series policy should eliminate the
blanket PIT exemption in the DIACAP process
and reinforce DODD 5000.01 by enforcing the
establishment of IA requirements for PIT via the
MAC and CL assignments, and requiring IA
system C&A. In other words, PIT is DIACAP
exempt, but not exempt from IA controls or
C&A activities.

N A process should be created that determines
criteria for defining

# whether MAC and CL assignments are required;
# IA controls that should be required, engineered,

and applied;
# process to certify PIT controls;
# PIT requirements for Net-Ready Key Perfor-

mance Parameter (NR-KPP); and
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# interoperability test certification requirements for
PIT.

N The CJCSI 6212 Interoperability and Support-
ability Certification of IT and NSS should be
modified to explicitly address PIT and how it
should be handled by the acquisition and testing
communities.

Contracting
If the correct requirements are not defined up front

and included in the contract, then there is little chance
of successful T&E at the end of the acquisition. IA and
MA requirements definition begins prior to MDD and
includes identifying MAC and CL, developing IA
objectives, identifying CND architecture, and per-
forming a preliminary risk assessment. Similarly, there
are multiple IA-related activities in subsequent phases.
Typically the government issues multiple contracts
during the subsequent acquisition phases (e.g., for
Materiel Solution Analysis Studies; Competitive
Prototypes; Technology Development, Engineering,
and Manufacturing Development, Production, and
Development; and Operations and Maintenance).
Due to multiple phases and contract vehicles, many
system acquisitions do not contain sufficient IA and
MA requirements definition or contractual language to
ensure that a secure, effective, and survivable system is
built and fielded. In addition, contracts are often
prepared by government staff without advice and
assistance from IA SMEs who can ensure that
appropriate IA requirements and CDRLs are placed
on contract.

To address these issues, the following TEWG
recommendations include:

N Government staff should be augmented with IA
SMEs to ensure that appropriate IA require-
ments and CDRLs are placed on contract. IA
SMEs should be involved in RFP development,
source selection, contract negotiations, and con-
tract monitoring.

N RFPs and contract documents should include
explicit language addressing both technical and
operational IA requirements. These include
system specifications RFPs, contracts and systems
assurance (SA) requirements to include SCRM,
software assurance, and IA standards implemen-
tation (e.g., Federal Information Processing
System [FIPS] compliance, Common Criteria).

N Measureable and meaningful IA and CND
outcomes should be attached to each milestone
decision point. The National Defense Industrial
Association (NDIA) System Assurance Commit-

tee 2008, Engineering for System Assurance docu-
ment provides recommended topics to be includ-
ed in contract language.

N The RFP Statement Of Work (SOW) should
direct contractors to address IA during prelimi-
nary design reviews (PDRs), critical design
reviews (CDRs), and all technical reviews, and
to participate in the ITT.

Realistic information assurance and
computer network defense test and
evaluation environments and resources

If the correct requirements are identified on
contracts up front, then qualified personnel and
resources are also needed to execute IA T&E at the
end of the process to confirm that requirements are
satisfied. Typically, acquisition T&E support is
provided through Services and Components, via a
Red Team that will need to adapt their capabilities to
meet the acquisition requirement. Their operational
responsibilities frequently limit their ability to partic-
ipate, and their assessment methodologies do not
always supply the independent and objective data
required for independent evaluation.

Recommendations include the following:

N A single joint and integrated IA and CND T&E
methodology included in DODI 5000.02 and
amplified in the Defense Acquisition Guide

(DAG). The T&E methodology should include
clearly enumerated T&E objectives and required
data needed to accurately measure and evaluate
system IA and CND capabilities. Defining Step 5
OT&E process and procedures is particularly
important for realistically portraying the cyber
threat.

N The Intelligence Community (IC) and other
responsible organizations must provide the T&E
community and supporting activities with current
threat characterization information as applicable
to all phases of acquisition and T&E and update
it periodically. The responsible supporting infor-
mation operations organization needs to have
coordinated their threat portrayal with the
supporting IC organization and be able to lay
out the Tactics, Techniques and Procedures
(TTP) and application of that threat to the
T&E and acquisition communities.

N Acquisition-related IA and CND T&E should
be recognized as a critical activity to ensure the
security of DoD systems, and stated as such in
DODD 8500.1, DODI 5000.02, and the DAG.
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N Designated information operations, intelligence,
emerging cyber, and other organizations with the
responsibility for supporting acquisition T&E
requirements should provide timely and sufficient
services that portray operationally realistic threats
and employ techniques that will satisfy T&E
adequacy requirements during T&E events.
Services and Components should examine how
these supporting threat portrayal services are
delivered and determine if acquisition IA and
CND T&E requirements can be adequately
addressed by existing means. If it is determined
that the unique capabilities needed to support
acquisition T&E are not efficiently addressed by
existing means, then Services and Components
should consider establishing IA and CND T&E
capabilities with the dedicated purpose of sup-
porting IA and CND acquisition T&E.

N The acquisition T&E community should ensure
that testing associated with Step 5 of the
DOT&E Six-Step process is performed in the
operational environment in which the System
Under Test (SUT) will reside after fielding. If the
operational environment cannot be used, substi-
tute a realistic environment. This environment
should be proposed in the Test and Evaluation
Strategy (TES) and Test and Evaluation Master
Plan (TEMP) and, if appropriate, approved by
OSD.

Conclusion
The Director DOT&E, Dr. Gilmore, and the new

AT&L Deputy Director for DT&E, Mr. Greer,
agreed with the key recommendations in the report
and have taken action to collaboratively make changes
to IA T&E policy. Additional major recommendations
include the following:

N updates to DoD IA training policies to address
support expertise needed for acquisition and
T&E processes;

N updates to Joint Staff and DoD Instructions to
address the review of IA capabilities and
requirements early in the SE process;

N updates to Joint Staff, DoD, and OSD-NII
policy and instructions to address technical and
operational IA requirements, including CND and
NR-KPP;

N updates to DoD policies to address PIT; and
N updates to contracting processes to include IA

requirements and to address SCRM.

The specific policy change recommendations have
been forwarded to appropriate policy makers for action.

It is critical to emphasize that policy is just paper and
what is needed is collaboration between the Capabil-
ities Development, Acquisition Program Managers,
Security Certification and Accreditation, and Test and
Evaluation Communities to take the required action to
apply this policy to acquisition programs. These
communities must get involved early in the acquisition
process and stay involved throughout the conventional
DoD 5000 system development life cycle. Integrated
Test Teams involving all stakeholders will help
streamline the process. Note that these recommenda-
tions must also be considered for the newly proposed
accelerated acquisition process for IT systems.

In conclusion, more robust execution of IA processes
throughout the system life cycle will help to drive the
development of new technologies, which will help to
improve the robustness and resiliency of net-centric
systems. As new technologies (e.g., Virtualization, Service
Oriented Architecture, and Cloud Computing) are
introduced, IA and CND policy and processes must be
supportive. Attacks will inevitably occur, and new
technologies will help the warfighter to respond to sustain
continuity of operations and execute the mission. C
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An effective Information Assurance (IA) posture is achieved when there is confidence that

information and information systems are protected against attacks through the application of

security services in such areas as availability, integrity, authentication, confidentiality, and

non-repudiation. All Department of Defense (DoD) organizations must expect attacks and

must incorporate attack-detection tools and procedures that allow them to react to and recover

from these incidents and events while still achieving mission success. Since technical mitigations

are of no value without trained people to use them and operational procedures to guide their

application, it is paramount that in implementing an effective and enduring IA framework,

DoD organizations achieve a balance from all three facets of a Defense in Depth strategy:

people, operations, and technology. The IA Range seeks to satisfy this strategy.

Key words: CND tactics; computer network defense; IA range; information assurance;

T&E.

C
yber threats are asymmetric, surrepti-
tious, and constantly evolving—a sin-
gle individual or non-state sponsored
group anywhere in the world can
inexpensively and secretly attempt to

penetrate systems containing vital information or
mount damaging attacks on critical infrastructures.
Moreover, the pervasive interconnectivity of the
Global Information Grid (GIG) makes cyber attacks
an increasingly attractive prospect for first, second, and
third generation threats and adversaries.

In light of the current operational threat environ-
ment, the deliberate investments of time, resources,
and attention in implementing and maintaining an
effective Information Assurance (IA) posture have
never been more important or more challenging. The
IA Range provides an operational representation of
today’s GIG IA architecture within a Network
Operations (NetOps) construct. Unlike theoretical
models, the IA Range is an infrastructural platform
designed to integrate distributed and heterogeneous
IA architectural systems and solutions with the
Department of Defense (DoD) Computer Network
Defense (CND) operational hierarchy. The IA
range provides DoD stakeholders with an avenue to

strengthen the GIG security posture by supporting
operational exercises, training network defenders, and
testing and evaluating new information capabilities.

Test and Evaluation (T&E) mission
In support of its T&E mission, the IA Range

incorporates Defense in Depth design principles to
provide DoD organizations with a methodical, repeat-
able, and verifiable Cyber T&E framework (supported
by performance-based metrics indicators) to measure
(i.e., quantify and qualify) the abilities and capabilities
of network defenders to synergistically integrate people,
operations, and technology to protect, monitor, detect,
analyze, diagnose, and respond (i.e., contain, eradicate,
and recover) to cyber security attacks. In addition to
providing for a realistic T&E environment that is
segregated from the operational environment (reducing
the IA risk and minimizing the technical and
operational impacts to zero), the IA Range, as a
capability, provides DoD organizations with a venue to
measure the cyber security workforce operational
performance, the adequacy of in-place cyber security
services (near term CND tools and mechanisms), and
validate established and mandated IA and CND
tactics, techniques, and procedures.
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T&E objectives
The IA Range framework will be used to promote a

consistent, repeatable, and verifiable T&E venue by
which IA and Computer Network Operations (CNO)
technical and operational concepts can be validated
against requirements and specifications for improve-
ment. Specifically, the IA Range will seek to achieve
the following T&E objectives:

N improve cyber security workforce operational
performance,

N validate capabilities and services provided by
CND tools and mechanisms,

N validate and improve CND tactics, techniques,
and procedures,

N validate acceptable level of service of Computer
Network Defense Service Providers (CNDSPs), and

N validate IA mitigation strategies for programs of
record.

The cyber threat
The cyber threat environment is very dynamic and

complex. This environment is predominantly used by
well-funded adversaries with strong economic and
political motivations and powerful technical capabilities.
Today, foreign nations represent the most sophisticated
threat. Foreign nations have learned to recognize the
value of attacking adversary computer systems, both on
the military and domestic front. Foreign nations are
currently improving their doctrine and dedicated gov-
ernment-sponsored offensive cyber warfare programs.
They are supported by institutional processes and
significant resources and have begun to include infor-
mation warfare in their military doctrine. The second
most sophisticated threat and next group of potential
adversaries comprises primarily non-state actors who
present the most diverse and difficult threat entity to
characterize. Non-state actors, including terrorists, have
come to recognize that cyber weapons offer them new,
low-cost, easily hidden tools to support their causes. The
skills and resources of this threat group range from the
merely troublesome to dangerous, and while they are
unlikely to mount an attack on the same scale as a nation,
they can still do considerable harm. The least sophisti-
cated threats are lone or possibly small groups of amateur
hackers without significant resources. These inexperi-
enced malicious hackers use common hacker tools and
techniques in an unsophisticated manner to attack
computer systems and are the source of most attacks.

Improve cyber security workforce
operational performance

As shown in Figure 1, the IA Range promotes
improved cyber security workforce operational perfor-

mance through performance metrics to measure both a
simulated opposing force’s cyber attack activities and
friendly network defenders protecting, monitoring,
detecting, analyzing, diagnosing, and responding to
the cyber attacks. Strategically, an Opposing Force
(OPFOR) is employed in this environment to execute
cyber attack scenarios. The steps a hacker may follow
will be broadly divided into seven phases, which
include footprinting and scanning, enumeration, gain-
ing access, escalation of privilege, maintaining access,
network exploitation, and covering tracks. This is the
most effective framework to test network defenders
because it forces the warfighter to consider all aspects
of an attack—the best way to defend our networks is to
think like the enemy. Defined by DoD requirements,
these scenarios will be strategically designed to exercise
different classes of attacks (e.g., passive, active, insider,
close in, distribution) and their corresponding threats
(i.e., nation state, non-nation state, etc.). Every
scenario includes elements such as the expected actions,
conditions, standards, operational threat environment
options, associated risks, event stoppers, and applicable
training audience. If successful, the OPFOR will
challenge security assumptions and strategies, expose
operational and technical weaknesses, and stimulate
fresh thinking about the enterprise security posture.
This construct provides a simplistic approach, agile and
flexible enough to be expanded into a more complex
assessment model.

Validate capabilities and services
provided by CND tools and mechanisms

A CND tool or mechanism is a device that provides
one or more of the following capabilities and services:
protection, monitoring, detection, analysis and diag-
nosis, and/or responding (i.e., containing, eradicating,
and recovering) from incidents and events. To support
CND emerging technologies, the IA Range provides a
stable environment to more effectively and efficiently
improve the design, implementation, and calibration of
new CND technologies. This includes validating the
capabilities and services provided by these devices as
well as the implications and tradeoffs of implementing
different and alternative security technology strategies
throughout the GIG.

In addition, since the scale, complexity, and diversity
of the components, systems, infrastructures, and
operational environments comprising the GIG are
unprecedented in the DoD, no one solution fits all; yet
all solutions must adhere to a common set of guiding
principles, common lexicon, and consistent set of
capabilities and activities that govern system design
and evolution, thus enabling interoperability. With this
in mind, the IA Range provides an ideal environment
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for testing the effectiveness and efficiency of tools and
technologies, both for the purpose of improving
technologies still in the research and development
stages and for testing existing deployed mechanisms,
thus validating architectural models of IT systems and
infrastructure at large scales (i.e., Demilitarized Zone).
This ensures that individually and collectively, CND
tools and mechanisms contribute to the overarching
DoD strategic IA plan; support the full spectrum of
solutions involving any combination of doctrine,
organization, training, materiel, leadership and educa-
tion, personnel and facilities; and promote the maturity
of these capabilities from concepts to realized Defense
in Depth capabilities.

Validate and improve CND tactics,
techniques, and procedures

When implementing CND technologies, it is impor-
tant to note that each element of the people, operations,
and technology triad plays a role in the cyber security of
critical infrastructures. Well-documented Tactics, Tech-
niques, and Procedures (TTPs) can often help to
overcome potential vulnerabilities in a security product,

while poor implementation can render good technolo-
gies ineffective. In order to mitigate risk and operate
DoD networks in an organized and cohesive way, it is
important to lay the framework for operation and
administration of CND. The efforts from this strategic
area help the warfighters effectively fight cyber threats by
ensuring clear guidance, consistency of operations, and
high readiness throughout the DoD enterprise.

In support of this effort, the IA Range will be used
to validate and improve CND TTPs across the
enterprise and achieve an optimal readiness posture.
The IA Range can influence the development of TTPs
necessary to systematically implement IA and CND for
the GIG. Identification and establishment of standard
TTPs are a critical initial step in deploying cyber
security solutions to meet GIG operational require-
ments. In a net-centric environment, TTP develop-
ment needs to be dynamic and aligned with GIG IA
and CND activities and technology advances to
maximize the benefits of achieving the GIG vision.
As the technology evolves, supporting TTPs must be
updated accordingly to complement the emerging
technological capabilities.

Figure 1. Cyber security assessment framework.
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Validate acceptable level of service
of CNDSPs

DoD Manual O-8530.1-M, ‘‘Computer Network
Defense Service Provider Certification and Accreditation
Process,’’ defines a measurement-driven Certification
and Accreditation (C&A) process for evaluating the
performance of DoD CNDSPs. The term CNDSP is
used to describe the providers of CND and incident
response services in DoD that incorporate services
similar to those provided by Computer Emergency
Response Teams (CERTs) and Computer Security
Incident Response Teams (CSIRTs). Unlike tradi-
tional C&A, which calculates the security risk for a
given system and certifies that the security controls in
place for that system adequately mitigate that risk, the
C&A of a CNDSP assesses the degree to which that
provider assures a minimum standard of service to its
DoD subscribers. Assuming specific GIG architectural
design requirements, the IA Range could be used to
validate that general CNDSP services meet predefined
criteria. These criteria could be captured for example
by utilizing metrics to measure the adequacy of the
services the CNDSPs provide in four main categories:

N Protect—includes vulnerability analysis and as-
sessment, CND red teaming, virus protection,
subscriber protection and training, information
operations condition implementation, and IA
vulnerability management;

N Monitor, Detect, Analyze and Diagnose—
includes network security monitoring and intru-
sion detection; attack sensing, warning, and
indications; and situational awareness;

N Respond—includes containment, eradication,
recovery, and incident reporting;

N Sustain Capability—includes memoranda of
understanding and contracts; CND policies and
procedures; CND technology development, eval-
uation, and implementation; personnel levels and
training/certification; security administration;
and the primary information systems that support
the CNDSP.

Validate IA risk mitigation strategies for
programs of record

The IA Range can be an effective tool for evaluating
complex programs of record. Programs of record may
encompass globally distributed systems, through nu-
merous distributed organizations, a wide range of
technologies, and the effects of interdependencies
among systems. The IA Range can facilitate validation
of recurring IA mitigation strategies and improve
Programs of record capabilities and effectiveness. IA
risk mitigation involves prioritizing, evaluating, and

implementing the appropriate risk-reducing controls
(recommended from the risk assessment process).
Because the elimination of all risk is usually impractical
or close to impossible, the IA Range could be used, for
example, to validate the least-cost approach and the
most-appropriate controls to decrease mission risk to
an acceptable level, with minimal adverse effect on
GIG resources and mission.

In addition, because of a Defense in Depth strategy,
in the context of the DoD IA C&A process, the IA
Range could be used to validate IA control inheritance.
IA control inheritance is a common state in which an
IA control, along with the control’s validation results
and compliance status, is passed, or ‘‘inherited,’’ from
an originating Information System (IS) to a receiving
IS for the purposes of C&A. The sharing of IA control
compliance status and evidence allows C&A practi-
tioners to model an environment where security
mechanisms are shared across multiple ISs. Inheritance
eliminates testing redundancy by passing the actual
results, associated validation artifacts, and compliance
status from the originating IS to each inheriting IS.
The IA Range could be used to validate some of these
test results.

Conclusion
The DoD IA Range will surely prove invaluable for

warfighting organizations looking to measure the
effectiveness of enterprise tools and TTPs prior to
their release into the production network. The realistic
operational environment offered by the IA Range can
be custom tailored to meet the assessment needs of a
small-scale test effort, as well as a larger-scale
enterprise program of record evaluation that requires
multiple tools, services, and agency participants. It will
strengthen IA awareness and the overall security
posture of networked systems throughout the DoD. C
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Test, evaluation, and certification (TE&C) is an essential part of the Department of Defense

(DOD) acquisition system. As the DOD moves forward with the implementation of a new

acquisition process for information technologies, the Defense Information Systems Agency (DISA)

must lead from the front. The DISA TE&C organizations bring tremendous expertise across all

information technology (IT) TE&C disciplines: developmental testing, operational testing, joint

interoperability test and certification, and security testing or information assurance certification.

However, we must evolve beyond our traditional methodologies to provide the same rigorous services

in the agile IT environment. This article describes the new DISA test and evaluation organizational

structure and the goals that we have established to responsive, mission-focused TE&C services that

enable rapid acquisition of enhanced information technologies for the warfighter.

Key words: Test, evaluation, and certification; joint interoperability; DISA organization

and goals; agile testing; virtualization; test automation; TestForge.mil.

T
he Defense Information Systems Agen-
cy (DISA) is committed to advancing
the art and science of test, evaluation,
and certification (TE&C) of informa-
tion technology (IT) and national secu-

rity systems (NSSs). The DISA TE&C mission is to
provide responsive, agile, and cost-effective interopera-
bility; other tests, evaluations, and certifications; or both
to support rapid acquisition and fielding of enhanced
net-centric warfighting capabilities.

Clearly, TE&C is an essential element of the
Department of Defense (DOD) acquisition system.
As the DOD moves forward with agile IT acquisition
concepts, DISA must be at the forefront of shaping the
supporting policies, processes, and joint TE&C
environment. DISA TE&C organizations must pro-
gress toward the use of distributed test methodologies
that provide realism and promote joint mission
effectiveness. DISA’s early and continuous involve-
ment throughout the IT acquisition life cycle with
service proponents, operational sponsors, and industry
developers will help ensure that agility is achieved.

DISA TE&C organization
DISA recently restructured its testing organization.

The new structure better aligns test and certification
activities with the agency’s strategic objectives. DISA

TE&C organizational elements are aligned under the
DISA’s test and evaluation (T&E) executive, and
include the Office of the Test and Evaluation
Executive (TEO), Joint Interoperability Test Com-
mand (JITC), and the Test and Evaluation Manage-
ment Center (TEMC). DISA TE&C organizations
and facilities are located in Fort Huachuca, Arizona;
Indian Head, Maryland; and Falls Church, Virginia.
The Falls Church organization and testing labs will
move to Fort Meade, Maryland, in April 2011, as part
of the Base Realignment and Closure. Figure 1 depicts
the overarching DISA TE&C organizational structure.

Collectively, DISA TE&C organizations and asso-
ciated facilities serve as the IT test bed in the Major
Range and Test Facility Base (MRTFB) and provide
capabilities and infrastructure for end-to-end system
engineering and execution of distributed, net-centric
testing of core technologies and mission-enabling
applications supporting the joint warfighter. The
DISA MRTFB is a national asset that provides full
spectrum TE&C services in support of DOD, other
government agencies, and industry.

The DISA T&E executive provides oversight of all
DISA T&E activities. The TEO is responsible for
serving in advisory and support roles within various
Office of the Secretary of Defense, DISA, and joint
governance groups (Figure 2). The TEO influences
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DOD IT TE&C strategies, policies, procedures, and
investments. The TEO organizational structure con-
sists of the deputy T&E executive, administrative staff,
and an advisory staff. The Interoperability Policy and
Certification Panel (IP/ICP) lead serves as DISA’s
voting member on the Military Communications and
Electronics Board IP/ICP and represents the DISA
T&E executive at various senior-level Office of the
Secretary of Defense T&E working groups and
advisory boards. The Joint Test & Evaluation Meth-
odology Transition director works in cooperation with
the operational T&E director to improve the ability to
conduct testing in a joint environment and validates
the capability test methodology to define and use a
distributed, live, virtual, constructive test environment
to evaluate joint mission effectiveness. The Joint Test &
Evaluation (JT&E) liaison supports the JT&E Program
and serves as a conduit to DISA for all chartered and
proposed JT&E efforts and quick reaction tests. Lastly,
the strategic planning and communications chief serves
as the principal adviser for defining organizational
planning and outreach strategies associated with all
TE&C elements within DISA.

Joint interoperability test command
As designated by the Joint Chiefs of Staff, JITC

certifies IT and NSS interoperability and net-readiness
for joint military operations (Figure 3). In addition to

serving as an operational test agency, JITC serves as
the responsible test organization for various DOD
program offices. JITC works closely with the warfight-
ing combatant commanders during exercises and
contingency operations, providing them on-the-spot
evaluations of problem areas and viable mission-
oriented solutions. The laboratories at JITC operate
as an MRTFB. JITC’s global reach extends to the
entire spectrum of DOD, federal government, private
industry, and allies in support of command and control,
intelligence, and defense reform initiatives. JITC deals
directly with vendors to provide critical preacquisition
test results. This early involvement in development
results in better systems at lower cost.

JITC’s mission is supported by a blend of military,
civilian, and contractor personnel, including engineers,
computer scientists, and technical and operational
experts. JITC government personnel provide technical
direction, policy decisions, schedules, and program cost
controls in the management of JITC daily operations.
The organization is primarily composed of divisions and
portfolios and is aligned with the warfighting mission
areas to provide consistent practices and processes across
the testing disciplines (developmental, operational,
interoperability, and security) and support the imple-
mentation of a risk-based test strategy that enables agile
testing and rapid fielding. Divisions offer business and
internal services to JITC to perform its mission, and the
portfolios execute the JITC mission and address
customer requirements. JITC elements are as follows:

N The Operational Test & Evaluation Division
conducts operational testing of IT and NSSs
acquired by DISA and other DOD organizations
to ensure capabilities are effective, suitable,
interoperable, and secure. This division assists
in the preparation of critical operational issues
and develops, defines, and publishes measures of
effectiveness, measures of suitability, and mea-
sures of performance. It also directs and approves
operational T&E methods for data collection,
reduction, and analysis.

N The Business Management Division provides
management and oversight of all JITC business,

Figure 2. Office of the Test and Evaluation Executive organizational structure.

Figure 1. Defense Information Systems Agency Test,
Evaluation, and Certification organizational structure.
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personnel, training, contracts, and security oper-
ations in support of JITC’s mission, goals, and
objectives while obtaining or providing best-value
goods and services for JITC’s workforce. This
includes command support activities, corporate-
level management of proposals, and contracts or
agreements. This division also serves as the
MRTFB focal point.

N The Warfighter Support Division assists the JITC
commander with setting command priorities and
moderating the operational tempo in support of
day-to-day command operations. It provides
exercise and contingency support to the warfight-
er and combatant commander by participation in
combatant commander exercises, deploying to
contingencies, and providing a 24/7 technical
support hotline.

N The Strategic Planning & Engineering Division
provides leading edge test engineering, instru-
mentation, and operations services to the JITC
divisions and portfolios in support of the overall
JITC mission. This support includes defining and
coordinating the integration of test engineering
best practices, oversight of key acquisition test
programs, and establishing standard practices for
instrumentation development.

N The Test Bed Operations, Network & Infrastructure
Division plans for and maintains functional test
beds, local and wide area networks, and labora-

tories at JITC. It provides timely facilities
infrastructure and logistics support services reso-
lution to JITC’s test portfolios and divisions.

N The Enterprise Services Portfolio supports the
fielding of global net-centric solutions by pro-
viding continuous and effective T&E services to
DISA and DOD joint acquisition programs
within the enterprise services construct.

N The Focused Logistics and Business Portfolio serves
as the focused logistics and business mission area
responsible test organization for the DOD and
other federal agencies. It also assists programs in
the transition to a capability-based net-centric
environment.

N The Force Application or Force Protection Portfolio
conducts interoperability assessments, standards
conformance, and interoperability certification
testing of force application or protection systems
and joint tactical data links in hardware-in-the-
loop and operationally realistic environments to
validate the implementation of approved stan-
dards and certify system interoperability in a joint
environment.

N The Command and Control (C2) and Battlespace
Awareness (BA) Portfolio mitigates risk to C2 and
BA community programs and activities by
providing developmental and interoperability
T&E support and certification services with the
goal of enhancing C2 and BA systems capabilities

Figure 3. Joint Interoperability Test Command organizational structure.
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and performance in support of joint and coalition
warfighters.

N The Battlespace Communications Portfolio supports
the warfighter with direct technical assistance and
through testing of secure and nonsecure voice,
video, and data communications. It characterizes
performance and mitigates risk as net-centric
transport solutions are introduced to the global
information grid.

N The National Intelligence Portfolio mitigates risk to
national intelligence community programs and
activities by providing support through develop-
mental and interoperability T&E and certification
efforts to enhance national collection or dissem-
ination systems capabilities and performance.

N The Homeland Security or Information Assurance
Portfolio provides the full range of testing services,
technical support, coordination, and oversight to
the DOD, Department of Homeland Security,
and other federal, state, and local agencies to
ensure seamless acquisition, integration, and
Information Assurance (IA) of systems supporting
the DOD and the National Command Authority.

Test and Evaluation Management Center
The TEMC is a staff organization responsible for

strategic management of agency test resources. TEMC
provides TE&C oversight and guidance to DISA
acquisition programs to ensure consistent application
of sound T&E methodologies and processes. TEMC
has highly skilled and motivated computer scientists,
electrical engineers, operations research analysts, IT
specialists, and management analysts who establish,
review, and enforce TE&C strategies, policies, and
procedures for DISA acquisition programs. They

represent DISA, as well as champion strategies within
the TE&C community.

The TEMC Strategic Initiatives & Management
Support Branch is responsible for TEMC resource
management in the areas of personnel, finance, and
contracting and supports the daily operations mission
by executing all aspects of logistics, training, facilities,
security, base realignment and closure management,
and internal controls. The Program T&E Support
Branch provides guidance in the implementation of
agile T&E strategies and methodologies and supports
the DISA campaign plan by formalizing procedures to
provide TE&C services to the DISA development
community at large and assist in planning test events
necessary to provide the information and confidence
that DISA program capabilities are ready for imple-
mentation. The Capabilities Integration Lab Division
operates and maintains the DISA test infrastructure,
providing on-demand test suites, operational network
connectivity, collaborative environment, multiple se-
curity levels, and technical support services. It works to
ensure program system integration through implemen-
tation of seamless integration of software capabilities
within required security framework and leveraging
operational network infrastructure (Figure 4).

The TEMC laboratory is also an element of the
MRTFB. With DISA laboratories scheduled to move
to Fort Meade beginning in 2011, the TEMC is
dedicated to making the relocation as transparent as
possible by minimizing disruption to services and
programs.

DISA campaign plan
In January 2010, Lieutenant General Carroll F.

Pollett (DISA director) formally established a cam-

Figure 4. Test and Evaluation Management Center organizational structure.
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paign plan to focus on the nation’s need for a force that
is ready and capable of performing the full range of
military operations. The DISA campaign plan defines
the major focus areas and goals that will enable DISA
to meet the demands of the warfighter. The campaign
plan is centered on ‘‘lines of operation’’ and supported
by ‘‘joint enablers’’ that provide the framework for
strategic planning, budgeting, and task prioritization or
execution. The plan lays out the methods by which
DISA will satisfy its goals and achieve its objectives.

Within the campaign plan, the three lines of
operation are as follows:

N enterprise infrastructure,
N C2 and information sharing,
N operate and assure.

The joint enablers are the process and governance
areas that support the lines of operation. The nine joint
enablers are as follows:

N acquisition,
N contracting,
N engineering,
N information and knowledge management,
N people,
N planning,
N resources,
N spectrum,
N testing.

The DISA TE&C strategic plan coincides with the
overarching DISA campaign plan joint enabler for
testing, which outlines the priorities in clearly stated 2-
and 4-year actions for accomplishing the TE&C
mission.

DISA TE&C objectives and goals
The primary DISA TE&C objectives are as follows:

N ensuring mission-focused agility through rapid
development of mission-oriented test plans that
permit objective assessments of technical and
operational capabilities and limitations;

N improving TE&C by ensuring integration and
synchronization of efforts among proponents,
operational sponsors, developers, and testers;

N ensuring use of consistent, sound, repeatable
TE&C strategies that can be executed at all
levels, by any test organization, and that, when
executed, yield similar results.

Early program involvement and enhanced methods
or processes for executing TE&C will lead to rapid
deployment of IT and NSS capabilities that are
operationally effective, suitable, interoperable, and

secure. To improve TE&C processes, DISA has
established three aggressive goals:

1. provide efficient, responsive joint interoperability
TE&C and other capabilities as a service;

2. establish an on-demand TE&C environment
that provides enhanced virtualization and access
to federated capabilities that serve the TE&C
community;

3. develop and retain a highly qualified and
professional workforce to ensure the success of
agile TE&C activities.

To achieve these goals and objectives, we must
introduce new strategies that allow us to adapt to
rapidly changing technologies, ensure that we stay
engaged with the program offices to help them find
and fix problems early, stay objective in our assess-
ments, and make the right investment decisions to
keep us relevant in the on-demand world of IT.
Strategies for satisfying DISA TE&C goals include
the following:

N enhance the execution of the IT and NSS TE&C
mission in accordance with DOD policy and
federal law;

N enhance the execution of DISA’s operational test
mission;

N reduce TE&C timelines in support of agile
acquisition through implementation of the capa-
bility TE&C model;

N enhance the ability to execute security (IA)
TE&C;

N work with capability portfolio managers to ensure
a system of system testing in a joint operational
context;

N implement a network pilot that supports devel-
opment, integration, and TE&C;

N improve infrastructure and federate capabilities
across DOD;

N implement a virtual environment in support of
TE&C;

N maintain a focus on recruiting, hiring, and
retaining a workforce of trained, experienced
TE&C professionals.

Tasks and initiatives associated with respective
DISA TE&C strategies are assigned and tracked for
accomplishment to verify whether goals have been met
and objectives have been satisfied within established
timelines. Several key initiatives will allow DISA to
satisfy their strategic TE&C goals and objectives.

For example, DISA TE&C organizations will
support IT acquisition reform in accordance with
National Defense Authorization Act Section 804 by
establishing new test approaches that merge TE&C

DISA TE&C
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events (i.e., development testing, operational testing,
net-ready key performance parameter validation, and
IA) more concurrently.

Initiatives
DISA currently provides a software development

environment known as Forge.mil (see www.forge.mil).
For TE&C, we envision TestForge.mil as a virtual

environment that enables developers, users, and testers
to rapidly verify new software that satisfies user needs.
The environment promotes collaboration among key
stakeholders, synchronization of development and
testing, and integration of team members, and
combined execution to satisfy the decision-making
needs of all test customers. TestForge provides on-
demand access to testing capabilities throughout the
development life cycle and enables capabilities that
support continuous integration and service virtualiza-
tion. TestForge currently provides support for testing
within the development cycle on agile projects. This
includes support for defect management, automated
unit, functional and regression testing, and static code
analysis through a continuous integration environment.
In the near future, TestForge will provide full support
for all testing activities including performance, scal-
ability, reliability, interoperability, operational, net-
ready key performance parameters, and IA. TestForge
will be a key element of an enterprise test and
integration capability that provides access to common
tools, methodologies, and support.

The IA Range is an infrastructural platform
designed to integrate distributed and heterogeneous
IA architectural systems and solutions and the DOD
Computer Network Defense (CND) operational
hierarchy to provide DOD stakeholders with a venue
to strengthen the global information grid security
posture by supporting operational exercises, training
network defenders, and testing and evaluating new
cyber capabilities. DISA Field Security Operations
manages the IA Range and ensures that it provides a
realistic Internet environment and tools in which to
test application security, as well as train personnel in
computer network operations. Field Security Opera-
tions intends for the IA Range to allow for network
services found at the NetOps tiers 1–3 and provide a
joint service environment for cyber exercises and CND
AP training. In support of its DISA TE&C mission,
the IA Range incorporates in-depth defense design
principles to provide DOD organizations with a

methodical, repeatable, and verifiable cyber T&E
framework (supported by performance-based metrics
indicators) designed to measure (quantify and qualify)
the capabilities and limitations of network defenders to
synergistically integrate people, operations, and technol-

ogy to protect, monitor, detect, analyze and diagnose, and
respond (contain, eradicate, and recover) to cyber
security attacks. DISA TE&C facilities will use the
IA Range to promote a consistent, repeatable, and
verifiable T&E venue by which IA and CND technical
and operational concepts will be validated against
requirements and specifications for improvement.

To further professionalize the DISA TE&C work-
force, the DISA T&E executive sponsors several events
and efforts. The DISA T&E forums are quarterly
professional development events and are open to all
DISA acquisition professionals and contractors and to
guests. The T&E forums have featured nationally
recognized speakers from the testing community. The
bimonthly T&E management symposiums focus on
specific issues related to DOD test processes, proce-
dures, and methodologies.

Conclusion
DISA TE&C organizations are well prepared to

conduct mission-focused and agile testing across all IT
portfolios, and they strive to continuously improve
efficiency through use of virtualization, enhanced test
automation, collaboration, and federation across
DOD’s overall distributed joint test infrastructure.
Through conscious investment decisions, sensible
allocation of resources, and new, innovative strategies,
DISA TE&C organizations will enable rapid acquisi-
tion of enhanced capabilities for the warfighter. C

CHRIS WATSON serves as the chief of strategic planning

and communications for the DISA TEO. In this capacity,

Mr. Watson serves as the DISA T&E executive’s principal

adviser for defining overarching organizational planning

and outreach strategies associated with all T&E elements

within DISA. He has supported the DISA T&E

organization in various capacities for more than 22 years

and has published more than 20 articles associated with

T&E processes, capabilities, and events of interest. He

serves as the DISA T&E liaison to the Joint Atlantic

& Chesapeake Ranges Cooperative and the Federal

Laboratories Consortium. E-mail: chris.watson@disa.mil

Watson

484 ITEA Journal



Net-Ready Key Performance Parameter: A Measurable,
Testable, and Operationally Relevant Means of Assessing

Joint Interoperability

Danielle M. Koester

Chief, Engineering & Policy Branch,

Joint Interoperability Test Command ( JITC), Fort Huachuca, Arizona

Shaina Williams

Command and Control Systems Branch, JITC, Fort Huachuca, Arizona

Kathleen Powers

Senior Systems Engineer,

Northrop Grumman Mission Systems, Fort Huachuca, Arizona

Karen Vincent

Senior Test & Evaluation Engineer,

Northrop Grumman Mission Systems, Fort Huachuca, Arizona

In an effort to overcome community difficulties regarding the testability of the Net-Ready Key

Performance Parameter (NR-KPP), the Joint Interoperability Test Command, as the

Department of Defense’s sole Joint Interoperability Certifier, has established and implemented a
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T
he Net-Ready Key Performance Pa-
rameter (NR-KPP) was formalized in
the Chairman of the Joint Chiefs of
Staff Instruction (CJCSI) 6212.01C
dated November 20, 2003. Since that

time, CJCSI 6212.01 has undergone two major
revisions resulting in the current CJCSI 6212.01E
dated December 15, 2008 (CJCSI 2008). With each
revision, the NR-KPP has grown in size and
complexity resulting in both confusion and anxiety
for program managers across the Department of
Defense (DoD). Arguments have been made that the
NR-KPP is neither measurable nor testable. Addi-
tionally, it is often viewed as not being operationally
relevant. The fact that ‘‘Net-Ready’’ is not a traditional
KPP in structure has often been a source of confusion
as well. In order for systems in the Department to be
secure, interoperable, and able support the mission at
hand, it is critical that there is a clear understanding of

what the NR-KPP is, how to implement it, and how to
test, evaluate, and certify for Joint Interoperability in
accordance with the CJCSI 6212.01E.

Interoperability policy and guidance
Governing the Joint Interoperability Certifier role

are several policies, the most important of which is
Title 10, Section 2223, of the United States Code,
which gives the DoD Chief Information Officer
(CIO) the responsibility of ensuring interoperability
of information technology and national security
systems. The certification role has been delegated to
Joint Interoperability Test Command ( JITC) by the
DoD CIO. From a practical standpoint, however, the
CJCSI 6212.01E is the instruction that is most
referenced with respect to roles and responsibilities
for joint interoperability evaluation and certification
within the Department. The JITC serves as DoD’s sole
Joint Interoperability Certifier, in addition to their role
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as one of five DoD Operational Test Agencies (OTA).
JITC also provides ‘‘in the field’’ support with any
interoperability-related issues through the JITC Hot-
line (1-800-LET-JITC).

Joint Interoperability Test Certification
process

In order to issue a Joint Interoperability Test
Certification (the proper name for the JITC certifica-
tion), the interoperability certifier must evaluate a
system for compliance with each element of the NR-
KPP. The NR-KPP is the evaluation framework used
to determine whether or not a system will receive a
Joint Interoperability Test Certification (Figure 1).
This evaluation uses data collected during develop-

mental testing, operational testing, security testing,
demonstrations, exercises, or any other reliable source
of test data. The goal is to leverage data and test events
to the maximum extent possible, in order to reduce or
eliminate the need to conduct separate interoperability
testing. For this reason, it is highly recommended that
programs involve the interoperability tester early in the
life cycle. By being involved early, interoperability
testers are able to influence or participate in test events
that can be used to collect data for interoperability
certification. In the long run, program managers save
money by funding the interoperability test agency
early, greatly reducing the need for separate interop-
erability test events.

The Joint Interoperability Test Certification process
starts with a Joint Staff certified requirements document.
Requirements documents such as Capability Develop-
ment Documents (CDD), Capability Production Doc-
uments (CPD), or Information Support Plans (ISP) are
certified by the Joint Staff J-6 for interoperability and
supportability. This certification of requirements pro-
vides the foundation for issuing the Joint Interoperability
Test Certification (Figure 2). Without Joint Staff
certified requirements, a Joint Interoperability Test
Certification is not possible; although an ‘‘assessment’’
may be given, pending approval of requirements.

Figure 1. Life cycle test events serve as data points for

interoperability certification.

Figure 2. Joint interoperability test certification process.
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Once the system requirements have been analyzed, a
risk analysis must be conducted to determine exactly
what will be tested to achieve the threshold level of the
NR-KPP. This determination is made based upon the
requirements that are deemed as ‘‘Joint’’ and ‘‘critical’’
for interoperability. After the risk analysis is complete
and data elements for certification identified, data
collection begins. If test events are not available for
leverage, interoperability testers will need to conduct
separate test events. Test data are then analyzed to
determine whether or not a system will receive a Joint
Interoperability Test Certification.

Requirements analysis
So, is the NR-KPP measurable and testable? What

gets measured or tested? And how does that relate to
the ability to accomplish the mission? It is important to
note that the NR-KPP as a stand-alone item is, in fact,
not testable. The reason for this is that the NR-KPP is
an evaluation framework for joint interoperability and

not the actual system-level requirements. The measur-
able and testable requirements are derived from a
system’s architecture, generally structured in terms of
the DoD Architecture Framework (DODAF). For
example, as seen in Table 1, the NR-KPP requires
that a system be able to support execution of its joint
critical operational activities ( JCOA); however, it is
the system’s Operational View-5 (OV-5) that actually
defines what those JCOAs are. Also important to note
is that, while DODAF does prescribe specific content
for architectures, it does not prescribe format. This is
especially important for program’s that are operating
on limited funding because it allows for reuse of
contractor developed system design artifacts, regardless
of format.

For interoperability test, evaluation, and certification
(TE&C), each system JCOA must be evaluated for

N secure, timely, accurate, complete, and useable
information exchanges (operationally effective
information exchanges);

Table 1. The net-ready key performance parameter.
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N enterprise-level shared data and services that are
visible, accessible, understandable, secure, and
interoperable (net-centric data and services strat-
egies); and

N standards that have been properly implemented,
resulting in no critical deficiencies (Global Infor-
mation Grid [GIG] Technical Guidance [GTG]).

These are defined as elements 1–3 of the NR-KPP
(see Table 1).

In addition, the system as a whole must have the
information assurance and supportability compliance
requirements in place (elements 4–5 in Table 1). With
respect to information assurance, the system must have
completed the requirements for certification & accred-
itation (C&A), typically through the DoD Informa-
tion Assurance Certification and Accreditation Process
(DIACAP) (although there are other C&A processes
that may apply to systems) resulting in interim
authority to operate (IATO) (Threshold) or authority
to operate (ATO) (Objective). For supportability, the
system must ensure that

N any Global Positioning System (GPS) receivers
procured are Selective Availability/Anti-Spoofing
Module (SAASM) compliant,

N any radio solutions that operate in the Joint
Tactical Radio System ( JTRS) range are JTRS
solutions or that a JTRS waiver has been given by
Assistant Secretary of Defense for Networks and
Information Integration (ASD[NII]), and

N for spectrum-dependent systems, a Stage 4 DD
Form 1494 is in place.

Since information assurance and supportability
requirements are relatively static in nature, we will
focus on the dynamic requirements defined by NR-
KPP elements 1–3 from Table 1.

Identify JCOAs
Let us use a fictional example to illustrate this

concept. In this fictional example, the Notional
Mission Planning Enroute Augmentation System
(NMPEAS) is our proposed system under test. Let
us also assume that there is an established and
accredited joint mission thread ( JMT) for mission
planning that has been developed by the appropriate
operational sponsor. The mission thread defines the
activities that must occur to execute mission planning
and is tied to the appropriate Universal Joint Tasks to
define tasks and metrics for mission accomplishment.
The JMT is constructed of various operational
activities, two of which are supported by NMPEAS.
These operational activities, as shown in Figure 3, are

N receive Baseline Digital Topographic (DTOP)
data, and

N receive current imagery feed.

The NMPEAS Operational Activity OA2.1: Ob-
tain Map Segment provides a capability that enables
‘‘Receive DTOP Data.’’ Simply put, ‘‘receive DTOP
data’’ is an activity of the joint mission thread (mission
planning), and ‘‘obtain map segment’’ is an activity of
the system that supports the thread activity. There may
be a number of system activities that, together, provide
the overarching capability defined in the thread. In this
example, we will use ‘‘obtain map segment’’ as our
representative JCOA for defining measurable and
testable criteria for interoperability.

Identify operational information
exchange requirements

For our representative JCOA, we must now
establish the information exchange requirements
(IER) necessary to support execution of that activity,

Figure 3. Notional Operational View-5 for Notional Mission Planning Enroute Augmentation System.
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using the system’s OV-3. As shown in Figure 4, there
is an IER associated with OA2.1 (IER 020), which
requires a 30-second ‘‘round trip’’ on a request/response
for map data between the intelligence cell and the
targeting cell (operational nodes). This is an example
of a measurable and testable requirement associated
with the NR-KPP. To determine whether or not this
IER is ‘‘operationally effective’’ it must take place
within a 30-second window, as stated in the opera-
tional requirements. Additionally, the data must be
complete, accurate, secure, and usable to the warfight-
er in the conduct of the mission.

Identify system data exchange
requirements

At the next level of decomposition, IER 020 is
broken out into system data exchanges (SDEs), as
defined in the system’s SV-6 (see Figure 5). This
notional example shows a request (SDE021) that must
take place within 10 seconds, and a response (SDE022)

that must take place within 15 seconds. This supports
our operational requirement of a 30-second round-trip
time. In addition, the SDE must be able to meet the
defined throughput requirements, the data received
must be complete, accurate, secure, and usable to the
warfighter in the conduct of the mission.

Identify net-centric data and service
requirements

Once the data exchanges for evaluation have been
identified, the system must be analyzed for use of net-
centric data and services. This is important since many
systems will be providing data and services to the
enterprise for use by other systems. If those data and
services are not readily available for consumption,
capabilities will be degraded. While the Data/Service
Exposure Verification Tracking Sheets are the man-
dated method of documenting data and services
provided to the enterprise, a good system architecture
will clearly show what data and services are being

Figure 4. Notional Mission Planning Enroute Augmentation System Operational View-5 information exchange requirements example.

Figure 5. Notional Mission Planning Enroute Augmentation System SV-6 example.
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provided. In this example, NMPEAS is not providing
any data/services to the enterprise, but since a SOAP
request is used in communication with DTSS (see
Figure 5) there is, more than likely, a Web service being
provided by DTSS that provides the requested map
information. Clearly, if the DTSS service is not readily
available for use, then NMPEAS will not be able to
successfully execute IER020. All net-centric data and
service assets must comply with the requirements
defined in Table 2, tailored as necessary in the Joint
Staff certified requirements document, in order to be
readily available for use across the enterprise.

Identify high-risk standards
Using the JCOAs as a guideline, the system’s

Technical View-1 (TV-1) is analyzed to determine
what standards are implemented that support a JCOA
and are high-risk (i.e., military unique, critical to
interoperability, etc). Figure 5 ties the standards to the
specific data exchanges that support JCOAs. In this
example, perhaps SOAP 1.2 is considered a ‘‘high-risk’’
standard due to known interoperability issues with
other Web service standards. The system would be
tested for proper implementation of this standard and,
ideally, would have a detailed implementation profile

Table 2. Net-centric data and service requirements for interoperability.
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that states exactly how the standard is being imple-
mented, as is the vision of GIG Technical Profiles.

Document interoperability test criteria
Upon completion of a detailed requirements analy-

sis, test criteria can be easily defined and documented.
The goal is to identify these criteria early in the system
life cycle, so that program managers can plan for
testing, and testers can better plan to leverage each
other’s events and data. The vision is that testers can
test together but evaluate independently to ensure that
tester’s needs are met and program managers are able
to maximize testing return on investment through
reuse of test events and test data. These interoperability
test criteria, if included in program documentation
such as the Test and Evaluation Master Plan (TEMP),
will provide the test community and program managers
early visibility into interoperability test and certifica-
tion requirements. A notional breakdown of require-
ments and measures can be seen in Figure 6.

Test, evaluation, and certification
When assessing compliance with the NR-KPP, it is

important to test in an operationally realistic environ-

ment. This ensures that the results of testing will
mirror the system’s behavior when fielded in the
operational environment. For example, if loading
conditions during testing do not represent the
conditions of fielding, then test results regarding the
timeliness of information exchanges could misrepre-
sent how the system will behave when in the field. This
is especially critical when evaluating the first two
elements, operationally effective information exchanges
and compliance with the Net-Centric Data and
Services Strategies. Table 3 gives high-level informa-
tion regarding test and reporting for the NR-KPP.
Detailed test procedures are available in the JITC NR-
KPP Testing Guidebook (DoD 2010).

Upon completion of test and evaluation, a determi-
nation is made as to the certification status of the
system under test. Table 4 provides detailed informa-
tion regarding the different types of interoperability
certifications, a description of each, and the fielding
recommendation associated with them.

Conclusion
The NR-KPP provides a measurable and testable

evaluation framework for joint interoperability test,

Figure 6. Requirements decomposition into notional test measures for interoperability (Notional Mission Planning Enroute

Augmentation System [NMPEAS] Joint Interoperability Certification requirements in red).
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evaluation, and certification. When viewed in the
context of joint mission threads and system solution
architecture products, it provides a comprehensive
means for evaluating joint interoperability that is
operationally relevant. A step-by-step process, as
shown in Figure 7, defines how system solution
architectures are easily decomposed into clearly defined
test measures providing the test community and
program managers the chance to plan for test execution
and test data reuse among key stakeholders. While
often mistaken as solely a technical requirement or
merely a paperwork ‘‘compliance’’ check, the NR-KPP
provides the means to tie together technical, system,

and operational requirements into meaningful mea-
sures. C
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Test and Evaluation of Cyber Warfare Systems:
Basic Requirements

Norman E. Johnson
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The Department of Defense requirements process is designed for systems that will provide

decades of service. Well-considered requirements are important for getting it right the first time;

however, the Department of Defense does a poor job of articulating requirements for Cyber

Warfare Systems that may become obsolete within months. Nevertheless, there are six Mission-

Readiness Considerations that form a set of basic requirements that should be evaluated by test

and evaluation to inform a mission-ready or fielding decision: safety, security, interoperability,

legality, effectiveness, and suitability. Each of these considerations is discussed in detail.

Key words: wartime acquisition environment; capability overlap; obsolescence; mission-

readiness; technical risk; interoperability; safety; information assurance; effectiveness;

suitability; legality.

Requirements in the Department of
Defense (DoD)

R
equirements form the foundation for
acquisition. They provide overseers
with justification to fund an acquisition
effort; they provide developers with
design objectives; they provide testers

with parameters to measure; and they provide decision
makers with success criteria.

The DoD requirements process is described in
Chairman of the Joint Chiefs of Staff Instruction
(CJCSI) 3170.01G and the Joint Capabilities Integra-
tion and Development System (JCIDS) Manual
(CJCSI 2009; JCIDS 2009). The process focuses on
identifying capabilities needed to perform a mission,
capabilities currently available, and the gaps between
them. Once the gaps are identified, a process is
initiated for closing them. This process includes
examining all aspects of doctrine, organization, train-
ing, leadership, education, personnel, facilities, and
policy. If changes in these areas do not satisfy the gaps,
a materiel acquisition program is initiated. It is a top-
down, mission-driven process that is generally very
good, but it has its weaknesses.

Since it is not a bottom-up process, front line
warfighters have very little input. The people who are
out there getting shot at sometimes have some excellent
ideas on what is really needed to prosecute a war. The
process flatters itself by providing an environment to
drive technological breakthroughs, but it tends to ignore
independent breakthroughs that could provide un-

dreamed of capabilities. For example, motorized tanks
and machine guns were huge technological achievements
that appeared on the scene not too long after the civil
war, but Robert E. Lee would never have dreamed about
asking for something like that. The process has many
moving parts and is deliberative, ponderous, and slow.
This is not a fatal problem for ships, tanks, and aircraft.
Those acquisition efforts result in products that provide
service for decades, so it is vitally important to set a firm
foundation in well-considered requirements. They have
to get it right the first time. Cyber warfare systems, on
the other hand, are subject to Moore’s Law and could
become obsolete in a matter of months. They provide
capabilities that must stay inside the enemy’s decision
loop timing, so a drawn-out requirements process is
absolutely fatal. Even when the gaps are identified, users
have difficulty articulating what is needed to fill them. If
you do home handyman chores, how many times have
you gone to the hardware store thinking, ‘‘I can’t really
describe what I want, but I’ll know it when I see it.’’

The DoD does a poor job of articulating require-
ments for cyber warfare systems. This is not to cast
aspersions on requirements organizations who strive
mightily to do the right thing. They are simply
overwhelmed by a wartime culture of urgency and the
need to quickly get cutting edge technology into the
field in order to stay one step ahead of a very clever and
resourceful enemy. In contrast to DoD’s 3170.01
process (CJCSI 2009), most ‘‘requirements processes’’
for cyber warfare systems are driven by technological
innovations. The research and development (R&D)
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teams come up with a spectacular capability, and the
forward-leaning product teams rapidly produce it and
get it into the field with very little testing. This
approach has its weaknesses as well.

The requirements and acquisition teams breathlessly
try to keep up with the necessary documentation to
satisfy overseers and justify funding. This documenta-
tion is supposed to be for planning and program
guidance, but in this environment it is just an irritating
formality. The products that are hastily pushed into the
field have very little in the way of concept of operations
documentation, training, or logistics support. The
designs of urgently needed products frequently do
not include reliability or maintainability features. As a
result, front line users may spend large amounts of
valuable time away from mission duties as they learn
how to use the new capability or coax it to work
properly. Time saved at the front end of the process (by
avoiding a rigorous requirements process) is spent in
larger quantities at the back end: ‘‘pay me now or pay
me more later.’’ Some good ideas cascading out of the
R&D brain trust and fielded by product teams are
redundant with capabilities already in the field. A more
rigorous requirements process would vet these ideas
and minimize the capability overlaps. Front line users
frequently get unexpected and unrequested capabilities
dropped in their laps with an overly sunny briefing, if
they get one at all, from the developer or Program
Manager (PM). Since many of these capabilities have
come straight from development, the users end up
doing unstructured beta testing that takes them away
from direct mission duties.

When this undeclared beta testing is complete, the
users have figured out how to use the capability in a
productive manner and have even become a little
dependent upon it. After all, it was supposed to provide
a better capability than the legacy systems. The new
system, however, may not have all the features of the old
one, so the user ends up employing both. The system
gets integrated into operations without formal consid-
erations of safety, security, interoperability, legality,
effectiveness, or suitability, which brings us back to
requirements. Without documented requirements, these
considerations for mission readiness are hollow anyway.
How can a decision maker determine if a system is safe,
secure, legal, interoperable, effective, or suitable without
corresponding metrics? How can he/she even determine
how much risk is being assumed? These metrics, and
their associated threshold and objective values, flow
from well-considered requirements, which can then be
measured and evaluated by a robust test and evaluation
(T&E) process.

We may not be able to achieve well-considered
requirements in the short turn-around times inherent

with cyber systems, but it turns out that the six
mission-readiness considerations mentioned above are
associated with professional communities that main-
tain standards of acceptability that can be applied to
cyber system development programs. With no formal
requirements, PMs, developers, testers, and decision
makers could anchor themselves to the associated
communities to successfully deploy a quick-reaction
cyber warfare system capability.

Safety
This is always the first concern, but with software-

intensive systems, it is usually not a major concern.
Department of Defense Instruction (DoDI) 5000.02
(DODI 2008) indicates that a Programmatic Environ-
mental Safety and Health Evaluation (PESHE) is
required by statute (Title 42 U.S.C. 4321). PMs and
other acquisition officials are required to identify,
consider, manage, and comply with environmental, safety,
and occupational health issues early in the acquisition
process. A PESHE, conducted by an appropriate safety
organization, provides an estimate of the safety risks of a
newly developed or developing capability. This in turn
provides the necessary insight for a decision maker to
weigh risks and benefits associated with a particular
capability. This effort is not a test (the T part of T&E),
but it is definitely an evaluation (the E part of T&E).

Security
This is another word for information assurance (IA),

which is defined in the glossary of CJCSI 3170.01G as

‘‘information operations that protect and defend
information and information systems by ensuring
their availability, integrity, authentication, con-
fidentiality, and non-repudiation. This includes
providing for restoration of information systems by
incorporating protection, detection, and reaction
capabilities.’’

IA ensures controls are in place to avoid, detect,
reduce, and/or recover from a realized threat.

Before a developer can connect a system to a
network to move forward with developmental testing,
they must obtain an authorization from the designated
approving authority (DAA) for the system to be
accessed. For most DoD systems, the DAA is the
Defense Information Systems Agency (DISA). Before
DISA approves a newly developed product, it must
undergo certification and accreditation (C&A) testing
as described in DoDI 8510.01, Defense Information
Assurance Certification and Accreditation Process
(DODI 2007). This process embraces the idea of IA
controls, as defined in DoDD 8500.1 and DoDI
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8500.2 (DODD 2002, DODI 2003), as the primary
set of security requirements for all cyber warfare
systems. The IA controls are determined based on
the system’s Mission Assurance Category Confidenti-
ality Level. An authorization from the appropriate
DAA gives an acquisition decision maker the necessary
confidence in the IA of a newly developed system to
support continued progress.

Interoperability
Interoperability is defined in the glossary of CJCSI

3170.01F as

‘‘the ability of systems, units, or forces to provide
data, information, materiel, and services to and
accept the same from other systems, units, or forces
and to use the data, information, materiel, and
services so exchanged to enable them to operate
effectively together. Information technology and
National Security Systems interoperability in-
cludes both the technical exchange of information
and the end-to-end operational effectiveness of
that exchanged information as required for
mission accomplishment.’’

The metric for interoperability is the Net-Ready Key
Performance Parameter (NR-KPP) standards, which
comprise the following elements:

N solutions architecture compliant with the DoD
Architecture Framework;

N compliance with net-centric data and services
strategies;

N compliance with applicable Global Information
Grid Technical Guidance;

N compliance with DoD IA requirements, as
discussed above; and

N compliance with supportability requirements.

The NR-KPP is a requirement for any capability
that touches the Global Information Grid. That
includes just about every DoD cyber warfare system
capability. Interoperability testing involves testing to
evaluate the ability of a system to exchange information
with other systems or components and to use
information that has been exchanged, without harm.
The strategy for testing interoperability should be
included in the T&E Master Plan and must comply
with CJCSI 6212.01E (CJCSI 2008).

The PM must coordinate with the Joint Interopera-
bility Test Command (JITC) to obtain an Interopera-
bility Certification. As a practical matter, JITC will
normally leverage other tests to accomplish this step.
When the evaluation is complete, JITC provides an
Interoperability Certification. This certification is good

for a maximum of 4 years. However, if there is a major
change to the system it will have to be recertified earlier.

If there is an urgent operational requirement to field
a system or capability but the required documentation
to evaluate interoperability is not yet available, an
Interim Certificate to Operate (ICTO) may be
obtained. The ICTO is issued by the Military
Communications-Electronics Board Interoperability
Test Panel and provides the authority to field new
systems or capabilities for a limited time (up to 1 year),
with a limited number of platforms to support
developmental efforts, demonstrations, exercises, or
other operational use. During this time it is expected
that the PM will work with JITC to ultimately obtain
an Interoperability Certification.

Legality
The Office of General Council reviews new

capabilities for compliance with legal restrictions. This
is not a T&E function, but it is an evaluation and an
important risk area for decision makers to consider
before making a mission-ready decision.

Effectiveness and suitability
Operational effectiveness is defined in the glossary of

CJCSI 3170.01G as the ‘‘measure of the overall ability
to accomplish a mission when used by representative
personnel in the environment planned or expected for
operational employment of the system considering
organization, doctrine, supportability, survivability,
vulnerability, and threat’’ (CJCSI 2009). It is a measure
of how well a capability prosecutes the mission for which
it was designed. Developmental T&E (DT&E) evalu-
ates and characterizes the performance of a new
capability, but that doesn’t mean it evaluates how well
the capability can perform the mission. For example, a
BMW automobile is a beautifully engineered piece of
equipment and performs wonderfully; but if the mission
is to haul rocks, it falls decidedly short. The purpose of
operational T&E (OT&E) is to point that out through
an effectiveness evaluation.

Operational suitability is defined in the glossary of
CJCSI 3170.01G as ‘‘the degree to which a system can
be placed and sustained satisfactorily in field use with
consideration given to availability, compatibility,
transportability, interoperability, reliability, wartime
usage rates, maintainability, environmental, safety and
occupational health, human factors, habitability, man-
power, logistics, supportability, logistics supportability,
natural environment effects and impacts, documenta-
tion, and training requirements’’ (CJCSI 2009).
Suitability is almost interchangeable with supportabil-
ity or sustainability. It includes all the ‘‘-ilities’’ and is
especially concerned with reliability and maintainabil-
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ity. It complements an OT&E effectiveness evaluation
by assessing the infrastructure and processes that
support operational use and that facilitate the cap-
ability’s effectiveness over its entire life cycle. As with
the other five considerations, the decision maker must
evaluate the risks associated with a capability’s
suitability before making a mission-ready decision.

Evaluation of effectiveness and suitability is heavily
dependent upon stated operational requirements such as
system availability, user interface, and data volume and
velocity needs. The independent Operational Test
Agency (OTA) responsible for the effectiveness and
suitability evaluation develops critical operational issues
(COIs) based upon stated requirements. From the COIs
flow the measures of effectiveness and measures of
suitability, and, at the next level of detail, the measures of
performance. Using this information, the OTA develops
operational scenarios to gather the necessary data for
evaluation. COIs are usually based upon formal require-
ments, but these are frequently lacking in this wartime
culture of urgency saturated with technological innova-
tions. Nevertheless, the OTA can develop COIs based
upon developer intentions, perceptions of user expecta-
tions and needs, and threat environment. These COIs
would not carry the same weight of authority as COIs
built upon formal requirements, but they would never-
theless facilitate an evaluation of operational effectiveness
and suitability. At the very least it would provide an
independent assessment of system capabilities and
limitations to inform a mission-ready decision, and to
minimize off-mission time for the front line users as they
integrate the new capability into their normal processes.
When contemplating a mission-ready decision, the
decision maker must review the capabilities and limita-
tions, as presented in OT&E reports, and assess the risks
associated with releasing it at a particular point in time.

Conclusion
Developmental test and evaluation is a PM tool to

uncover, understand, and mitigate technical risk. Site
acceptance test and evaluation is a Site Commander
tool to ensure that a new cyber warfare system being
installed at the site is compatible and will aid the
mission, or at least not hinder it. Between these two
types of testing in chronology is OT&E. OT&E is a
milestone decision authority tool to ensure newly
developed cyber warfare systems are effective and
suitable before they are employed for mission opera-
tions. The OT&E is the last chance to ensure that risks
associated with safety, security, interoperability, legal-
ity, effectiveness, and suitability are characterized well
enough for the decision maker to properly balance the
net risks against the net benefits to make a well-
informed mission-ready decision in a hectic, urgency-

driven, wartime environment replete with technolog-
ical opportunities, but short on formal requirements. C
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Joint Sensor: Security Test and Evaluation Embedded in a
Production Network Sensor Cloud
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A great security posture inherently requires that cyber operations employ the latest discoveries in

emerging security research to keep in step with trends in attack methodologies. The most

trenchant cyber security research to date employs actual network data to ensure sensing

algorithms and defense methodologies are effective in real-world scenarios. This approach often

requires discernments to be made as temporally close to the observed events as possible to allow

rapid adaptability of the security posture upon detection of an anomaly. Traditional security

architectures, on the other hand, are static and are managed as a centralized, homogenous,

symmetrical framework of visibility and interception. Even though access to the data collected

from such an environment provides some accessional improvement to researching new

algorithms and detection methods, these incremental offline advancements are vetted in a sterile,

non-real-time environment without the benefit of sequent responses or adaptive determinations

accoutered by a production environment. The primary goal of the Defense Research Engineering

Network Cyber Security Test Bed is to leverage emerging network protocols and recent

distributed computational techniques to create a cloud of sensors built on tractable computer

server platforms that enables cutting-edge security to coexist with current security infrastructure

directly inside the production network. The transition time of the latest cyber research from

theory to practice will be significantly reduced while intrinsically revolutionizing the approach

to engineering network security architectures. By creating a true proving ground by which the

science of new algorithms and detection methods can interact directly with raw (as opposed to

filtered, sensed, or captured) traffic in real or near-real time in a safe and controlled way, the

proposed test bed will provide meaningful advances that can appreciably address the ever-

changing landscape of cyber attacks.

Key words: Adaptive; cloud; Defense Research and Engineering Network (DREN);

detection; live; network; security; sensor; test bed.

I
t is an easy sell, at least on the surface, to
discuss the introduction of new detection and
protection techniques into the traditional
network-centric security posture. Just be-
neath the surface, however, it is clear that

traditional architecture has been engineered with
specific requirements in mind and purposefully uses a
relatively simplistic model: make it persistent (or make
it static), consistent (centrally manage and control it),
homogenous (use the same tools everywhere), and
symmetrical (see both sides of all connections)
wherever possible. The solution is the result of a
steady evolution from deploying detection and protec-

tions in key locations on a network boundary in a
Draconian fashion based on event history to modern-
izing by adding layers of automation, such as firewall or
intrusion protection system (IPS) signature subscrip-
tion services and domain policy for maintaining system
vulnerability patching for up-to-the-day readiness.
Practically, a circumscribed ‘‘defensible’’ perimeter
represents both a sphere of visibility and control and
a clear demarcation of responsibility, while reducing
the complexity of management of enterprise-wide
security solutions and systems within the boundary.
Therefore, introducing complexities into that equation
can easily translate to more manpower and effort as
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well as the opportunity for errors that can easily hide
real problems.

In contrast to traditional defense, today’s threat is
dynamic, decentralized or distributed, heterogeneous
(using various means and methods and attack vectors),
and asymmetrical. It connotes a style of using a diverse
platform to launch a barrage of threats and even turn
the defense mechanisms against themselves to deny
service, compromise systems, malign applications,
exfiltrate data, and then (as if that were not enough)
use those systems to launch subsequent assailment—all
without being detected firsthand and often not until
long after the event. It then comes as no surprise that
efforts are now placed in a variety of avenues to aid in
identifying malicious content, anomalous traffic pat-
terns, and even behaviors of the programmers devel-
oping malware. The security architecture that takes
advantage of all of these developments by delivering
more comprehensive and compatible features that
improve detection, investigation, and mitigation is far
more likely to yield the significant gains required to
remain afloat in the face of cyber storms.

It is not, however, as simple as replacing one
paradigm with another or one tool with a newer one. It
is primarily a philosophical transition from the
historical function of security to seek out and
categorically block incoming antagonists to a more
surgical and focused reaction to maintain as much
operational normalcy as possible while defeating
specific intrusions. In making that transition, tools
cannot necessarily just be upgraded in place or
abandoned for newer ones. The nature and function
of the newer tools rely heavily on hardware and
processor capabilities and fit into more fluid data
communications structures not entirely compatible
with the existing installed base of components,
protocols, or data formats. Likewise, research and
development of these new tools and techniques using
only data that is captured using the traditional methods
may also lack the perspective to uncover new tactics
and unleash new response mechanisms. Instead, there
must be a way to leverage existing capabilities to create
measures of usable data, as well as grant access for the
next generation of detection and defense algorithms to
be proven within the current architecture with real and
real-time data to smooth the transition and transform
the defense strategy.

It is precisely this gap that a neoteric sensor platform
can help fill by injecting research methodologies and
tools into the existing architecture. A replacement for
traditional sensing appliances, this solution combines
current sensing techniques with an isolated modular
space within which to test new tools and strategies on a
multipurpose hardware platform directly within the

production environment. The goals of such a device are
to continue to provide existing capabilities, enhance
those capabilities with small doses of new techniques
for detection and protection, and significantly reduce
the development cycle from research to production for
quality tools. These nascent methodologies must be
implemented without breaking performance or com-
promising operations and be directly subject to the
same inimical traffic to both better sense the anomalies
initially and provide clear value by uncovering threats
and activities not previously detected.

Divergence of attack and defense style
Many security professionals feel the approaches for

cyber defense of the past need to be amended or
augmented to find new attacks so that we may
continue to ‘‘meet mission in the face of cyber warfare.’’
Alternatively, some people go further to identify cyber
warfare as a fifth combat arena (The Economist 2010)
behind land, sea, air, and space. The latter camp builds
an argument by identifying three unsound assumptions
with the former camp:

N The boundary is structurally defensible (which
does not account for mobility),

N The threat is more readily tractable on the
existing dimensions being defended (in the face
of multifarious attack),

N Automation is equivalent to readiness (which
both relies on an asynchronous mechanical client
update system and intrinsically trusts the content
and structure of resultant code).

A read of this year’s Verizon 2010 Data Breach
Investigations Report (Baker et al. 2010) may in a
sense reiterate the assumptions and propagate the
impression that the most significant issues in cyber
security are resolved by better deploying the existing
technologies. Their statistics, generated in collabora-
tion with the U.S. Secret Service as a study of existing
cases of breaches, indicates that 61% of the cases were
discovered by a third party, 85% were not considered
difficult to accomplish, and a whopping 96% of studied
breaches could have been avoided with the use of some
form of low- or median-level mitigation. The conclu-
sions were based on one glaring fact: in 86% of the
cases, victims had evidence of the breach in their log
files. Taken at face value, this type of study shows the
need for bolstering and continuing to emend existing
installed solutions that mitigate known vulnerabilities,
but it does not necessarily mollify the need for a
broader perspective on warfare or keeping even worse
from happening. Perhaps more germane to the
argument is that the method of the study might
indicate a marginal disconnect or divergence between
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defense and attack style simply because the data being
used to develop conclusions, or in turn, new tools, was
uncovered using conventional data and visibility.

Though the Verizon report shows hackers still have
open to them several ‘‘paths of least resistance,’’ simply
closing those paths does not secure against the broader,
more organized, mature, and insidious threat that
cyber warfare proponents assert. And while the report
further catalogs the expanse of the threat, the
conclusions are focused on closing the known holes
and implementing processes to look for more holes.
While this retrospective admonition has merit, efforts
based on this distractive construct of integral improve-
ment not only diverge from the attack style but also
propagate the limitation to invest in and support
development of modernized capabilities. In gist, what
is being asked is to fundamentally change how defense
is enacted. The real imperative of cyber warfare is to
defend against something of which we have no
knowledge, arriving as a previously undiscovered
zero-day attack, and entering on one or more vectors
about which we do not know and over which
conventional defense has little control or visibility.
Even so, outfitted with the latest weapons on each of
the vectors, the strategy focused on finding something
new to block may in practice allow the attacker to use
defense systems and practices against themselves,
whereby an effort to block the traffic in a gross motion
may result in a self-inflicted denial of service.
Summarily, war in the cyber realm contends for the
need to stop just defending, bring the various vectors
into a unified interdependent defense model, and have
concentrated reactions specific to the attack. Further
maturity is then needed in a strategic shift from force
protection to surgical response with focus on precision
mitigation, low false positives, inoculation or learning
where possible to defend against repeat or similar
attacks, and effective and immediate recovery of
systems that have been attacked.

The mobility and dimensionality notwithstanding,
with the perceived necessary central approach to
manpower, management and reporting, ease and
consistency of tools (i.e., homogeneity), and automa-
tion (e.g., updates and filter list managers), the
detection and pragmatic block of all possible mecha-
nisms and signatures to avoid any potential known
types of attack simply is not scalable. Antivirus
powerhouse Symantec announced in its publicly
available quarterly report that it created 457,641 new
malicious code signatures in the second quarter of
2010, down from 958,585 in the previous 3 months
(Symantec 2010). McAfee indicated earlier this year
that growth in new malware recorded remains around
40,000 pieces per day (Muttik 2010). (How many

signatures can an IPS run before a significant drop in
performance occurs?) The signature convention of
blocking all possible inroads based on historical attacks
is unsustainable. Moreover, these staple products use
an asynchronous method of update, whereby the new
malware must be identified, submitted to the vendor
for processing, and then downloaded, with a periodic
client update to be installed on a computer to detect
and then possibly mitigate a future infection by the
known malware. Considering the incredible capabili-
ties of worms and other attacks like Conficker and
Aurora, perhaps a deficiency in the current model that
is even more sobering than scale is time.

By the time the press had come out about Google
being under attack by Aurora in January 2010, at least
34 other organizations had indicated they had come
under the same attack. Ongoing worm research has
also indicated that, through similar techniques, as
many as 1 million hosts can be compromised by a
worm in as little as 0.5 to 1.0 seconds (Stanisford et al.
2004). So even the most robust traditional security just
does not scale to protect from initial attack and does
not learn fast enough to keep the compromise from
spreading. Details now known about the Aurora attack
indicate that the attack was so diversified, used
encryption and obfuscation techniques of a complexity
not seen before, and came from such a spectrum of
sources as to avoid traditional detection. In just these
few examples, it becomes clear that time is not on the
side of traditional processes and even the best of
traditional security is not geared to detect, let alone
respond to, the changing threat. To wit, after further
study, botnet expert David Dagon of Georgia Tech
provided a telling rejoinder that beyond the network-
based security not preventing the spread, ‘‘the network
is the infection’’ (Dagon 2005). Therefore, the defense
style must, by virtue of functionality, now be
transformed from an irresolute, static, and isochronal
response to a dynamic, flexible, and predictive one to
detect sooner and more effectively thwart the ever-
changing attack.

More to the point, the evidence on all fronts drives
home the requirement to bolster the advancement or
replacement of traditional tools aimed at dynamically
updating host defense and anomaly recognition, prime
the ontogenesis of detection and containment tech-
niques, and incite the discovery of new tools and
algorithms designed to see new kinds of attacks before
infiltration. Those all begin with access to data.
Typically, new tools are developed using simulated
data, network replay, or analysis of collected sensed
data combined with data stores of log files and similar
system-specific information. Any systematic approach
to innovation by requirement features access to that
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data, at least as a tenuous first step in progressive
ingenuity. However, storage directly affects capability
(i.e., you can only store so much for so long) and
retrospective analysis directly affects network band-
width (i.e., all this sensed data must be backhauled to a
central location for processing). Therefore, even in this
first phase, generally any data collected must be limited
by some suspicion threshold that triggers capture
before caching locally and then compressing for
transmission to the depository. Care must be placed
on the right rule sets to balance the amount of data
being captured and the bandwidth and storage required
to retain it. (At what decay rate does the data collected
from such attacks become unusable for improvement or
development of new strategies?)

The other shoe
‘‘Botnets’’ are not just quite prevalent today but all

the rage, creating a marketplace that is both highly
sophisticated and inexpensive. It has been reported
widely in recent months that hackers are having what
some call a ‘‘fire sale,’’ whereby an interested party can
buy a ‘‘botted’’ computer for a slice of time for as little
as $0.02. That creates an inexpensive attack infra-
structure that is not only voluminous and widespread
but also highly adaptive and dynamic. Imagine being
an upstart hacker needing to test a new algorithm,
distributed denial of service, or a malware solution for
data exfiltration from a company or even a federal
agency. Being able to rent a large infrastructure of
botted machines from around the world for the price
of a few hamburgers would surely facilitate a large-
enough attack source or malware hosting facility with
sufficient obfuscation as to provide immediate results
on the validity of the code while avoiding detection of
the actual traffic going into and out of the Internet
access gateways, let alone tracing of the sources or
criminals moving as quickly as the shadow of the
cloud under which they hide (Delbert et al. 2010).
Further, the high availability and variety of different
systems in diverse locations make it possible for
hackers to rent the appropriate facility to reduce the
hacker test-to-production life cycle for their mali-
cious wares. The proverbial shoe is clearly on the
other foot.

In stark contrast, researchers in retrospective-based
defense system development rely heavily on large,
expensive, summarily classified or otherwise unavail-
able (and as a result, often quite stale) data sets with
rigid posture and limited scope to test their ideas.
Trying out new tools is not only complicated and time
consuming but also costly and often delayed enough
that researchers cannot know whether the ideas will
bear results until just before or even after the finished

product is sent to market. Even more likely, the
research takes so long and costs so much money that
the resultant technology is already stale or unusable
and is insufficiently up-to-date with the malicious
world against which it was being designed to protect.
Behavioral heuristics (detection of traffic anomalies),
code obfuscation and encryption detection, infection
detection and quarantine, and cyber genetics certainly
all have value and are being funded and pursued more
than ever, but all face this same dilemma. Without
early testing of ideas on quality offline data, interme-
diate validation of budding algorithms using increas-
ingly real-time traffic, or full-scale evaluation of the
resultant solution in real time in a real environment,
the cycle from idea to production expands to a nearly
untenable and mostly unsustainable ambit. It then
seems relatively imperative to find new ways to get data
to the science or, even better, get the latest science
more fugacious access to the data to bring that science
to market faster. Further, engaging the mature tool sets
in this final stage of access to contextual traffic for
evanescent validity, the construct is finally broached for
ongoing support of the research, stimulating both
evolutionary and revolutionary adaptation to the
threats while improving the effectiveness of the
installed security base.

Newer defense systems generally begin to abandon
signatures that require mechanical updates to a large
database running on the appliance supplanting them
with software or even Application-Specific Integrated
Circuit (ASIC)–based algorithms that look for partic-
ular behavioral patterns in the traffic or anomalies in
the data. Detecting certain ways a malicious code will
try to behave to avoid detection, phone home, receive
remote instruction, or seek to further infiltrate are
more and more known by analysts and researchers to
the point of guessing that if that pattern of traffic
occurs, it may well be malicious in nature. Some
researchers have gone further to indicate that pro-
grammers operate with similar behavioral patterns and
are more easily detected. The desire to remain
anonymous, to fragment traffic to avoid header analysis
and the sheer numbers of resources around the world
to enlist as an attack source are all clear indicators of a
need for suspicion, and inclusion of these characteris-
tics reduces false positives significantly. In some cases,
these kinds of indicators are being built into the tool
sets scanning data in retrospect and into IPS and
content scrubbers watching traffic patterns, but in
other cases, it is a unique research algorithm searching
public information for human behaviors and configu-
ration patterns. For example, how a Domain Name
Service (DNS) server is configured in support of a
domain might indicate the administrator’s desire to
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remain low key. A broad study of publicly available
DNS information may uncover a trust model or
likeliness of becoming malicious at a later date.
Cordoning off traffic to and from those addresses,
domains, or network neighborhoods for more intense
scrutiny would be more palatable because it reduces the
amount of traffic that requires such scrubbing and the
hardware and bandwidth required to watch with
intensity.

This particular type of discovery is not exactly easy
to do but does not necessarily require access to live
traffic. Yet information being learned from such
research becomes a more critical part of the overall
protective mechanism and must be integrated into the
comprehensive defense posture. Were the shoe on the
other foot, or more precisely, were the shoe in the
production environment designed to assimilate or
accommodate the other shoe being developed across
multiple research communities, the ability to test the
capability on the operational foot would provide
profound help in bringing both capabilities to bear
on protecting the network. Unfortunately, the current
architecture is often device based, or even ASIC based,
and introduction of new algorithms and tools is not
simple. And incorporation of the solutions others have
found is even more incoherent (reminiscent, to
maintain the allegory, to the intelligence fiasco of Tall
Blond Man with One Black Shoe). Instead, research
from various fields and intelligence gained from those
fields need to be married in a new approach to dynamic
security posture.

In complement, several security vendors, as well as
federal institutions and federally funded university
institutions, have made significant strides in Internet
Protocol (IP) trust models. By using both collected
data from a worldwide installed base of sensors and
firewalls, as well as security alerts and massive data
stores of attack data, researchers have been able to
create incredible databases used to categorize bad
agents, agents who may work with bad agents (guilt by
association), and hosting or network providers and
supporting bad agents (autonomous systems that
provide a safe haven for agents that generally do bad
things). Cognate to these approaches, innovations such
as Milcord’s Botnet Threat Intelligence has been able
to identify malicious content providers by rapid
changes in DNS information or the hosting of large
numbers of domains across a very small number of IP
addresses, a behavior known as fast flux (Caglayan et
al. 2010). Colorado State University’s Border Gateway
Protocol (BGP) Monitoring System (Yan, Massey,
McCracken, and Wang 2009) has vastly improved the
capability of identifying suspect organizations based on
route changes found in BGP route tables from around

the world. And there have been several ventures into
genetic and immunization models for dynamic defense,
worm quarantine, and other means to identify and
prevent the spread of malicious worms and Trojan-
based attacks. These efforts, and others as they arise,
need to be verified in the real environment, as well as
incorporated into the overall attack strategy of the
enterprise.

The Defense Research and Engineering Network
(DREN), being the wide area network service provider
for the Department of Defense’s Research, Develop-
ment, Test & Evaluation community, is in a unique
position to collaborate with these types of research in
pursuit of the development of a robust and dynamic
security posture servicing a mature and complicated
environment. This solution is principally delineated
into five elements:

N Identify (mainly through intelligence) historically
or potentially malicious players (some through
behavioral analysis), networks, or ‘‘neighbor-
hoods’’ before they attack, and handle traffic to
or from those entities appropriately;

N Detect or sense suspect traffic patterns as early as
possible to identify and contain events as they are
under way;

N Combine near-real-time alerting and response (or
countermeasures) with retrospective analysis to
get to quick reactions as events occur (or are
suspected to be occurring), as well as full details
shortly thereafter;

N Use dynamic networking capabilities to create a
tiered approach to protection and prevention,
creating a mechanism for best-in-class protection
being provided by different devices, potentially
even in different locations;

N Facilitate the research in all these areas by
providing access to data with appropriate controls
and platforms so that new solutions can be proven
and brought to bear sooner.

Through collaboration on several diverse projects
with other federal and federally funded agencies and
programs to pursue each of these elements, DREN can
readily vouch that significant research has already been
done in many areas such as improved analysis,
heuristic-based detection, and even behavioral analysis
of the attacker, all to provide increased intelligence of
who the bad guys are, where they tend to live, and what
they look and act like. Those data points and projects
have increased and continue to help increase the vital
ability to defend the ever-changing environment in
pursuit of an ever-evolving mission. Integration of
these research elements, by redeveloping the architec-
ture to make it compatible with influx of intelligence
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and rethinking the data structures to support analysis
from both internal and external sources, provides the
pivotal pieces to migrate the traditional architecture in
pieces to a more robust and nimble posture. Being a
wide area provider, however, puts DREN in a unique
position to focus our efforts on the final of these
elements, namely, getting data to offline scientific
research and getting the results of that science into the
environment for proof and innovation. For this reason,
the Joint Sensor (JS) project was initiated to concen-
trate our proficiencies for the betterment of cyber
research in pursuit of that grand defense solution.

The DREN JS
The crux of the DREN security architecture that

spans all five critical elements of strategic defense is the
invention of a new multipurpose platform, the JS (see
Figure 1). This platform services both real-time and
retrospective analysis tools, will be fed in places by
dynamic network redirection of suspicious traffic
identified through intelligence feeds and other mech-
anisms, and will make access to data more readily
available for proving research in a real environment.
While the main idea being conveyed is to allow testing
assets to sit next to or on top of a device already
providing production sensing, the JS platform is more
broadly valuable in that the platform is capable of
supporting some of the more rudimentary require-
ments posed by a security operation with a dynamically

changing deployment strategy—namely, full or partial
reimaging, traffic-specific sensing, and functional
participation in a cloud-based distributed environment.

The key to the JS project’s success over the various
historically incompatible uses (operational, data min-
ing, and research algorithms) is its component design
as an appropriately sized, multipurpose computing
platform with data connectivity allowing for the
collection of sensors to act as a fully capable,
distributed, node-parallel computing platform. To gain
the advantages of this, various methods of data
separation and protection must be applied internally
to a system and then externally to how they are
connected to the network. The system’s specifications
were also selected as being able to support the more
recent advances in virtualization and process isolation,
making it possible for the various elements to coexist
without treading on one another. Then, in addition to
having enough capacity to operate correctly when at
full network flow load, the design of the system allows
for other uses when the network load is normal and far
less than full capacity.

Computational techniques and hardware for a given
price point have advanced far enough to apply better
than simple signature techniques to improve cyber
security. Given the multicore, large memory system
that is required to deal with a high-bandwidth or
denial-of-service attack, a significant amount of
processing power would be available at all other times

Figure 1. Joint Sensor functional architecture.
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for nonoperational uses. Classic design of sensing
requires many sensors located at the network data. This
means that the JS systems across DREN mostly will be
available as a large, distributed-processing computing
capability. Advances in scheduling, memory use, data
mining, and parallel techniques would allow this
capacity to perform research and test functions without
interfering with operational function as a classic
security sensor. A key advantage to this approach is
that the same network flows (Rajahalme, Conte,
Carpenter, and Deering 2004) that are being examined
in the normal ways can be examined, mined, and
vectorized by both emerging applications and research
sampling methods.

In addition, with the bandwidth available at off-use
periods on the high-performance DREN network,
both existing and new methods in the area of data
cross-correlation can be researched and developed as a
stage toward integration with a response mechanism.
When combined with tools such as BGP Flow
Specification (FLOWSPEC) and other network data
copying and redirection techniques, network flows of
interest can be sampled or piped through other
resources such as those available from the High
Performance Computing Modernization Program for
even more advanced and intense algorithms. These
algorithms, working on live data that is representative
of both normal and intrusion-type flows, can lead to
new techniques of detection, elimination, and even
potential cleansing to deal with the ever-changing
threats. Even in the area of existing operational
sensing, the JS project can add a new capacity by
providing communications and computational frame-
works for doing simple distribution and redistribution
of signature and threat analysis processing across all
nodes, shifting work from heavily used systems to
barely used ones. Techniques can be applied to cross-
correlate data and findings across all nodes such that,
for example, network flows seen in more than one
location are only processed or analyzed once in the
path. Moreover, signature hits can be multicast to the
other nodes to increase monitoring of related flows or
to change scheduling in recognition of a high load
event spreading across the network.

Data separation in the joint sensors will have many
facets. Initially, the standard mechanisms are process
core binding and data isolation, combined with
hardware-supported memory protection. The operat-
ing system was selected to be able to take advantage of
securing mechanisms available now or being added
incrementally, such as security-enhanced Linux, con-
tainerization, and full virtualization. Since a large
reason for both the operational and the research use of
a JS system is to capture the full network traffic at the

location, a mechanism will be developed to act as data
controller for that network capture. A single capture
will be passed to one or more existing modules or
methods of analysis. A more controlled and possibly
restricted copy of the data would be made available to
research algorithms on the system. A sanitized and
restricted data set could be made available on the
system (most likely to a separate virtual machine on the
system) for use by external and affiliated researchers. In
addition to all of these methods local to the system, the
data controller could send a full or subsampled set of
the data using an encrypted path to other resources for
further analysis or research algorithm processing. This
last method could also be used to make diagnostic
captures based on a filter definition fed from a remote,
fully authenticated control station. Similarly, controls
could be passed into the system, such as to satisfy data
requests from law enforcement, which could include
instructions for the data controller to apply special
encryption to the data and pass multiple copies to
distinct and appropriately controlled archival systems.

All processes will be fully vetted before deployment
on the JS. In addition, extra steps can be deployed to
ensure proper function even while running a research
module. Some such modules can be subjected to
additional memory and processing restrictions (core
affinity, central processing unit utilization, and mem-
ory allocations), as well as techniques such as memory
leak monitoring and process destruction, to ensure no
deleterious effects on the mainline processing of the
system. In addition to these mechanisms within the
operating system, new techniques provided by libraries
and processor features will add virtualization capabil-
ities to provide further isolation. These methods
include containerization, which allows a process to
run on the main operating system but with no access
except as defined to the operating system and leaves
the process unaware and incapable of interaction with
other processes on the system. A further step would be
to do full virtualization, where a module would exist
with its own operating system and copy of the data
without interaction with the host operating system, any
process on that host system, or any data or process of
another guest virtual machine. This technique also
allows for any Intel-based operating system or
appliance-like package that is completely different or
incompatible with the RedHat Enterprise host oper-
ating system to run locally and have the captured data
set available (using internal host or guest network
interfaces).

These systems are homed to the DREN network. By
its mission, DREN is a high-performance, high-
capacity network to transport Department of Defense
research and development, science and technology, test
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and evaluation, and modeling and simulation data. As
the transport and security of the data results of the
sensor function need to be assured, this is another place
where separation and control techniques need to be
used. The DREN architecture provides several mech-
anisms that are useful to this need. First, multiple
layer-3 IP virtual private networks can be used with
varying amounts of separations to ensure connectivity
and monitoring of the JS system; and delivery of its
data can be handled in a separate and preferentially
queued way. The path of data to CERT operations and
internal research systems would use this method. The
redirection and cloning of data using BGP FLOW-
SPEC techniques would also use similar layer 3
methods available. At the next level, DREN can
provide isolated layer 2 paths. Using virtual private
local area network service in a configuration developed
for another project on DREN, the console implemen-
tation will use a layer 2–separated path from the
operations control points to the sensors while not
allowing traffic between the sensors. This console
implementation provides connectivity to the onboard
integrated Dell Remote Access Controller interface,
which implements a full Intelligent Platform Manage-
ment Interface 2.0 capability and then some. What this
means is complete control of the system from a remote
location with console functionality—both serial and
graphic, as if locally connected—but only from
predetermined locations. In addition, this has the
capacity to mount a remote image that appears as if a
digital video disc was inserted into the system.

Using this combination of tools, a complete system
boot from the remote image; preparation, install, and
customization of the operating system; and inclusion of
all add-on modules can occur across DREN in a
private, controlled manner. This can occur remotely in
about 35 minutes, in contrast with 25 minutes when
using local media in the local installation lab setup.
This capacity not only provides full control to ensure
that the sensor remains fully functional at its
operations mission but also allows it to be adaptable
and even completely remoldable without significant
shipping costs, travel, distributed manpower, or
downtimes that are longer than necessary. Since this
is a limited virtual private local area network service
deployment of layer 2 connectivity, its separation from
any other DREN function is high, and the locations
with access to this remote console capability can be
tightly controlled to restricted, on-network sites. Using
the system’s other interfaces, additional paths will be
set up to manage the system, collect data for the
operational CERT functions, communicate with the
other JS systems, and have the capacity to set up
temporarily unique captures and data paths over

DREN. Having these interfaces and paths allows the
use of the features inherent to DREN to provide high-
capacity, secure communications where data protection
and integrity are ensured.

Expectation engineering
The final piece of the sensor bed puzzle is

engineering the willingness to support such an intricate
solution. The success of even getting such an emergent
test bed deployed within an operational environment
boils down to three key elements, at least in terms of
bringing to bear the right framework to create and
sustain the environment, as well as to provide sufficient
verdure to attract willing parties and sustain harmoni-
ous living within it. These three elements are as
follows:

N Providing access for the researchers to real
operational data sets (traffic, data store, central
storage, or other appropriate capability, whether
on the device or in a controlled shared space), as
well as to the test sensor packages in the cloud for
managing and making changes to the product;

N Indirect but immediate sharing of algorithms to
security operations that provide visibility into
attack vectors not otherwise seen using traditional
sensing and showing intrinsic value for the
arrangement;

N Guaranteeing some level of control but, more
importantly, significant levels of visibility for
network and security operations into the function
of test capabilities and the process whereby the
first two key elements are managed and delivered.

In an environment where security is prime, there has
historically been a separation and isolation between
operations and research, usually upheld in reality by
dividing activities on network segments (e.g., demili-
tarized zones, border zones, and lab networks), as well
as temporal separation between live traffic sets and data
being offered for research. Simply put, there has been
limited access to the live network by anything other
than stable and secured applications and devices. To
facilitate this test bed and provide benefit to both
operations and research that are nearer real time and
lasting in effect, some of those conventions need to be
broken down, and the research must be meticulously
inserted to maintain the original character of security.
At the outset, this translates to not only best practices
but also sophisticated operational security measures on
the joint sensor, as well as in the processes of securing
the applications before use. To make network security
operations a willing participant, these additional
functional requirements for the sensor test bed mean
leveraging stable and tried operating systems, middle-
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ware, and application configurations in the field.
Perhaps far more important to success and willingness,
there needs to be visibility access granted to security
operations—not just into the additional software but
also into the processes and procedures of how those
elements are managed and maintained. Controls must
be implemented on how information is shared with the
software and, in turn, from that software to its
management systems, source coders, and stakeholders.
But more rudimentarily, this leads to an emphasis on
visibility into the process of fielding a package into the
sensor test bed so that operational security can inject
reviewing hinge points and affect policies at various
review stages. An engineering resource internal to the
organization that will take the research participant,
along with the operations participant, through the
process from concept to field trial gives all parties
sufficient voice to ensure the solution is engineered
within expectation and guidelines.

This progression is also a phased approach, whereby
the research participant begins with access to sterile
data with which to run algorithms to do a rudimentary
proof of concept offline, followed by an experimental
initial offering in a lab environment using real but not
real-time data, quickly proceeding to a similar scenario
where live or nearly real-time streams of operational
data are tested for verification of algorithms, as well as
constructive processes such as management and
alerting. These earlier phases give the researchers the
opportunity to test their theories before expenditure of
operational man-hours and resources for field deploy-
ment and to create a more trusted expectation once
field testing is approved to begin. Through this phased
process, another of the key elements is awarded
participants: algorithms and actual results using live
data can supply researchers with validation of the
algorithms and demonstrate to operations with evi-
dence that these algorithms are of value. Once in the
field, a more intimate relationship between researchers
and operations (or at least the output of the test sensor
and the input of the operational security mechanism),
brokered by the internal engineering capacity, will give
the security participants more immediate value by
finding issues their tools would not otherwise have
found. Conclusively, these algorithms, running in
parallel to existing capabilities, provide a number-for-
number cross-correlation of results, false positives, and
detection rates as all are subject to the same traffic.

Ultimately, the grandiose concept of a cloud of test
sensors built on the back of the production sensors
requires as much operational nuance as it does
technical innovation to ensure environmental policies
are enforced, participants have valid expectations, and
real results have both immediate and long-term

impact. In the DREN JS project, the supporters of
the former methodologies have been enlivened by the
opportunity to provide input to the building of the
sensor and the process whereby the sensor will be
managed, and part of that enlivenment was directly
created by an enlightenment of seeing new sensor
technology find real issues in data that the incumbent
technology had not seen. Billing the new technology
not as a replacement of the existing methodologies but,
instead, as an enhancement to them would not have
created willingness without the proof of real data and
visibility into how the system would fit into the
architecture.

Dynamic network support
In general, the effectiveness of intrusion detection

systems, intrusion prevention systems, and even fire-
walls is like real estate—location, location, location—
and in general, prime location is at the enterprise edge
facing the wide area network. In the case of DREN, a
wide area network service provider, the edge is an
asymmetrical collection of geographically diverse
network access points connecting the network to a
variety of upstream and downstream entities, such as
tier 1 and regional Internet service providers, direct and
private peers, and of course, customers. This renders
the key location to see the most traffic a less-than-
optimal location to see both sides of any given
conversation. As best current practice for a wide area
network is still ‘‘hot potato routing’’ (getting packets
off your network as fast as possible via the closest
connection along the path to the destination), the
capability to synchronize bidirectional conversations is
impractical and nearly impossible to manage. However,
significant capabilities in network equipment can now
facilitate ‘‘symmetrizing’’ predetermined connections or
‘‘flows’’1 such that the traffic to or from a particular
prefix or protocol of interest can be dynamically
redirected to a remote-triggered black hole, sink, or
scrub (see Figure 2).

A remote trigger is a means to dynamically tell a
network device (usually a router) to redirect traffic with
certain parameters (source IP address, destination IP
address, IP protocol, and transmission control proto-
col/user datagram protocol source and destination
port) as it hits a filter or access list, sending this traffic
to a black hole (a means to drop the traffic), sink (a
collector designed to capture the traffic for analysis
rather than just drop it), or a scrub network. A scrub is
a collection of tools that can be in line at a separate
location somewhere in the network cloud used for
monitoring or performing stateful inspection, intrusion
protection, or content filtering, and allowing valid
traffic to proceed unchanged to its original destination.
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This scrub network redirection is facilitated by
configurations and protocols designed to temporarily
modify the path of the traffic within the network
without giving any indication to external entities that
the redirect is occurring. Even better, because the
network can be affected bidirectionally, traffic through
the scrub is now symmetrical, and both sides of the
suspect conversation can be monitored through a single
inspection point.

Because this redirection is now available, it is no
longer required that you have all the right tools at every
possible location, and tools at specific locations can be
specialized to focus on particular protocols or traffic
types. For example, consider a subscription service to
malicious URLs or an intelligence feed of alerts about
suspected ‘‘botnet’’ addresses. It is possible to inject this
intelligence into the network so that the boundary
devices (facing the ISP and the customers) upon
receiving any packets associated with these suspect
addresses and/or protocols can be redirected to the scrub
(or sink). There the tools can now see both sides of a
connection in order to accurately determine malicious
content. For the purposes of a sensor test bed, you no
longer are required to have sensors at every site to be of
significant value. An algorithm that focuses on malicious
web traffic, email scanning, DNS attacks, or any
application-specific determinism can now sit in a single
or a few locations and achieve complete visibility into all
interesting traffic for focused testing.

One particular element, a new network layer reach-
ability information protocol of BGP known as
FLOWSPEC, allows a system (such as an sFlow
collector or analysis tool) to publish ‘‘rule sets’’ in the
fashion of particular flow or traffic parameters in a
BGP session with a specific action (such as discard or
redirect). This gives the security operations the
capability of dynamically updating filters on routers
across the wide area simultaneously. Used in conjunc-
tion with virtual route forwarding tables and protocols
like multiprotocol label switching, FLOWSPEC
enables dynamic blocking—or better yet, redirec-
tion—based on information gained from outside
sources, deep packet inspection, or retrospective analysis.
In conjunction with a sensor test bed, particular traffic
patterns of interest can be ‘‘symmetrized’’ and sent to a
set of tools for better isolation and tighter focus of
research algorithms. In the context of the phased
approach mentioned earlier, dynamic redirect could
surgically separate known-suspicious packets and send
copies or temporarily divert that traffic through a
controlled, laboratory-type environment without having
the test software residing in the production environment
or touching valid, sensitive data.

As an aside, this capability can change with the
perspective of the researcher. As indicated earlier, it is
possible to redirect traffic based on an intelligence feed,
the outcome of internal analysis, or other such means
of identifying peculiar or suspicious traffic. Likewise,

Figure 2. Dynamic redirect using Border Gateway Protocol Flow Specification.
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just this part of the overall mechanism is a means to
research emerging algorithms or tools in that the
choice of what traffic is diverted to a particular sensor
or scrub center may be determined by the work of a
new tool or even an outside research project. Today,
feeds from Milcord, security vendors, lookups from the
BGP Monitoring System, and others are all possible
candidates for a redirect to an algorithm-specific sensor
or protection system, making it readily possible to
divide and conquer and thus reducing overall perfor-
mance and bandwidth requirements on any individual
system and constructing a defensible boundary one
protocol or application at a time. Other methods for
identifying things for redirection can also be tested
safely, including research such as cyber genetics, man-
in-the-middle botnet investigation, and immunity
algorithms for identifying bad patterns and other
negative characteristics. This thinking goes quite well
with the distributed parallel computing capabilities of a
collection of joint sensors across DREN.

In the end, dynamic network support is critical to
facilitating the next generation of traffic protection,
sensing, and enterprise-wide dynamic security archi-
tecture with a focused attack response. In the
meantime, for the purposes of a test bed, it becomes
quite powerful in facilitating the first phases of proof of
concept for new algorithms and tools before they are
put in the production realm. This extra step in the
process provides sufficient ‘‘warm up’’ time for the
security operations teams to assess or remove any
question before putting any risk on the network.
Similarly, the ability to send only the traffic that needs
to be seen by the particular algorithm, selected
specifically for its suspicious or known malicious
nature, means the tool does not have access to sensitive
data but does still get sufficient real and real-time
traffic to perform the research. Any anomalies detected
or protections proven through this dynamic redirect
give the research considerable value and provide
security operations tremendous insight into the
function of these new tools—without putting them
in production.

Next steps
The first opportunity to improve the development

cycle of interesting new tools from concept to
production is to provide data sets to researchers for
early analysis. Once the algorithms that are imple-
mented in the tools are proven and improved through
access to production traffic, the logical next step is to
develop a means to incorporate what the algorithm
detects into the overall, aggregated analysis and
response system of security operations. Systems and
algorithms developed through research around the

world result in new intelligence feeds and alerts that
can feed the central aggregate analysis in the
production environment, as well as those rule sets
indicated in flow data and BGP FLOWSPEC
deployments. Likewise, these tools being developed
and possibly deployed as products in other networks
and research environments should then result in new
alert feeds made available to this network as production
tools. The aggregation of these data streams is critical
in the next generation of security architectures.

A project under way at the Naval Research
Laboratory in Washington, D.C., is taking this
concept and creating a sort of cross-correlation system.
Tools such as host-based security systems, firewall and
IPS databases, malicious uniform resource locators,
and other subscriptions are all being synchronized to
create a multidimensional set of target parameters.
DREN has a similar function being developed,
whereby a scripting system is used to indicate whether
particular IPs are showing up in multiple intelligence
feeds. Certainly, any IP or prefix or autonomous
system number that appears in multiple lists should be
regarded as a more serious threat and can be more
closely scrutinized. In addition, taking data from
multiple solution sets from various vectors can help
create a richer attack vector analysis and present
analysts and dynamic watch systems with a sort of
trust model of dangerous protocols or ‘‘bad neighbor-
hoods.’’ Just as long lists of individual known bad IPs is
hard to digest and incorporate in a watch list or
analysis tool, too many tiny fragments are that much
harder to distribute through protocols on the network.
Therefore, being able to combine knowledge from
multiple sources and different types of information into
a general attack and protection pattern simplifies the
architecture and provides a more robust response
system.

As previously indicated, dynamic protection also
engenders the focused response as a measurable
outcome to be researched during this project. The
researchers that are creating the algorithms should be
working in concert with the security professionals to
develop response mechanisms and methodologies as
part of developing the detection and prevention
strategies. Mitigation recommendations and progres-
sions for various traffic types or attack intensities,
reduction of false positives, inoculation against repeat-
ed attacks, and means whereby infiltration can be
recovered from must be incorporated into the defense
strategy as each technique for discovery is pursued.
Expecting the vendors and researchers to provide both
new alerts and sustainment is critical in the thought
processes required in making a marketable product, as
well as an integrated tool for use in the environment.
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One next step in the sensor test bed project is to
develop the mechanisms and processes whereby
potential suitable research initiatives can begin taking
advantage of this new solution. These must be finalized
and put into a quality management system. The goal of
this programmatic development is to better understand
the nuances of how to select the most valuable and
most mature tools first and get immediate benefit from
the program. In parallel, as a measure of effectiveness
of the program and the tools it produces, we must also
focus on improving the political relationships and
creating solutions that are more immediately usable by
the broader federal community, even while still in the
infant stage. The tools being produced through the test
bed should not be limited to use within DREN and
should also promote the development of (or compat-
ibility with) community-centric capabilities such as
shadow-mirror databases, standardized data structures
and formats, reporting templates, and alert communi-
cations systems. A tool being developed through the JS
test bed may bring to bear components where national
or vendor-specific collections of attack signatures and
threats—like McAfee’s IP Trusted Source or Syman-
tec’s AV database—would benefit the community
greatly and much earlier than traditional procurement
processes afford. A shadow-mirror is a duplication of a
vendor database that receives updates from the vendor
system (being populated by submissions and alert feeds
from all over the world) but then becomes the internal
collection point of new additions discovered in the wild
within the community (rather than reporting them to
the publicly available system). It is called a shadow
because the sensitive information from the environ-
ment is kept internal, but the lessons learned (from
attack) are available from both inside and the Internet
at large. Any tool that is introduced into the test bed
would also be required to create a module for this
central collection and continue to provide updates for
the life of the product, whether it is eventually sold
into the federal market or not.

Conclusion
The DREN Cyber Security Test Bed will provide a

novel environment for testing new cyber security
methods. The following active elements will be
implemented as individual, well-contained modules:
traditional government off-the-shelf intrusion detec-
tion software, traditional commercial off-the-shelf
intrusion detection software, active network perfor-
mance software, and experimental cyber security code.
The test bed will be embedded in a production
network, thereby providing real traffic to all modules
to generate in situ results for comparison, contrast,
and correlation. This collocation of cutting-edge

security with existing security infrastructure (embed-
ded in a production network) will dramatically
expedite the transition of posited network and data
protection concepts to proven adaptive cyber security
algorithms.

The success of the program relies on not only quality
technical implementation but also sound operational
and expectation engineering. Creating processes that
allow for visibility and interaction from security
operations and providing nearly immediate results
back to researchers and operations will solidify the
value of a given tool and the program as a whole.
Bridging the gap between product research and
support for the federal environment in the shape of
new data feeds, comprehensive aggregate analysis, and
response solutions, the goal becomes furthering the
overall process, not just the posture of the enterprise
security architecture. With so many new attack styles
and dimensions, the most valuable outcome of this
project will be the new way of approaching the
problem. C
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Would You Like Vulnerabilities With Your
Computer System?

Richard R. Brooks, Ph.D.

Holcombe Department of Electrical and Computer Engineering,

Clemson University, Clemson, South Carolina

Computer and network development is difficult. Translation of needs into specifications is an

art, as is verifying that a technical design fulfills the specifications. Unfortunately, while these

seemingly intractable problems are necessary for verifying system security, they are not sufficient.

This article presents the difficulty of security verification. The first topic we consider is the

economics of the commercial off-the-shelf market. Unfortunately, economics, more so than

technical issues, is the driving force behind the prevalence of vulnerabilities. The second topic we

examine is that security architectures typically are defined within a limited scope. We discuss the

Secure Sockets Layer and Transport Layer Security technology that is the basis of e-commerce. A

large number of vulnerabilities were disclosed recently that negate its security guarantees.

Finally, we discuss side-channel attacks. Once again, security is circumvented without the need

to directly attack the protocols. Small amounts of information leakage can be used over time to

circumvent well-designed security systems.

Key words: Economics; power analysis attacks; security testing; security vulnerabilities;

side-channel attacks; timing attacks.

C
omputer and network systems are
difficult to reliably design, develop,
and deploy. Specifications are written
to fulfill perceived needs. Verifying
that specifications match those needs

is hard, as is verifying that a design satisfies
specifications. Developing a test regime to verify that
a final hardware system fulfills specifications is
challenging.

When one contrasts hardware with software, there
are many factors that should make hardware harder to
verify than software. Both software and hardware
depend on the logical consistency of their design, but
hardware systems are subject to wear and tear and
degrade over time. Each physical instance of a machine
is of necessity unique owing to manufacturing issues.

Despite this, software systems are typically consid-
ered harder to test and verify. This is often blamed on
complexity. To verify all possible paths through a
software system to check for errors, incompatibilities,
and side effects is not practical since the number of
tests will suffer from combinatorial explosion. Unfor-
tunately, even this prohibitively expensive, exhaustive
testing approach is not adequate as there are bugs that

appear only when a given set of instructions is repeated
exactly multiple times. (Ilja gives examples of security
relevant bugs that surface only after the same
commands are given three times in a row [Ilja 2007].)

There is another reason, beyond system complexity,
that computer systems are insecure. Computer system
security depends on external factors. No matter how
well a piece of hardware or software is designed,
analyzed, and tested; security is hostage to factors a
tester cannot control.

This article explores this problem in some depth.
We look at how and why contemporary computer
system security is compromised from outside. In the
‘‘Economics of computer systems’’ section, we survey
how market economics encourages the production of
insecure and unreliable software and hardware. The
‘‘Security scope’’ section illustrates how a good security
design can be negated by assumptions about its
execution environment. The ‘‘Side-channels’’ section
shows how attackers observing system artifacts can
break security. The test and evaluation community
needs to be aware of these dangers and vulnerabilities.
We close the article with a set of possible counter-
measures.

ITEA Journal 2010; 31: 512–517

Copyright ’ 2010 by the International Test and Evaluation Association

512 ITEA Journal



Economics of computer systems
There is a growing body of research involving

interactions between information security and eco-
nomics (Anderson and Moore 2008). Current market
incentives reward behaviors that do not safeguard the
well-being of the public.

Hardware and software markets have network
externalities: the value of an investment depends in
large part on whether or not other parties make the
same purchase decision (Katz and Shapiro 1985).
These markets are ‘‘tippy’’; miniscule differences in
quality or perception result in major differences in
profitability. In our industry, network externalities
often result in markets where one product dominates.
This explains the historically dominant market posi-
tions of the IBM PC, Microsoft Windows, and Intel
processor architecture (Besen and Farrell 1994). The
need to be the dominant player induces pressure to be
‘‘first to market’’ with new applications. Arriving early
usually tips the market enough to dominate it. In this
‘‘winner take all’’ context, actions that improve product
quality and security, but delay delivery, can be fatal to
an enterprise (Dekel and Scotchmer 1999). Ross
Anderson of Cambridge says: ‘‘If [Bill] Gates had
put proper access controls in [Microsoft] Windows …
from day one … then Steve Jobs would be a very much
richer man …’’ (Anderson 2010).

This is exacerbated by software being a ‘‘lemon
market’’ (Akerlof 1970), with information asymmetry
between buyer and seller. The buyer cannot reliably
distinguish between quality goods and shoddy prod-
ucts. Under these conditions, buyers choose the lower-
priced product. Shoddy products are produced more
cheaply, driving quality products from the market.
Other factors contributing to the poor quality of
computer systems include the following:

N The ‘‘Microsoft Philosophy’’1 of ‘‘we’ll ship it on
Tuesday and get it right by version 3’’ (Anderson
2010) is exacerbated by the ease of distributing
patches over the Internet.

N There is little financial incentive to test rigorously. It
is common to use clients as unpaid software testers
to gradually find errors in programs (Rice 2008).

N Software becomes larger and more complex over
time. New versions are released to increase the
number of features instead of reducing the number
of errors. Since industry perceives that this matches
user demand (Gates 1995), this trend continues in
spite of a survey by the Standish Group indicating
that 45 percent of computer program features are
never used (De Luca 2002).

N End User License Agreements (EULAs) tend to
deny liability for damages due to software

failures. This lack of liability is codified both in
the Uniform Computer Information Transac-
tions Act (UCITA), which is law in Virginia and
Maryland. The Computer Fraud and Abuse Act
(CFAA) passed by Congress in 1984 states, ‘‘No
action may be brought … for the negligent design
or manufacture of computer hardware, computer
software or firmware.’’ (U.S. Congress 1984).

These factors encourage the industry to quickly
produce large quantities of poorly analyzed programs.
There is little financial incentive to do otherwise and
much to gain.

The consequences of poor software quality for
consumers and the economy as a whole are immense.
Dr. David Rice cites National Institute of Standards and
Technology studies showing the annual cost of insecure
software to the United States as conservatively $180
billion2 (Rice 2008). He also cites a market research
survey, which finds that 75 percent of computers
connected to the Internet have been infected and used
to distribute spam. In addition, numerous cases exist
where software errors have proved fatal (Bogdanich
2005, Miller et al. 2010, and Norton-Taylor 2010). The
case of the Therac-25 radiation therapy machine, where
a faulty user interface resulted in patients being fatally
irradiated, is a frequently cited case of a fatal computer
software bug (Miller et al. 2010).

In summary, security requires extra time and money.
A lack of security is hard to detect and quantify, but a
higher price tag is obvious. These market forces
displace high-quality products with insecure and
dangerous ones. The purchase price is less, but the
cost resulting from lost information, time, and lives is
greater.

Security scope
We now consider systems that are designed to be

secure. These designs are subjected to rigorous peer
review, implementations are widely used and tested,
errors are exposed, and patches are quickly distributed.
This sounds like the ideal approach. A good example is
the ssl (secure sockets layer), now known as tls
(transport layer security). This is the basic security
infrastructure relied on by e-commerce applications.
Ssl/tls currently provides little real security, because it
relies on assumptions that do not hold in practice.

When an ssl/tls session starts, the client and server
exchange authentication certificates that establish
identity and provide public keys. Authentication
certificates are cryptographically signed to ensure their
authenticity. The public keys encrypt messages that are
exchanged to securely establish a session key, which is
used to encrypt the rest of the session. More details can
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be found in Nicholls and Lekkas (2002). The protocol
has been thoroughly analyzed, and we may assume it is
cryptographically sound. So, why isn’t it secure?

The first problem is that network routing is insecure.
Internet protocol (IP) addresses are found using the
Domain Name System (DNS). DNS is not secure
(Kaminsky 2008a, 2008b, 2009b; Young and Aitel 2004).
It is possible to create rogue DNS servers or to introduce
fake DNS entries into the local DNS cache. This is
exacerbated by the ability to poison the Address
Resolution Protocol (ARP) cache (Young and Aitel
2004). There are also implementation problems like the
flaw that was corrected in 2009 (Kaminsky 2008a).

In principle, the use of X.509 certificates makes up
for the DNS being insecure. Certificates are crypto-
graphically signed by a trusted third-party certificate
authority (CA) to establish the identity of each party
without doubt; however, most sites use self-signed
certificates, which do not establish identity (Kaminsky
2009a). Some CAs sell certificates without verifying
the purchaser’s identity (Molnar et al. 2009), violating
the assumptions on which ssl/tls is based). But ssl/tls is
backwards compatible with outdated cryptographic
techniques that allow certificates to be forged (Molinar
et al. 2009). In addition, popular browsers accept
certificates from more than 200 root CAs, including
foreign governments (Soghoian and Stamm 2010).

Ssl/tls security can be circumvented in other ways as
well. When a certificate is requested, it is valid to tell
the other party to try again later, and later, and later …
(Marlinspike 2009a, 2009b). Ssl/tls is mainly used in
tunneled html sessions. There are tools available that
perform man-in-the-middle attacks on these html
sessions and that are almost impossible to detect
(Marlinspike 2009b; Soghoian and Stamm 2010). A
bug was fixed in 2009 where node names with
embedded null characters allowed nodes to masquerade
as other nodes; for example, msnbc could have
legitimately created a valid ‘‘www.foxnews.com\0.
msnbc.com’’ certificate that every browser would have
accepted (Marlinspike 2009b).

The basic problems of ssl/tls all come from elements
external to its main design including

N relying on other insecure protocols,
N assuming due diligence by third parties,
N having no verification that software tools are

correctly implemented, and
N having incomplete protocol specification.

Side-channels
Side-channel attacks exploit information gained

from monitoring a system’s physical environment.
Since they are frequently used against cryptography,

we discuss attacks on cryptographic algorithms to
illustrate this problem. The mathematics of crypto-
graphic algorithms is analyzed minutely to avoid any
information leakage, but side-channels exploit imple-
mentation details of the protocol that inadvertently
leak information about keys and/or cleartext data.
Well-known side channels include timing, power
consumption, and electromagnetic emanations (tem-
pest). The doctrine of red–black separation has been
developed to combat side-channel vulnerabilities.
Secure processing is performed using strictly separated
power infrastructure, frequently within a Faraday cage.

Power analysis side-channel attacks use variations in
power consumption of different operations. The power
consumption of an operation depends on the inputs.
Different operand values cause different switching
activities in the memory, buses, datapath units (adders,
multipliers, logical units), and pipeline registers of
processors. Among these components, the processor
datapath and buses exhibit more data-dependent
energy variation than memory components (Ye et al.
2000). Power analysis attacks have varying degrees of
sophistication. Simple power analysis (SPA) (Kocher,
Jaffe, and Jun 1998) uses only a single power
consumption trace for an operation. From this power
trace, an attacker can identify the operations performed
(e.g., whether or not a branch at point p is taken, or if
an exponentiation operation is performed). Combining
power consumption information with knowledge of
the underlying algorithm can be used to reveal the
secret key. Differential power analysis (DPA) is a
common higher-order power analysis approach. This
scheme uses power profiles from several runs and uses
the data-dependent power consumption variation to
break the key (Kocher, Jaffe, and Jun 1998). In Goubin
and Patarin (1999), the secret key is guessed by using
1,000 sample inputs and their corresponding 1,000
power consumption traces. Many researchers have
investigated the potential for both invasive and
noninvasive attacks. An overview of these techniques
is presented in Dhem and Feyt (2001) and in
Kommerling and Kuhn (1999). Kocher, Jaffe, and
Jun (1998) provide a detailed description of the SPA
and DPA techniques. The difference between these
two attacks is that DPA is more sophisticated and
involves statistical analysis using a larger sample set.

Timing side-channel attacks exploit time artifacts of
computational systems. For ssh, one timing side-
channel attack exploits the fact that interactive mode
transmits one packet per keystroke. Due to the layout
of keys on the QWERTY keyboard, some key pairs are
typed more quickly than others. Statistical analysis of
this information can identify sequences of keystrokes.
In Song, Wagner, and Tian (2001) they manually
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construct a hidden Markov model (HMM) for
harvesting passwords from interactive ssh sessions.
For noninteractive sessions, timing attacks can exploit
the fact that ssh pads only to 8-byte boundaries to infer
approximate payload lengths. A similar methodology is
used in (Zhu et al. 2005) to thwart the anonymity
provided by mixing networks such as Tor. If attackers
can eavesdrop at mixed network entry and exit points,
they can collect interpacket timing information. In
Zhu et al. (2005), interpacket timings of all entry and
exit points are cross-correlated to calculate the mutual
information between all entry–exit pairs. This tech-
nique reliably identifies the correct communications
paths using sample sizes on the order of seconds to tens
of seconds. Surprisingly, this attack works better on
larger networks than on smaller ones.

A divide and conquer approach can use power
difference for Advanced Encryption Standard (AES)
encryption done with two different secret keys to crack
the secret key within hours. We developed a hardware/
software co-design approach to foiling this attack
(Brooks et al. 2005; Saptura et al. 2003). Dual rail logic
can process all data and its complement. This results in
a flat power consumption profile no matter which
cleartext and secret key are used. It also consumes over
80 percent more power and generates over 80 percent
more heat. We added tags to the compiler, signaling
which variables to secure. All data derived from those
variables use dual rail ‘‘secure instructions.’’ The use of
compiler tags results in only a 15 percent energy
consumption overhead.

For timing side-channels, as described in English
and Hamilton (1996), we use HMMs to observe state
transitions and infer semantic information from timing
data. Unlike English and Hamilton, our approach
requires no a priori knowledge of system structure. The
HMM can be inferred directly from observed data. In
addition, we can detect interactively whether or not we
have collected enough training data to adequately learn
the system. In our recent research, we have extended
these attacks by inferring HMMs directly from
observed process behaviors (Brooks et al. 2009;
Schwier 2009). HMMs have been inferred that detect
the language being used in interactive ssh sessions
(Bhanu 2010), detect protocols being used in tunneled
communications (Bhanu 2010; Craven 2010), and
violate the privacy goals of Tor (Craven 2010).

This means that security verification cannot be
limited to analyzing the attacks that an approach was
designed to counter. Verification also needs to analyze
all detectable consequences of system use. This,
unfortunately, puts the test community in a position
where they need to be somewhat omniscient. The
Department of Defense strategy of red–black separa-

tion that physically isolates secure components makes a
lot of sense in this regard. It is, however, not applicable
to systems like the Global Information Grid.

Conclusions and
suggested countermeasures

Our final conclusion is that security verification may
be more challenging than designing and implementing
secure systems. The deck is stacked against test and
verification in many ways:

N The fact that a company is still in business almost
guarantees that their computer hardware and
software are insecure.

N It is not enough to verify the security of the
system under test, constant vigilance is required
to verify that all assumptions about external
factors are valid.

N Even if a system fulfills all the given security
requirements, it is quite likely that it leaks
information in subtle ways that can be exploited.

The mathematics of cryptography is ‘‘almost never’’
the weak link in system security Ferguson and Schneier
(2003). Systems are compromised more often through
either social engineering or implementation errors.
Unfortunately, implementation errors and human
gullibility are difficult factors to test.

Some countermeasures are possible, however. While
individual consumers in the open market are unable to
distinguish between valuable and shoddy products, the
testing community could perform a valuable service by
demanding accountability and financially punishing
producers of vulnerable systems. This could tip the
market in a positive direction.

Verification needs to account for all aspects of the
system. If a system depends on external authentication
of participants, care needs to be taken that certification
authorities are reputable and accountable. Protocols
need to have conformance tests. Due diligence by all
parties must be assured.

Side-channel attacks can be nullified by normalizing
resource usage. If implemented naively, this is prohib-
itively expensive. Our work in Brooks (2005) shows,
however, that it is possible to do this in a targeted
manner to reduce overhead. For smart-card applications,
our approach requires 15 percent additional overhead.

When verifying security, care must be taken not to
simply verify advertised security features. It is necessary
to analyze the entire ecosystem of the application. C
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Endnotes
1References made to Microsoft Corporation should not be interpreted as

stating or implying that their approach to software construction is worse

than elsewhere. These references are due more to Microsoft adapting

properly to its environment and being more successful than competitors.
2Rice 2008 estimates losses from Hurricane Katrina to be approxi-

mately $100 billion.
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Test and Evaluation of WiMAX Performance Using Open-
Source Modeling and Simulation Software Tools

Anthony Leclerc, Ph.D. and Michelle Crosby

SPAWARSYSCEN Atlantic, North Charleston, South Carolina

Recently, various efficient WiMAX quality of service–based uplink scheduling algorithms have

been proposed. These algorithms have been analyzed theoretically and in many cases evaluated

unilaterally using ad-hoc random simulation. A novel integration of open-source and freeware

modeling and simulation software tools for performing comparative analysis of uplink

scheduling algorithms is presented. This integrated open-source modeling and simulation

solution is used to evaluate the effect on performance of various uplink scheduling algorithms

within a real-world quality of service–constrained tactical-edge scenario.
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T
he Institute of Electrical and Electron-
ics Engineers (IEEE) 802.16 standard
(IEEE 2004; IEEE 2006), also known
as Worldwide Interoperability for Mi-
crowave Access (WiMAX), includes

specifications for fixed and mobile broadband wireless
access (BWA). Deployment of WiMAX is particularly
attractive in tactical military settings where ‘‘cells’’ of
high-data rate wireless connectivity must be established
rapidly and relatively inexpensively (see Figure 1).

The 802.16 standard prescribes several quality-of-
service (QoS) classes, which help ensure the reliability
and timeliness of critical tactical edge (TE) applica-
tions such as voice over internet protocol (VoIP), real-
time situational awareness (SA), and command and
control (C2).

A typical configuration for WiMAX, called point-
to-multipoint (PMP) mode, involves two types of
communication stations: (a) base station (BS) and (b)
subscriber stations (SS). The BS (perhaps located at
the command center) regulates all communication in
the cell network. Data are transmitted from the SS to
the BS in the uplink direction and from the BS to the
SS in the downlink direction. Sagacious allocation of
available bandwidth ‘‘slots’’ in the uplink direction is
crucial to QoS of WiMAX at the TE.

The amount of bandwidth each SS is allowed to
have in the uplink direction is dynamically determined
by the BS in the form of an ‘‘uplink scheduling
algorithm’’ (Khalil and Ksentini 2007; Belghith and
Nuaymi 2008). This algorithm is not specified in the

802.16 standard, thus giving WiMAX implementers
the option of choosing, or even designing, optimized
uplink schedulers that meet specific needs. For
instance, one may seek to maximize the system
throughput while maximizing the number of trans-
mitted data packets with hard deadlines. An efficient
uplink scheduling algorithm at the TE should consider
the QoS constraints imposed by characteristic TE
application traffic while seeking to maximize the
throughput of the system (Yu 2008; Pishdad and Rabiee
2008; Piro et al. 2010; Wongthavarawat and Ganz 2003;
Mohammadi, Akl, and Behnamfar 2008b).

Figure 1. Simple tactical-edge Worldwide Interoperability for
Microwave Access (WiMAX) depiction.
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Approaches
Test and evaluation (T&E) of WiMAX QoS using

existing and proposed uplink scheduling algorithms
requires an environment flexible enough to select and
implement different uplink schedulers. A field test
with physical hardware utilizing field-programmable
gate arrays (FPGAs) with the ability to reprogram new
uplink schedulers is theoretically possible. Currently,
however, most equipment used for WiMAX field tests
within the Department of Defense (DoD) do not
contain FPGA components. In addition, few testers
possess the requisite expertise with hardware descrip-
tion languages (HDLs) and programing tools in order
to program FPGAs. Even given FPGA-endowed
equipment, HDL tools, and programmer resources,
field testing of alternative WiMAX QoS configura-
tions and algorithms would be cumbersome and costly.

A more flexible, rapid, and cost-effective way to test
and evaluate WiMAX QoS is to use discrete event
simulation, a high-fidelity form of modeling and
simulation (M&S). A discrete-event network simulator
emulates the behavior of an interconnected network
and applications, including detailed processing through
all layers of the protocol stack. In the case of WiMAX,
this should include an accurate media access control
(MAC) and physical layer (PHY) implementation of
the 802.16d and 802.16e specifications with PMP
mode and the Wireless Metropolitan Area Network
Orthogonal Frequency–Division Multiplexing (MAN-
OFDM) PHY layer. These two specifications are also
known as fixed and mobile wireless, respectively.
Examples of network simulators that claim to accu-
rately implement the 802.16d/e standards include ns-
2/ns-3 (NSNAM), OPNET (OPNET Technologies,
Inc.), and QualNet (Scalable Network Technologies).

Two important requirements for our T&E of
WiMAX QoS with new and existing uplink schedul-
ing algorithms are cost and modifiability. The two
simulators ns-2 and ns-3 are open-source. For
comparison, OPNET is proprietary software requiring
the purchase of multiple licenses and support options at
a current cost approaching $60K. An integrated
graphical user interface (GUI) is lacking in ns-2/ns-
3, requiring C/C++ programming in order to configure
the simulation. OPNET, on the other hand, possesses
a mature and intuitive GUI for configuration.

Cost and ease of configuration aside, the greatest
argument for using an open-source simulator is the
ability to modify and add source code. T&E of existing
and proposed uplink scheduling algorithms requires
the ability to incorporate a significant amount of logic
into the simulator that goes beyond simple configura-
tion. Proprietary M&S tools may offer the user a
limited ability to configure ‘‘built-in’’ algorithms or add

some process code but often provide no mechanism to
significantly modify existing algorithms or implement
new algorithms. When such a provision is available,
the modification or implementation of the algorithm is
realized as C or C++ code.

Solution components
We propose and utilize integrated solution archi-

tecture for T&E of WiMAX performance on QoS-
constrained TE traffic (see Figure 2). The solution
represents a loose coupling of five open-source and
freeware software tools. We briefly describe each of the
five tools in this section and, where relevant, address
validation acquirements.

ns-3
The ns-3 simulator was selected because it is actively

developed on multiple fronts, written entirely in C++,
and has a rich set of WiMAX modules. Initial funding to
develop ns-3 was provided, in part, by the National
Science Foundation in 2006. Since then, the ns-3
development effort has attracted the support and interest
of several major academic departments and organizations
including the Electrical and Computer Engineering
Department at the Georgia Institute of Technology, the
Electric Engineering Department at the University of
Washington, and the Google Summer of Code.

Ns-3 consists of a simulation core engine, a set of
models, example programs, and tests. The ns-3 testing
environment provides model validation and testing tools
and encourages the publication of validation results.
Characteristics of the ns-3 development effort include

N strict implementation of IEEE specifications;
N broad international use and contribution;
N continuous academic, corporate, and public

scrutiny of the source code;
N academic ‘‘validation’’ through published articles

and conference presentations; and
N extensive testing.

Figure 2. Integrated architecture.
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A search on the Association of Computing Ma-
chinery (ACM) portal for articles involving the
keyword, ‘‘ns-3’’, identifies nearly 500 articles. Search-
ing with the additional keyword, ‘‘WiMAX’’ yields 20
articles spanning respected conferences such as SI-
MUTools, WICON, SIGOPS, SIGCOMM, AAA-
IDEA Interperf, and ValueTools.

It is difficult to guarantee the correctness of large-
scale software simulators, including commercial simu-
lators. Rather, qualities such as those listed above build
confidence in the simulator’s correctness, including
validation and verification.

In the language of the ns-3 documentation (ns-
developers@isi.edu 2010), ‘‘ns-3 must be correct,
robust, performant and maintainable.’’ In summary,
each of these test criteria is addressed as follows (with
excerpts from the ns-3 testing documentation):

N Correct: ‘‘The ns-3 testing environment provides
tools to allow for both model validation and
testing, and encourages the publication of
validation results.’’

N Robust: ‘‘The ns-3 testing environment provides
tools to allow for setting up and running test
environments over multiple systems (buildbot) and
provides classes to encourage clean tests to verify
the operation of the system over the expected
‘‘domain of applicability’’ and ‘‘range of accuracy.’’

N Performant: This is a concise neologism that is
used to describe the design goal that ns-3 must be
‘‘powerful and fast enough to get the job done. In
the ns-3 test framework, we provide support for
timing various kinds of tests.’’

N Maintainable: ‘‘The ns-3 testing framework
provides tools for automating the process used
to validate and verify the code in nightly test
suites to help quickly identify possible regres-
sions.’’ These regressions include local regres-
sions, remote regressions, unmasked regressions,
and performance regressions.

Radio Mobile
As mentioned, ns-3 lacks a GUI. This condition not

only diminishes usability but also denies the user the
ability to graphically specify network topologies. A
freeware tool called Radio Mobile (RM) (Coude n.d.)
exists that predicts the performance of a radio system
by using digital terrain elevation data. RM additionally
provides a GUI for the layout of wireless network
devices on top of a rendered topography. The output of
RM can be used to configure ns-3 for more realistic
scenarios, which include topology, distance, and signal
properties.

RM is based on the U.S. Department of Commerce
National Telecommunications and Information Ad-
ministration Institute for Telecommunication Sciences
(NTIA/ITS) Irregular Terrain Model (ITM) (Long-
ley-Rice). This software has been in use since 1988.
RM’s publication history is less extensive than ns-3,
with only a few articles appearing in Radcom (Brown
2006) and AntenneX (Brown 2009). Comprehensive
T&E of RM is not present in the literature. However,
our use of RM is intended to more accurately
characterize the environment in which our TE scenario
will be deployed. We are interested in the following
output from RM:

N topology of the TE scenario,
N accurate distance measures between BS and SS,

and
N approximate radio propagation qualities.

We have validated the output of the first two items
by inspection. Furthermore, RM provides a three-
dimensional view of the BS and SS stations as well as
vectors illustrating, with color, the signal loss as a result
of the environment. This interface provides a quick
‘‘sanity check’’ of the outputted numerical results. Since
the built-in ns-3 propagation model is the only other
environment model we have available, the reasonable
approximation of radio propagation produced by RM
is a significant improvement.

Gnuplot
Gnuplot is an open-source cross-platform com-

mand-line–driven graphing utility. It was created for
visualization of mathematical functions and data
interactively and has been under active development
since 1986. Gnuplot is used extensively in the scientific
community. A search on the ACM portal for articles
involving the keyword, ‘‘gnuplot’’, identifies nearly 300
articles. Our use of gnuplot is for the two-dimensional
visualization of performance metrics such as through-
put.

Net-Measure
Net-Measure (code.google n.d.) is a C++ class that

‘‘wraps’’ the performance monitoring capability of ns-3
(FlowMonitor) into an easy-to-use interface. In
addition, Net-Measure provides interval-timed cap-
tures of network metrics so that performance plots can
be visualized (with gnuplot) over time. The imple-
mentation of the class is one C++ file.

As Net-Measure relies on the correctness of the ns-3
FlowMonitor, a personal review of the single source
file implementation was sufficient to verify the
correctness of the implementation. We validated, to
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our satisfaction, the results of Net-Measure on three
‘‘built-in’’ WiMAX examples within ns-3.

Python script
A Python script is utilized to translate the output

results of RM into a more succinct text form that will
be imported into our ns-3 simulation. This script is
short, and its correctness is easily verified by observing
the source code. We validated the correctness of the
results by comparing the translated output with the
input from RM.

Integrated solution details
Figure 2 illustrates the integration and coordination

of the various tools described in the previous section.
We now describe the flow through this solution
architecture with a specific TE use case.

A likely deployed isolated squad WiMAX cell
scenario was obtained from the Communications-
Electronics Research, Development, and Engineering
Center (CERDEC) (see Figure 3). The topology of
this deployment is not atypical of general WiMAX
topologies, including commercial layouts. CERDEC
also supplied simulated traffic; characterizing traffic
types, rates, QoS priorities, and timings for a squad
deployment.

The traffic data from CERDEC is not real data, but
rather representative data obtained from the traffic
generation tool, TGEN. The data has been ‘‘sanitized’’
for security reasons but still represents a realistic TE
traffic flow pattern with multiple QoS constraints,

including situational awareness, command and control,
and voice.

Our integrated solution commences with the layout
of a squad topology in a selected region using RM [1]
as shown in Figure 2. The output of RM is then
converted with a python script into a form amenable to
ns-3 [2]. A simulation run consisting of the custom use
case [8], Net-Measure module [4], and a command-
line–specified uplink scheduler [5] is initiated. The
plot output results of the ns-3 simulation are then
viewed using the Gnuplot utility [7].

This integrated solution is not unwieldy. Since we
are concerned with the impact of the uplink scheduling
algorithm on throughput (with QoS constraints), steps
[1] and [2] need only be performed once. Components
[3, 4, 5, 6, and 8] are either ‘‘hardwired’’ into the code,
or automatically configured/selected as a result of the
input. Only step [7] needs to be performed separately
after each simulation run.

Results
Figure 4 compares the performance of three differ-

ent scheduling algorithms. The graph is a preliminary
comparison graph we constructed utilizing a simplified
simulation. We initially coded this simple simulator to
verify the results of one particular published article
(Mohammadi, Akl, and Behnamfar 2008b), which
demonstrated an ‘‘optimal’’ uplink scheduling algo-
rithm in the form of a modified 0/1 Knapsack problem.

The simple simulation compares the different
scheduling algorithms in a theoretical manner in that

Figure 3. Worldwide Interoperability for Microwave Access (WiMAX) platoon configuration.
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the vast majority of the WiMAX infrastructure and
protocols are not modeled. For instance, protocol
stacks, specific application data, and propagation
characteristics are not modeled. The simple simulator
consists of less than 1,000 lines of code and is typical of
many simulations that appear in journal articles
comparing WiMAX scheduling algorithms (Moham-
madi, Akl, and Behnamfar 2008a, 2008b; Wong-
thavarawat and Ganz 2003).

From Figure 4, we see that as the number of packets
waiting to be sent (queued) at the SS grows, then the
different algorithms distinguish themselves by per-
forming better or worse in terms of the number of
packets actually sent. Theoretically speaking, it appears
that Algorithm 3 is superior.

The TE-use case consists of a set of nine squad
member SS and one control center BS (see Figure 3).
In this figure, the BS is depicted as a parabolic antenna
with the label SQD_BS. All other icons on the map
are squad members. A green connecting line between
the BS and an SS indicates a high-quality signal
strength radio link. The distance between the BS and
each SS ranges from 14 km to 32 km. Each SS consists
of a 2-meter high omnidirectional antenna and uses
Binary Phase Shift Keying (BPSK) 1/2 modulation.
Three different uplink scheduling algorithms were
evaluated.

Simulation results using the TGEN squad traffic
with multiple scheduling algorithms indicated no
difference in performance. Figure 5 summarizes the
results of the comparison by measuring the throughput
over time for traffic between two arbitrary nodes. All
three uplink algorithms yielded similar throughput.
Performance between other pairs of nodes behaved
similarly.

For this TE scenario, the results of our simulation
indicate that any uplink scheduling algorithm can be

used with no significant change in performance. These
results don’t contradict the simple simulation results.
Rather, they simply indicate that, for this scenario, the
choice of uplink scheduler is not a factor on
performance.

We note that the nature of the TGEN squad traffic
is fundamentally multicast. Though ns-3 supports
multicast within many models, the documentation is
unclear about how to establish multicast groups
attached to a BS. The results presented here substitute
unicast traffic in place of multicast traffic. Neverthe-
less, we expect the results to be the same, as the traffic
volume in the uplink direction would not increase
significantly.

Conclusion and future work
We have demonstrated integrated solution architec-

ture for T&E of WiMAX performance on QoS-
constrained TE traffic using open-source modeling
and simulation tools. The solution is general in that it
can be applied to other WiMAX performance-
affecting variables such as modulation type, radio
frequency, terrain profiles, and traffic type.

For the specific TE squad use–case we investigated,
the choice of uplink scheduling algorithm resulted in no
detectable degradation in performance. Our belief is that
the limited volume of the TGEN squad traffic does not
saturate the available bandwidth in the uplink direction.
Thus, algorithms that seek to optimize bandwidth
allocation perform no better than simple algorithms.
With larger-scale scenarios involving more loquacious
network applications, we anticipate differences.

We identify five promising avenues for continued
work using this architecture. First, the characteristic
multicast nature of TE communications should be
modeled. The multicast facility is present in ns-3 but
requires further research to determine how to use it at a

Figure 4. Simple simulation results. Figure 5. Net-measure results.
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WiMAX BS. Second, larger-scale simulations, perhaps
at the platoon or even battalion level, can be pursued.
Third, WiMAX TE scenarios involving a broader
range of applications exhibiting greater traffic volume
and more varied QoS constraints can considered. Such
a set of applications might include tactically important
text chat, white board, streaming video, and applica-
tion sharing. Fourth, a level of validation can be
obtained by implementing the same scenario in
another simulator (e.g., OPNET). Fifth, the develop-
ment of a GUI to ‘‘seamlessly’’ integrate the various
open-source and freeware tools would be a useful
endeavor.1 C
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Realistic testing of chemical and biological defense systems requires an actual warfare agent. But

use of such an agent is restricted to laboratory containment chambers, which are not realistic.

This state of affairs has driven the chemical and biological defense community to integrate

developmental testing and operational testing. Systems are challenged with both agent and

simulant in laboratory containment chambers during developmental testing. A simulant is a

substance that resembles the agent from the perspective of the system under test. A three-step

procedure is described in this article to relate performance when challenged with simulant

during operational testing to performance when challenged with agent. The procedure is based

on classical logistic regression and judgment. If there is no statistical difference in performance

between the agent and the simulant, then the results of the field test with the simulant can be

used to predict agent performance. If there is statistical difference in performance between the

agent and the simulant, but that difference is small and the system under test performs better

when challenged with the agent than with the simulant, then the simulant performance is a

lower bound to agent performance. What is defined as small difference is a matter of judgment.

A graphical method is provided to provide insight as to the magnitude of the difference. In all

other cases, the logistic regression can be used to predict performance based on operational test

challenge concentrations and other parameters from the operational test.

Key words: ALO; chemical and biological defense systems; detector; evaluation; logistic

regression; simulant.

A
n Operational Test (OT) is intended
to be a realistic representation of how
the system under test will be used by
its intended operators in the intended
operating environment. An OT in-

cludes actual warfighters executing combat missions
and using the system under test in the same manner
that they would use it in combat. Realistic testing of
chemical and biological defense systems requires the
use of an actual warfare agent. However, because of
treaties, public laws, and a desire not to harm test
participants, testers, the general public, or the envi-
ronment, neither chemical warfare agents nor biolog-
ical warfare agents are released during operational tests
or any field test. Testing with an actual warfare agent is
restricted to the laboratory in containment chambers.

Unfortunately, these containment chambers are not
realistic environments. This state of affairs has driven
the chemical and biological defense community to
integrate agent chamber Developmental Testing (DT)
with OT (Holman and Berkowitz 2009).

There are three methods by which the chemical and
biological test and evaluation community combines or
integrates the realism of actual biological or chemical agent
chamber testing with the realism of actual warfighters
executing missions in combat like environments. These
three methods are (a) conducting DT with systems before
and after OT, (b) modeling and simulation, and (c)
developing agent–simulant relationships (Holman and
Berkowitz 2009). A simulant is a relatively harmless
substance that has some of the properties of agents and can
be released into the environment.

ITEA Journal 2010; 31: 525–530
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Conducting agent DT with systems before and after
OT can provide keen insight into determining whether
using a system in the operational environment will
degrade its performance. This type of testing has been
used most extensively with protective garments. New
Joint Service Lightweight Integrated Suit Technology
(JSLIST) protective garments and JSLIST garments that
went through 15, 30, 45, and 60 days of OT wear were
tested in DT. The DT included swatch tests with liquid
and vapor chemical warfare agent and whole system tests
with simulant. As a result of this testing, curves were
developed that predicted degradation in protection based
on the amount of wear (Musgrave et al. 1997).

Modeling and simulation were used to integrate
developmental agent chamber tests with simulant OTs
for the Joint Service Lightweight Standoff Chemical
Agent Detector (JSLSCAD). The JSLSCAD perfor-
mance was modeled with a hierarchy of three models:
(a) a vapor cloud model, (b) a scanning model, and (c)
the JSLSCAD model. During the validation and
verification process, the model accurately predicted
performance of the JSLSCAD when challenged with
simulant in open air field tests. The modeling and
simulation effort was the backbone of the JSLSCAD
performance evaluation (Holman et al. 2007).

Modeling and simulation was also used to evaluate the
Joint Biological Standoff Detector System (JBSDS). In
this effort, field measurements of the cross-sectional
infrared back scatter, ultraviolet backscatter, and ultra-
violet florescence of simulant were replaced with
laboratory measurements for actual agent and were
played back in the system software using the other
parameters that were recorded in the system software
during simulant release (Shirakawa et al. 2008).

Early efforts at developing an agent–simulant rela-
tionship were simply to bound a detector’s performance
against an agent with its performance against two
simulants (Musgrave et al. 1997, 2000). Fitch et al.
(2004) recommended developing both better methods to
perform an agent–simulant relationship and better
biological simulants. He proposed using simulants that
are phylogenetically similar to the agents. These Agents
of Like Origin (ALO) include the vaccine strains.

This article describes an approach based on logistic
regression and judgment to develop an agent–simulant
relationship and combine chamber agent test results
with OT results, so that an operationally relevant
evaluation can be made on chemical warfare and
biological warfare agent detectors. This approach was
used and is currently being used to evaluate the Joint
Biological Point Detection System (JBPDS) (Holman
et al. 2008; Moe et al. 2010). Biological warfare agent
LE and its ALO-killed simulant are used as an
example throughout this article.

Concentration
At some high concentration of an agent, a detector

will always detect that agent. This high concentration
is above the detection threshold, and the probability of
detection is unity. At some low concentration of an
agent, a detector will never detect that agent. This low
concentration is below the detection threshold, and the
probability of detection is zero. As the concentration of
agent increases from a level that is undetectable, the
probability of detection increases. The probability of
detection as a function of concentration tends to be s-
shaped or a sigmoid as depicted in Figure 1. There are
many different sigmoid functions, but the logistic
regression model is especially useful to model detection
performance (Holman and Berkowitz 2009).

Concentration is the independent variable that has
the most pronounced effect on detector performance
(Holman and Berkowitz 2009).

As a general rule of thumb, the sigmoid curve is
steeper (or vertical) in the laboratory than in the field.
This is likely because chamber air when filtered lacks
many of the impurities found in the environment. The
impurities increase the variability in the detector
performance. In addition, there is less measurement
error, and hence less variability of response in a
chamber than in the field environment.

Agent–simulant relationship procedure
The procedure described here involves testing the

detector with an agent and a simulant in a chamber at
various concentrations, so that a logistic regression
model can be developed. The procedure then consists
of three steps:

N Step 1: test of hypothesis – Test to see if there is
any statistical difference between the performance
of the detector when challenged with a simulant
or agent in the laboratory. Ensure that sample
sizes are sufficient to adequately control error. If
there is no statistical difference in the perfor-
mance of the detector challenged with agent or
simulant, then use the simulant to predict
detector performance without a transformation.

N Step 2: analysis of the difference – If step 1
demonstrates that detector performance when
challenged with agent is statistically different
from its performance when challenged with
simulant, determine both the directionality and
magnitude of the difference. If detector perfor-
mance for an agent is always better than
performance against a simulant, and if the
difference is judged not to be too great, then
field performance against a simulant can be used
to form a lower bound of performance. If the

Holman & Loerch
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detector performs well enough against this lower
bound, we know that the detector will perform
better against the agent.

N Step 3: For all other cases, use the logistic
regression model to predict performance.

Step 1: test of hypothesis
For the JBPDS LE example, the hypothesis is as

follows:

N Ho: JBPDS performance is the same with either
killed LE ALO or live LE agent.

N Ha: JBPDS performance with killed LE ALO is
different from its performance with live LE
agent.

A classical logistic regression statistical model was
constructed for the probability of detection as a
function of concentration to determine if the JBPDS
detection performance differed between the agent LE
and the killed LE ALO simulant. The random
component is binary 0 or 1 for no detection or
detection (also no identification or identification),
respectively. The explanatory variables for this model
are agent or simulant concentration, and agent or
simulant. The Detection Model is as follows (Allison
1999; Agresti 1996; Hosmer and Lemeshow 1989):

logit pð Þ~log p= 1{pð Þð Þ~azb1Szb2x

P detectjx,Sð Þ~eazb1Szb1x
�

1zeazb1Szb2x
� �

,

where p 5 probability of detection; a 5 shift

parameter; S 5 1 if live agent, 0 if killed ALO; b1 5

agent flag shape parameter; x 5 concentration; and b2

5 concentration shape parameter.
For this model, hypothesis is now equivalent to

# Ho: b1~0
# Ha: b1=0

The test statistic is the likelihood-ratio test statistic:
{2 log L0=L1ð Þ~{2 L0{L1ð Þ, where L0 is the like-
lihood function without b1, and L1 is likelihood
function of the full model. This test statistic is chi-
squared with degrees of freedom equal to the difference
in the number of parameters between the two models.

As can be seen in Table 1, JBPDS detection
performance when challenged with a live LE biological
warfare agent is statistically different from its detection
performance when challenged with killed LE ALO
simulant (P value 5 .0437). Also, as would be expected,
detection performance is a function of concentration
(P value 5 .0161) (Table 1). The Maximum rescaled
R-squared is 0.8077 for this model. Live LE and killed
LE ALO detection results are based on 62 challenges at
various concentrations. The Hosmer and Lemeshow
goodness-of-fit test chi-square value is 0.3962 with 6
degrees of freedom, which produces a P value of .99.
The deviance goodness-of-fit statistic is 14.50 with
56 degrees of freedom and a P value of .99. Neither
goodness-of-fit test is statistically significant, which
suggests that the model is a reasonable fit.

It is interesting to note, that the difference in
detector performance between the LE agent and killed

Figure 1. S-shaped or sigmoid curve depicting the relationship between agent detection and agent concentration.
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LE ALO simulant is caused by an inherent difference
in the detection of the LE agent and LE ALO and is
not caused by the killing process. There is no
significant statistical difference in how JBPDS detects
live LE agent or killed LE agent (P value 5 .4564).
Nor is there any significant statistical difference in how
JBPDS detects live LE ALO or killed LE ALO (P
value 5 .6447). There is, however, a significant
statistical difference in detector performance between
live LE agent and live LE ALO (P value 5 .0335).

Since detector performance when challenged with
agent is statistically different from its performance
when challenged with simulant, we proceed to step 2 to
determine both the directionality and magnitude of the
difference. Actually, regardless of the outcome of the
statistical test, step 2 provides insight as to the nature
of the agent–simulant relationship.

Step 2: analysis of the difference
Since the dependent variable is binary, detect or fail

to detect, many of the traditional plots used to provide
insight into linear regression are of minimal benefit.

Keen insight may be provided by creating a function
that is the difference between the predicted probability
of the detecting agent–given concentration and the
predicted probability of the detecting simulant–given
concentration and plotting that function against
concentration. In our LE example, we create the
following function:

LE DIF~P Detect LEjConcentrationð Þ
{P Detect Killed LE ALOjConcentrationð Þ:

Figure 2 depicts a plot of LE_DIF and concentration.
The X axis on this chart has been shifted to create an
unclassified figure.

From this plot the following can be determined:

N The simulant-killed LE ALO accurately predicts
detector performance for LE agent at high and
low concentrations.

N The maximum difference in expected detection
performance between challenges of LE and killed
LE ALO is 0.62.

N The difference in the probability of detection
between live LE and killed LE ALO

# exceeds 0.60 over a range of 5 Agent Containing
Particles per Liter of Air (ACPLA),

# exceeds 0.20 over a range of 23 ACPLA.

N Detection performance when challenged with
agent LE is greater than when challenged with
LE ALO at the same concentration.

It is not surprising that the simulant-killed LE ALO
accurately predicts detector performance for LE agent
at high and low concentrations. At some low
concentration, the JBPDS can detect neither killed
LE ALO nor LE agent; hence the difference is zero.
At some high concentration, the JBPDS always detects
both the killed LE ALO and LE agent; hence the
difference is zero.

The maximum difference in expected detection
performance between challenges of LE and killed LE
ALO is 0.62. Since the maximum value of a probability
is unity, 0.62 is quite large.

The difference in the probability of detection
between live LE and killed LE ALO that exceeds
0.60 occurs over a concentration range of 5 ACPLA.
The difference in the probability of detection between
live LE and killed LE ALO exceeds 0.20 occurs over
a concentration range of 23 ACPLA. Both of these
concentrations are quite small. A difference of 5
ACPLA is in the noise of measurement error. For
field trials, concentration typically ranges from 1 to
16,000 ACPLA. Hence, the magnitude of the
difference in detection performance is actually quite
small.

The function LE_DIF is formed by subtracting the
expected probability of detection of the killed LE
ALO given concentration from the expected proba-
bility of detection of the live LE agent given
concentration. Since this function is always zero or
positive, it is clear that the JBPDS detects LE agent at
a particular concentration at least as well as it detects
killed LE ALO. Hence, the performance when
challenged with the simulant-killed LE ALO is a
lower bound on what the performance would be if
challenged with actual LE agent. If the system
performs well enough against killed LE ALO, then
we know that it will perform better when challenged
with actual LE agent.

If the difference in performance between the agent
and the simulant is relatively small, and if the system
detects agent better than it detects simulant, then the
simulant performance in the field can be used as a
lower bound of the performance when challenged with
agent.

Table 1. LE versus killed LE agents of like origin analysis of

maximum likelihood estimates.

Parameter DF
Wald

Chi-square
Pr .

Chi-square

Intercept 1 5.8085 0.0159

Natural log of concentration 1 5.7941 0.0161

Live LE or killed LE ALO

indicator 1 4.0665 0.0437

DF, degrees of freedom; Pr, probability; ALO, agents of like origin.

Holman & Loerch

528 ITEA Journal



Step 3: use the logistic regression model
to predict performance

The logistic regression model follows and is described
above. P detectjx,Sð Þ~eazb1Szb1x

�
1zeazb1Szb2x
� �

can always be used to predict detector performance
against agent given concentration. Soldier performance
can be incorporated by factoring in releases that would
have been missed as a result of maintenance or soldier
inattention. As a means of validation, the equation can
also be used to predict performance against simulant.
The predicted results against simulant can then be
compared with the actual simulant performance.

There are two limitations with step 3. First, test
results are being estimated by an equation based on
concentration as opposed to being measured. Second,
since field testing is limited to simulant and no agent,
it is being estimated by extrapolation as opposed to
interpolation.

Conclusion
The procedure defined in this article is useful in

predicting biological warfare agent and chemical
warfare agent detector performance against agent in
the operational environment based on testing with
both agent and simulant in the laboratory during
developmental testing and on testing with simulant in
the field during operational testing. This method has
been used to predict the performance of the Joint

Biological Point Detection System and is currently
being used on developmental detectors. C
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News

Chapter News

Emerald Coast Chapter

The Emerald Coast ITEA Chapter 
hosted a luncheon on September 
28 at the Eglin AFB Enlisted Club 
Lounge. The guest speaker was Col 
Michael E Gantt, Commander 53rd 
Wing, who presented a discussion 
on “DT/OT Integration.” The 53rd 
Wing comprises approximately 
2,000 military and civilian people at 
17 locations throughout the US and 
is responsible for fighter, bomber, 
and remotely piloted air vehicle 
operational testing and evaluation, 
and tactics development and 
evaluation in the areas of electronic 
combat, armament, avionics and 
aircrew training devices. Col 
Gantt’s topic of discussion was 
Integrated Testing (IT), which is 
the combined effort of performing 
Development Test and Evaluation 

(DT&E) and Operational Test and 
Evaluation (OT&E). IT requires a 
collaborative partnership between all 
the stakeholders, which includes the 
users, acquisition program offices, 
developers, and the Developmental/ 
Operational testers. 

Col Gantt noted that while the 
acquisition program offices are the 

catalyst of better IT and should take 
the lead in all IT initiatives, the 
testers must collaborate to the fullest 
extent possible to make systems 
better. Examples of successful 
programs that used robust, fully 
integrated DT/OT testing included 
the B-1 Sniper ATP, F-22 OFP 
Testing, and F-15 Combined Test 
Force. In concluding, Col Gantt 
stressed the need for AF PEOs to 
solicit Program Managers (PMs) to 
lead efforts to improve integrated 
test, and the focus of these PMs 
should be to establish and sustain 
robust, responsive, and inclusive 
Integrated Test Teams (ITTs). The 
focus of program ITTs should be to 
charter applicable stakeholders to 
conduct “clean sheet” studies of how 
to improve IT within the acquisition 
program. The focus of testers should 
be on collaborative test planning, 
facilitated by a common analysis 
methodology.
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News

Greater San Diego Chapter

Luncheon Highlights JTRS 
Program and Testing: The Greater 
San Diego Chapter hosted Mr. Greg 
Adams, Test and Evaluation Lead 
for the Executive Director for Joint 
Program Executive Office (JPEO), 
Joint Tactical Radio System (JTRS) 
Enterprise Integration (EDEI) Staff, 
at its August Luncheon.  Greg 
gave a comprehensive overview 
of the JTRS program and the 
unique testing plan developed for 
the family of radios JTRS will 
ultimately produce. The JTRS 
family of software programmable 
radios will provide the vital 
terrestrial leg of the tactical 
networking capability being 

developed to extend the global 
information grid (GIG) to ground, 
air, and seagoing forces. Based on 
a series of interoperable networking 
waveforms, the JTRS product line 
will provide flexible networking 
capability to tactical forces at “the 
tip of the spear.” In coordinating 
the testing of this range of new 
capabilities, Greg’s approach 
integrates the testing efforts of the 
individual services test agencies 
to ensure that the JTRS family of 
radios is interoperable and capable 
of meeting key performance 
parameters as individual radios and 
waveforms are fielded.

In addition to Greg’s highly 
informative talk, the usual 
socializing, networking and door 
prize drawing were the highlights 
of the luncheon.

■  ■  ■

Francis Scott Key Chapter

The Francis Scott Key Chapter 
leadership would like to thank 
the ITEA Board of Directors and 
Awards Committee for recognizing 
FSK members, Cathy Pritts 
(DDT&E) as the recipient of 
the ITEA Energizer Award, and 

Dr. Michael Barton (Trideum 
Corporation), recipient of the 
Board of Directors Award at this 
year’s  ITEA Annual Symposium. 
Both Mrs. Pritts and Dr. Barton are 
exceptional members of ITEA and 
their awards were truly deserved. 
Also, as a testament to the local 
members and their dedication to 
this chapter, we are pleased to 
inform you that we received the 
Chapter of Excellence Award for 
contributing effectively to ITEA’s 
mission and goals to help ITEA 
in furthering the professional and 
technical interests of the Test and 
Evaluation community. 

In October, the Francis Scott 
Key chapter kicked off its fall 
luncheon series. On October 6, 
Dr. Steven Hutchison, Test and 
Evaluation Executive, Defense 
Information Systems Agency, was 
our invited keynote speaker. Dr. 
Hutchison’s presentation was titled, 
“Test and Evaluation for Agile 
Information Technologies.” We 
thank Dr. Hutchison for his time 
and for his very thought provoking 
presentation. The adoption of 
the DoD IT Test, Evaluation, and 
Certification (TE&C) process to an 
agile model hopes to ensure that 
TE&C continues to be an enabler 
of rapid acquisition of enhanced 
information technologies for the 
Warfighter.  Special thanks to Diane 
Eberly, Army Evaluation Center 
and Dr. Michael Barton for their 
help hosting a successful luncheon. 

Our fall 2010 and spring 2011 
luncheons will continue to be 
scheduled for the first Wednesday 
of the month. The schedule 
includes November 3, December 
2, March 2, April 6, and May 4. 
If you are in the Aberdeen area 
and your schedule permits, please 
come and join us. Guests are 
always welcome. 

As 2010 comes to a close, the 
Francis Scott Key Chapter looks 

Greg Adams, Test and Evaluation lead for JPEO JTRS, discuss the JTRS test 
and evaluation program with members at the Greater San Diego Chapter’s 
August luncheon.

Greater San Diego Chapter 
president Jack Sears thanks Greg 
Adams, Test and Evaluation lead for 
JPEO JTRS, for his presentation at 
the Chapter’s August luncheon.
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ahead to a very busy and productive 
2011. The chapter is in the planning 
stages of a local event where 
testers, evaluators, researchers, 
and developers can share their 
views on how they can work more 
closely together to ensure T&E is 
efficient while adding maximum 
value in the acquisition process. 
Please mark your calendar for 
March 2; we hope to see you there. 
In addition, the Francis Scott Key 
chapter is also in the planning stages 
of hosting quarterly educational 
seminars free of charge to the local 
community. The chapter is fortunate 
to have multiple leading experts in 
many areas within T&E and plans 
to utilize their knowledge. The 
chapter hopes to help educate a new 
transitioning workforce to the area 
by providing 2-hour technically 
intensive talks on topics which 
will help broaden the knowledge 
of T&E professionals in the area. 
Proposed topics might include: 
Systems Engineering, Design of 
Experiments, T&E of Intelligence, 
Surveillance, Reconnaissance 
(ISR) Systems, Survivability and 
Lethality T&E.  If you have ideas 
on potential subject topics or if your 
company would like to sponsor 
a session; please contact chapter 
president John Schab (Georgia Tech 
Research Institute) at john.schab@
gtri.gatech.edu. We are always 
open to suggestions and forever 
seekingvolunteers.

Finally, 2011 is going to be 
a huge year of transition for 
the Aberdeen area as a result 
of BRAC. We welcome all 
newcomers to the area, and we 
extend an open invitation to all 
of our ITEA events. We hope 
you become involved in our 
local chapter as you settle in at 
Aberdeen as we are always looking 
for new ideas and suggestions. If 
you have interest in becoming an 
active member of our local Board 

of Directors or filling one of our 
officer positions or would just 
like more information about our 
chapter, please contact John Schab 
at the email address listed above. 
We look forward to meeting you.

■  ■  ■

George Washington Chapter

The George Washington Chapter 
elected new officers to two-years 
terms starting in September.  
Former Vice President Mike Wetzl 
was elected President and former 
Secretary Lou Husser became Vice 
President.  Mike Bell, who was 
previously the chapter’s Program 
Chair, became Secretary.  Erika 
Chan, who recently joined the 
chapter, was elected Treasurer. 
While presiding over his first 
luncheon meeting as President, 
Wetzl praised the accomplishments 
of previous President Chas McKee, 
who had just been elected to the 
ITEA Board of Directors.

At its luncheon on September 
23rd at the Army Navy Country 

Club in Arlington, VA, the George 
Washington Chapter heard Captain 
Austin Gould, USCG, Program 
Manager of the CG-926 Research, 
Development, Test and Evaluation 
(RDT&E) office. He described the 
test and evaluation support CG-926 
provides to Coast Guard Programs. 
He spoke on USCG capabilities in 
test planning, providing guidance 
for TEMPs, robust developmental 
testing, asset Verification Progress 
Reports and of supporting test 

New GW Chapter officers (left to right) President Mike Wetzl, Vice President 
Lou Husser, Secretary Mike Bell, and Treasurer Erika Chan.

Captain Gould addresses GW 
Chapter.
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execution. Gould pointed out 
that developmental testing builds 
towards Operational Test Readiness 
Reviews which determine readiness 
for IOT&E. The USCG uses the 
US Navy COMOPTEVFOR for 
the majority of the OT&E for 
Coast Guard systems and has a 
memorandum of agreement for this 
support. His office has expertise 
in aviation, surface, C4ISR and 
logistics T&E. He gave several 
examples of tested systems 
including three surface vessels: 
National Security Cutter, Fast 
Response Cutter, and Response Boat 
Medium, as well as three aviation 
examples: C-144 Ocean Security 
aircraft, MH-65 Helicopter Upgrade, 
and MH-60T Helicopter Upgrade. 
Gould said that test execution by 
the office includes on site test 
management, post-event briefings, 
and objective data reporting. After 
a Q&A session, chapter president 
Mike Wetzl presented Captain 
Gould an ITEA globe as a memento 
of the occasion.

■  ■  ■

Southern Nevada Chapter

“Test Instrumentation Workshop 
Held in Las Vegas Successful”
This year, the Southern Nevada 
Chapter hosted the 14th Annual 

Test Instrumentation Workshop 
in Las Vegas. The new location 
and incorporating training into the 
program with the theme, Test and 
Training Enterprise: To boldly go...
to common solutions for Test and 
Training Instrumentation proved to 
be a record breaker for attendance 

and tutorial participation. Both 
the Antelope Valley (AV) and 
China Lake Chapters assisted 
the Southern Nevada Chapter in 
hosting its first event.

Overall, there were 327 
registered attendees and 103 people 
attended the tutorials prior to the 

Antelope Valley High School Robotics Team Members ‘The Robolopes’ 
receives a check in the amount of $3500 from Mr. Douglas Hoffelt

Mr. Douglas Hoffelt presenting a check for $2500 to math teacher, Ms. Mary 
Hanes and Mr. Nat Adams, principal at Desert High School for the purchase 
of TI-84 Graphing Calculators

Major General Eichhorn and ITEA 
Antelope Valley Chapter President,  
Tim Chalfant
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start of the workshop. There were 
also more exhibitors this year. 

“We have grown in attendance to 
almost 100 percent,” AV Chapter 

President, Mr. Tim Chalfant 
said. “I’m happy with the tutorials 
which are a useful service for 
training attendees.” The workshop 
kicked off on Monday, May 10 
with tutorials and an annual golf 
tournament. The following day, 
the workshop convened with the 
ITEA President, Russell “Rusty” 
Roberts explaining what ITEA is 
all about and thanking Edwards Air 
Force Base Commander, Major 
General David J. Eichhorn and 
Nellis Air Force Base Commander, 
Major General Stanley J. Kresge 
for their continued support and for 
ways to provide a platform to do 
such presentations.

Major General Eichhorn 
kicked off the workshop as the 
first keynote speaker and set the 
tone for the technical sessions that 
followed that day. The following 
morning, Mr. Derrick Hinton, 
Principal Deputy Director Test 
Management Resource Center 

Mr. Jeremy Pontius, teacher and primary faculty advisor at Joe Walker 
Middle School receives a check from Mr. Douglas Hoffelt in the amount  
of $2500 for the Joe Walker Science Jets Team
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(TRMC), addressed the audience 
to provide the TRMC’s perspective 
on a common vision for test 
and training infrastructure. The 
technical sessions that followed 

varied on topics from Science and 
Technology- Spectrum Efficiencies 
Technologies to Software Tools 
for T&E. Major General Kresge 
concluded the workshop by 

expressing their mission to 
“shape the way our force fights 
through operational testing, tactics 
development and advanced training 
in air, space and cyberspace at the 
operational and tactical levels.”

“The purpose of a workshop 
like this is to interface and tie 
communities together, where they 
aren’t normally tied together,” 
Chalfant added. “It is easy for 
testers and trainers to get stuck 
where they are at. This workshop 
allows participants to step back and 
see the bigger picture, resulting in 
collaborations, cost-efficiency, and 
direct customer relationships.”

The AV Chapter at Edwards 
and the China Lake Chapter 
in Ridgecrest have a thriving 
scholarship program and each year 
they provide scholarship checks 
to deserving students in the field 
of science and engineering as they 
continue to support the future 
workforce of T&E. Scholarship 
checks were presented by Mr. 
Douglas Hoffelt, ITEA AV Chapter 
Scholarship Chair, to the Antelope 
Valley High School Robotics 
team; the Desert High School 
Math Department; the Joe Walker 
Middle School; and the Lancaster 
High School Robotics club. This 
year, the two chapters mentored the 
newly established Southern Nevada 
Chapter and because of the success 
of this workshop and the dedication 
of the volunteers who planned 
and executed this event, Southern 
Nevada Chapter president, Mr. Steve 
Moraca was pleased to present  the 
University of Las Vegas (UNLV) 
Engineering Department, Dean 
Rama VenKat, Ph.D. and Electrical 
Engineering student and Ph.D. 
Candidate, Neveem Shlayan with 
a scholarship check in the amount 
of $1000. “As a chapter, we are 
focused on sparking student interest 
in the T&E profession and making 
the student body at UNLV aware of 

(From left to right) Electrical Engineering student Ph.D. Candidate, 
Neveem Shlayan and Dean Rama VenKat, Ph.D. accept a scholarship  
check in the amount of $1000 from Chapter president, Steve Moraca.

Ms. Lauren Park, Eagle Robotics Club President from Lancaster High 
School accepts a check in the amount of $3500 for the Eagle Robotics  
Team 399 from Mr. Douglas Hoffelt 
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great networking opportunities ITEA 
brings to their engineers.” Southern 
Nevada ITEA Chapter President 
Steve Moraca said. 

The UNLV Engineering 
Department currently houses 1,500 
undergraduates, 60 Master of Arts 
students, and 10 doctoral students. 
According to Ven Kat, UNLV is 
ranked in civil and mechanical 
engineering. “We hope that the 
Department of Defense comes to 
UNLV and hires our students,” 
Interim Dean Ven Kat said. “We 
have a lot of DOD-related projects.” 

As we celebrate 15 years hosting 
the annual Test Instrumentation 
Workshop in 2011, we will look 
to Las Vegas as the city and the 
Tuscany Suites as the venue.  
The three chapters will once 
again work together to provide 
its audience with the latest 
information including recognizable 
experts; senior level policy 
makers; exhibitors demonstrating 
their products and services; and 
educational sessions on test 
instrumentation. 

We are in the process of 
accepting abstracts for the 2011 
program, Test and Training: 
Converging Solutions in a New 
Millennium scheduled for May 9-12 
and encourage you to contact us if 
you are interested in participating. 
The deadline for abstracts is 
January 31. Please visit www.itea.
org for more information. 

■  ■  ■

Association News

2010 ITEA Annual Technology 
Review 

By Mark D.J. Brown, Ph.D.

The ITEA Annual Technology 
Review has increased in popularity 

within the T&E community and 
this year’s program was once again, 
a tremendous success. One-hundred 
and eighty participants gathered in 
sunny (and hot) Charleston, South 
Carolina, on July 20-22, 2010 
for two full days of a technical 
conference. The conference 
captured the latest information on 
new technologies that impact T&E 
through featured speakers, panel 
discussions, and technical tracks, 
while a half day was dedicated to 
those wanting to attend stimulating 
tutorials on a variety of topics. 

Since we held this conference 
in the Southeast, I feel obligated 
to draw an analogy to NASCAR. 
Compared to other Technology 
Reviews, we were a little slow 
at the starting line, but quickly 
caught up with the pack and took 
the checkered flag in a dazzling 
photo finish! When we decided 
to go to Charleston, we knew it 
would be different; we had at that 
time, no ITEA chapter in the area 
for support and no local ITEA 
presence. Conference planning 
started in the capable hands of 
ITEA Board Member, Mr. John 
Wiley with his choice of two 
superb Technical Co-Chairs, Mr. 
Michael Greco and Mr. David 
Smoak and his selection of a 
dedicated team of volunteers. John 
transferred the role of Program 
Chair to me, and I picked up a well-
defined program that was already 
on its way to success. During the 
planning process, a new Chapter 
was formed in the Charleston 
area. The Charleston Chapter, 
also known as the Low Country 
Chapter, quickly became active and 
took over planning and execution of 
the first golf tournament associated 
with this event. I would be remiss 
if I didn’t recognize the entire 
committee for their hard work: 
Tiffany Crosby, Teresa Lucchesi, 
Art Titus, Dot Buckanin, Roy 

Maines, Tom Sweet, Suzie 
Townsend, Jeff King, Kathryn 
Mensch, Sabrina Keys, Jennifer 
Salmorin, and Phil Sobolewski.

The conference began on 
Tuesday morning, with a Golf 
Tournament led by the Chapter 
Vice President, Roy Maines. The 
tournament was a huge hit and 
was won by Scientific Research 
Corporation’s Antarctica Team. 
More importantly, it provided 
a strong start to the Charleston 
Chapter’s scholarship fund. On 
Tuesday afternoon, we hosted 
three highly relevant tutorials to 
today’s T&E technologies with 
over 40 students in attendance. 
The first tutorial covered Design 
of Experiments and was instructed 
by Dr. Tom Donnelly; Mr. 
Gene Hudgins led the second 
tutorial where he discussed the 
implementation of the Joint 
Mission Environment Test 
Capability (JMETC) and the Test 
and Training Enabling Architecture 
(TENA); and finally, the third 
tutorial discussed Redefining the 
Boundaries of Cyber Security with 
Mr. Greg Vick.

On Wednesday morning, the 
Technology Review began with its 
first plenary session and a welcome 
by Mr. Rusty Roberts, ITEA 
President. Following Rusty, we 
were greeted to the Charleston area 
by North Charleston Councilman 
Mr. Kurt Taylor. Mr. James 
Ward, Senior Vice President 

Mr James Ward and RADM 
Michael Bachmann
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Integrated Systems and Solutions 
Division, SRC then introduced our 
Keynote Speaker, RADM Michael 
Bachmann, the Commander of the 
Space and Naval Warfare Systems 
Command (SPAWAR). RADM 
Bachmann presented an exceptional 
overview of SPAWAR and its test 
and evaluation capabilities. The 
plenary session concluded with 
a dynamic, interactive panel on 
Cyber Security and Data Fusion. 
This panel, led by Mr. Steve 
Lariviere, included Mr. Mike 
Mulville, RADM David Crocker 
(USN Ret), Dr. Richard Brooks, 
Dr. Lance Hoffman, and Mr. Zal 
Azimi – all notable cyber experts 
from the government, industry, 
and academia. Following brief 
opening comments by all of the 
panel members, there was a very 
lively question and answer session 
that was dealt with the current 
challenges the T&E community 
faces in developing the personnel 
skills, technologies, and policies 
needed to support cyber testing. 

Wednesday afternoon consisted 
of the conference’s first three 
tracks -- Cyber Security, T&E 
of Human System Technologies, 
and Data Fusion. Cyber Security, 
led by Mr. Vince Van Houten 
had excellent presentations by 
Dr. Richard Brooks, Mr. Gene 
Wagenbreth, Mr. Ed Page, Mr. 
Tom McParland, Mr. Fred 

Wright, and Mr. Josh Davis. The 
Human System track was led by 
Mr. Michael Shumberger with 
Dr. Marianne Clark, Mr. David 
Bate, and Dr. Joshua Gomer 
delivering exceptionally strong 
presentations. The Data Fusion 
track, led by the Director of the 
FAA William J Hughes Technical 
Center, Dr. Wilson Felder, included 
superb presentations by Mr. 
Micheal Reil, Mr. Russ Neimy, 
Dr. James LaRue, Dr. Ke-Thia 
Yao, Mr. Dan Davis, and Mr. 
Terrance Westerfield. All three 
tracks were well attended with 
over 130 participants listening to 
the technical presentations until 
the conclusion of the sessions. 
We concluded our Wednesday 
program with a reception hosted 
by Scientific Research Corporation 
where the attendees and 
participants gathered to network 
and socialize.

The room was filled to capacity 
on Thursday morning as our first 
Keynote Speaker of the day, Mr. 
Derrick Hinton, Principal Deputy 
Director of the Test Resource 
Management Center, provided 
an overview of the Test and 
Evaluation/Science and Technology 
Program, including the Science, 
Technology, Engineering, and 
Mathematics (STEM) initiatives 
that they are currently pursuing 
to enhance the T&E workforce. 
Our second Keynote Speaker, 
Mr. Robert Baker, Deputy 
Director of Plans and Programs for 
Defense Research and Engineering 
(DDR&E), provided an overview of 
the defense research, development, 
test and evaluation budgets and 
how the new Quadrennial Defense 
Review may influence research 
initiatives. The morning continued 
with Dr. Michael Drews from 
Clemson University, who fascinated 
the audience with details on the 
technology behind the restoration 

efforts for the H.L. Hunley Civil 
War submarine. Dr. Nicholas 
Rigas, Clemson University, 
followed Dr. Drews and discussed 
the advancements in the testing 
of renewable energy sources. We 
concluded the plenary session with 
an outstanding panel on Unmanned 
Systems led by Major General 
Stephen Sargeant, Commander of 
the Air Force Operational Test and 
Evaluation Center. His panel was 
composed of Mr. Derrick Hinton, 
Ms. Amy Markowich, Dr. Mark 
Swinson, and Mr. Ron Monroe 
–senior government and industry 
leaders in the T&E community. 

To follow the success of the 
previous afternoon, the conference 
concluded with three final technical 
tracks. The first was Unmanned 
Systems, led by Mr. Ben Walsh, 
where informative presentations 
covered technological advances 
and challenges in this area 
were provided by Ms. Kristin 
Moore, Mr. Mark Pestana, 
Mr. Al Sciarretta, Mr. Vikram 
Manikonda, Mr. Joe Lougheed, 
and Mr. Steve George. The second 
track covered a wide range of 
instrumentation technologies 
addressing many aspects of T&E 
was led by Mr. Joe Bilodeau 
with presentations by Dr. Eddie 
Jennings, Mr. Steve Williams, Mr. 
Derek Strembicke, Mr. Jeffrey 
Schleher, and Mr. Roger Davis. 
The final track on Real Time 
Hyper-Spectral Scene Generation 
was led by Dr. Michael J. Barton. 
This track also had exceptional 
presentations by Dr. Jeff Sanders, 
Mr. Scott Brown, Mr. Al Curran, 
Mr. Stan Posey, Dr. Michael 
Stokes, and Dr. Robert Lucas. 

When a program cannot fit 
technical papers or presentations 
into the dedicated time allocations, 
we have the opportunity to still 
share that information with the 
audience by presenting ‘Poster 

Dr Charles Watt and Mr and Mrs 
James Ward



News

Papers.’ During this conference, 
we were pleased to showcase 
Technology Challenges in the 
Development of LADAR Projectors 
for HWIL Testing by Mr. Hajin 
Him, Development of Compact 
Durable Medical Equipment 
for Battlefield and Domestic 
Applications by Mr. Matt Crum, 
and Sky Imager Mapping System by 
Mr. Phillip Janicki. Because ITEA 
acknowledges those participating 
in the program that exceeded 
expectations, we presented Ms. 
Sara Hanlin, on behalf of Mr. 
Phillip Janicki, the award of Best 
Poster Paper for his paper, Sky 
Imager Mapping System.

At the conclusion of the 
program, we announced the 
recipient of the Best Paper award. 
A technical team comprised of 
several T&E leaders evaluated the 
submissions based on relevance 
to the T&E community and the 
novelty of the research involved 
to determine the winner. We were 
pleased to present the Best Paper 
award to Mr. Vikram Manikonda for 
his paper entitled DCF® - A JANUS 
and TENA Compliant Agent-based 
Framework for Test and Evaluation 
of Unmanned Vehicles. 

I would like to extend our 
gratitude to our Platinum sponsors, 
Scientific Research Corporation 
and TASC; our Gold sponsors, 
American Systems, GTRI, and 
ITT; our Silver sponsors, Imagine 
One Technology & Management, 

SRA International; and our Bronze 
sponsor, Advanced Test Equipment 
Rentals. I also want to thank our 
exhibitors and once again our 
volunteers and the ITEA staff for 
their support and dedication. This 
was truly an incredible conference 
and that checkered flag photo finish 
is going to be a challenge to repeat.  

Mark your calendar for the 2011 
Technology Review Conference, 
July 19–21 in Annapolis, Maryland! 

■  ■  ■

ITEA is pleased to welcome its 
new corporate members:

NetAcquire Corporation offers 
real-time telemetry and data 
acquisition products. Their proven 
COTS architecture creates a cost-
effective environment for any mix 
of I/O signal, data format, and 
real-time data processing. Products 
include a range of network-
centric distributed solutions that 
support low-latency, deterministic 
system operation common in 
airborne avionics and aerospace 
applications.

Qualis Corporation, founded 
in 1993 and headquartered in 
Huntsville, Alabama, is a woman-
owned small business with proven 
performance supporting the U.S. 
Air Force, U.S. Army, U.S. Marine 
Corps, U.S. Navy, and NASA. 
Our skilled, diverse workforce in 

16 states, Afghanistan, and Iraq 
has expertise spanning multiple 
disciplines including systems 
engineering, test and evaluation, 
logistics, and acquisition and 
program management.

RoundTable Defense, LLC 
(RTD LLC) is a Veteran-Owned 
Small Business founded by four 
partners with combined military 
and Department of Defense (DoD) 
acquisition experience of 100 
years. RTD provides a seasoned, 
professional, and well rounded 
team with extensive experience in 
military operations, requirements 
analysis, test & evaluation, and 
acquisition management. RTD 
offers the Department of Defense 
and commercial defense vendors 
reliable, high-quality, experienced, 
and cost-effective support services. 
We are a systems engineering 
services company, specializing 
in Test & Evaluation, Operations 
Research and Systems Analysis, 
and Acquisition Management. 
RTD delivers a unique, well 
rounded team with expertise in 
both requirements analysis and 
operational test & evaluation. 
The “round table” in our name 
represents our belief in the equal 
importance of user requirements 
analysis, systems acquisition 
processes, and independent test 
and evaluation. To learn more visit 
www.roundtabledefense.com.

■  ■  ■



A2LA—American Association for 
Laboratory Accreditation

ACRA CONTROL, Inc.

Advanced Sciences and Technologies

AEgis Technologies Group, Inc.

Agency for Defense Development

AI Signal Research

Alion Science and Technology

American Systems

AMPEX Data Systems Corp.

Applied Resources, Inc.

Arcata Associates, Inc.

Argon ST, Network Systems

ARINC Engineering Services, LLC

Astro-Med, Inc.

AVW Technologies

BAE SYSTEMS Technical Services

Battelle Memorial Institute

Boeing Company, The

CALCULEX, Inc.

Calspan Corporation

COLSA Corporation

CSC

Cubic Defense Applications Group

Defense Acquisition University

Department of Defence-RANTEAA

Dewetron, Inc.

DRS Defense Solutions LLC

Dynamic Science, Inc.

Epsilon Systems Solutions, Inc.

ERC, Inc.

EWA Government Systems, Inc.

Fabreeka International, Inc

General Dynamics C4 Systems

Georgia Tech Research Institute

Glacier Technologies, LLC

Herley Industries, Inc.

Image One Technology &  
Management, Ltd.

InDyne, Inc.

ITT Test & Support Systems

Jacobs Technology

Jacobs Technology Inc.

JT3 LLC

L-3 Telemetry-West

Life Cycle Engineering

MacAulay-Brown, Inc.

ManTech Systems Engineering  
Corporation

MEI Technologies, Inc.

MIL Corporation

NetAcquire Corporation

NewTec

NMSU/PSL, 21st Century Aerospace

Northrop Grumman Corporation

Photo-Sonics, Inc./IMC

PURVIS Systems Inc.

QineiQ North America-Systems
Engineering Group

QUADELTA, Inc.

Qualis Corporation

Raytheon Missile Systems

Rockwell Collins, Inc.

RoundTable Defence, LLC

SAIC

Science Applications International
Corporation

Sandia National Labs
Interactive Systems Simulation 
& Assessment

Scientific Research Corporation

Sierra Lobo, Inc.

SPARTA, Inc.

Spiral Technology, Inc.

SRA International

Summit Instruments, Inc.

Summit Technical Solutions, LLC

SURVICE Engineering Company

SYMVIONICS, Inc.

System Development Center—CSIST

Syzygy Technologies, Inc.

Tactical Information Exchange  
Integration Office

TASC, Inc.

Trideum Corporation

U.S. Army Developmental Test  
Command

Weibel Scientific A/S

Westech International, Inc.

Windmill International, Inc.

Wyle

ITEA Corporate Members

Last updated: October 2010
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