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  ITEA Journal Themes  

Upcoming ITEA Journal Themes  
 

Test and Evaluation Across the 
 Acquisition Life Cycle 
March 2023 (Issue 44 No 1)  
For new and emerging technologies when should a T&E 
program start and end? How has integrated testing 
evolved over the years? What is the impact of the “Shift 
Left” initiative? Is there a role for T&E in fielded sys-
tems? Please consider submitting articles discussing 
T&E best practices and approaches across the full life 
cycle of a system from requirements development to 
deployment and beyond. 
(Manuscript Deadline: December 1, 2022) 
 
Test the Way We Operate – Best 
 Practices and Lesson Learned 
June 2023 (Issue 44 – Vol 2) 
Testing in environments that reflect how systems will 
be used in operation provides an unbiased assessment 
of performance. This issue will showcase best practices 
and lessons learned from testing in realistic environ-
ments. Articles that include examples of how digital 
engineering can be used to create realistic environments 
and what realistic environments entail for machine 
learning and artificial intelligence enabled systems are 
also of interest. 
(Manuscript Deadline: March 1, 2023) 
 
DATAWorks Special Issue 
September 2023 (Issue 44 – Vol 3)  
The Defense and Aerospace Test and Analysis (DATA) 
Workshop is a workshop strategically designed to 
strengthen the community by applying rigorous statistical 
approaches to test design and data analysis in the fields 
of defense and aerospace. This issue will highlight tech-
nical articles from the 2023 issue of DATAWorks. Articles 
that showcase rigorous statistical approaches to test 
design and data analysis are also welcome in this issue.  
(Manuscript Deadline: June 1, 2023) 
 

T&E for Emerging Technologies 
December 2023 (Issue 44 – Vol 4)  
Technologies are rapidly evolving and software is pro-
viding novel capabilities in everything from radar to 
future communication systems. Artificial Intelligence 
and machine learning provide new capabilities to 
reprogrammable technologies. In this issue we will 
highlight technical articles for systems designed to 
change over time including Future G, reprogrammable 
radars, and all ML/AI enabled sensor technologies. 
(Manuscript Deadline: September 1, 2023) 
 
T&E for AI Enabled Systems  
March 2024 (Issue 45 – Vol 1)  
Test and evaluation provides important information at 
all stages of system development, production, and field-
ing. As systems change overtime, T&E provides infor-
mation as to how performance might change as a 
function of system changes and operational environ-
ment changes. This issue will focus on different pur-
poses of T&E programs and how information can be 
leveraged across the continuum of T&E.   
(Manuscript Deadline: December 1, 2023) 
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gift list for just $25!
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Welcome ITEA family 
and friends! I hope you 
are healthy and enjoy-
ing the holiday season. 

We just completed a full year of outstanding 
ITEA Workshops, including an excellent 
annual Symposium. I could not be more 
pleased with the excitement and attendance 
at these events. I am extremely grateful to 
ELK Management Group and all our volun-
teers for making this year so successful! 

Since the writing of September’s President’s corner, 
we held our 39th International Test and Evaluation 
Symposium in Virginia Beach, Virginia on September 
27th-30th with a theme of “Forging the 21st Century 
T&E Tools in an Era of Great Power Competition.” This 
event was hosted by the ITEA Hampton Roads Chapter. 
The Symposium was highlighted by many prominent 
speakers in the Test and Evaluation (T&E) community. 
The audience was thrilled to have a joint panel between 
Test Resource Management Center (TRMC) and Depart-
ment of Homeland Security (DHS) on Critical and 
Emerging Technologies that was co-facilitated by George 
Rumford (SES), Director (acting), TRMC and Daniel 
Cotter (SES), Executive Director, Office of Science and 
Engineering, Science and Technology Directorate, DHS. 
The Symposium concluded with a US Coast Guard Sta-
tion & Cutter tour hosted by DHS. If you were able to 
brave the hurricane, it was well worth attending. 

I especially want to thank the Symposium Chair, 
Erwin Sabile, the committee chairs, and all the volun-
teers who helped make this year’s Symposium success-
ful. I was particularly impressed by how Erwin treated 
all the presenters and T&E audience as family and 
friends. His warm introductions and his summaries of 
speaker comments throughout the Symposium were 
done to perfection. 

Our final ITEA event for 2022 was the 8th Cyber-
security Workshop in Destin, Florida held on October 
18th-20th with a theme of “New Domains in Cybersecu-
rity T&E.” This event was hosted by the ITEA Emerald 
Coast Chapter which has successfully hosted past 
Cybersecurity workshops. The Program Chair was 
Shelby Pearce, who was the recipient of the 2022 ITEA 
Energizer award; and together with the Technical Chair, 
Andy Overbay, made a great team resulting in another 
outstanding workshop. The seven-phased, hands-on 

Red Team and Blue Team laboratory exercise 
was especially popular with the workshop 
attendees. I would like to thank the chairs, 
all committee members, and the numerous 
volunteers who, once again, made this event 
so successful! 

ITEA continues to provide outstanding 
educational courses to Test Ranges and T&E 
organizations, such as The Fundamentals of 
T&E Course offered by Matt Reynolds and 

Larry Damman. These two gentlemen have been teaching 
this class for many years each time, they receive applause 
from their students — most recently from Naval Surface 
Warfare Center, Pt Hueneme. These students were lucky 
to hear such expertise from these two masters.  

In addition, the Lunch and Learn Series schedule 
grew monthly and we are most thankful to our speakers 
and their diverse topics. These presentations greatly 
contribute to our overall education mission. Please 
check the ITEA website for details. 

The ITEA 2023 calendar will begin in late January 
with a Systems Engineering joint conference with the 
Directed Energy Professional Society in Albuquerque, 
New Mexico. The spring and summer calendar will 
include our annual Test Instrumentation and Multi-
Domain Operations workshops. We will close out the 
year with a celebration at our 40th ITEA Annual T&E 
Symposium in December. More information can be 
found on the ITEA website. 

We just completed elections for new and renewing 
Directors on the ITEA Board of Directors. This election 
included three-year elected positions and  a one-year 
appointed position. It is with great honor and appreci-
ation that we welcome our newly elected and 
appointed ITEA Board of Directors for 2023: Van 
 Sullivan, Robin Poston, Ph.D., Malcomn Tutty, Ph.D., 
and  Keith Joiner, Ph.D. We also welcome Mark Neice 
to the Senior Advisory Committee. 

As we welcome our newest Board and Senior Advi-
sory Committee members, we must sadly say farewell 
to three departing elected board members who have 
made exceptional contributions to the ITEA organiza-
tion — Peter Crump (Past President), Mark Brown 
(Ways and Mean Chair), and Brian Moore (Corporate 
Membership Chair).  

Our association had a fantastic year, and we remain 
fiscally healthy! We are finalizing our strategic plan and 

Bruce Einfalt



have established a grants committee to seek future 
funding to support T&E interns. The Board also 
approved several bylaw changes in September, one of 
which was to rename the President’s title to Chairman 
and Vice President to Vice Chairman. This means I was 
your last ITEA President and first Chairman of the 
Board. What a great honor! 

Finally, my term as your Chairman for the ITEA 
Board is ending. I have enjoyed my time as your Board 
leader and I am forever grateful for the support of the 
Board, the individual members, and the corporate 
sponsors who have made our association so strong. I 

also want to thank Eileen Redd, Lena Moran, and Kathi 
Swagerty of ELK Management for their strong leader-
ship and unwavering support. I am so glad they are part 
of our association. 

I wish you a great Christmas and holiday season! 
 
Sincerely, 
 
 
 
  
Bruce Einfalt 

Einfalt  
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Issue at a Glance

To close out 2022, we have two 
new additions for our Workforce 
of the Future column. The first 
article comes from a Navreeta 

Singh, Princeton University, who interned 
with Jeremy Werner, Ph.D., at Director 
Operational Test and Evaluation (DOT&E). 
In their article, “Uncertainty Analysis 
Demonstration: A Missile Case Study,” they 
highlight that validation is a key component 
of modeling and simulation (M&S) and role 
uncertainty quantification plays in the validation using 
sample missile test. The second student article comes 
from a team at the Virginia Tech National Security Insti-
tute.  In her internship Cassidy Honea, Virginia Tech 
worked with researchers at VTNSI to develop the article, 
“Synthetic Aperture Radar (SAR): Utilizing Radon 
Image Transformations to Enhance the Detection of 
Ship Wakes.” Erik Higgins, Daniel Sobien, and Justin 
Kauffman, Ph.D., worked with Ms. Honea to conduct 
the research, where they show that using simulated SAR 
that Radon Transformation improves the probability of 
ship wake detection.  

The first technical article on “Chaos Engineering” is 
authored by Jenn Bergstrom, Fellow at Parsons.  

• Abstract: Chaos engineering, developed at Netflix, 
is a new approach for software testing at scale in 
an operational environment. The adoption of 
chaos engineering follows the pattern of other 
now popular public domain applications and 
tools, like Hadoop, TensorFlow, and PyTorch. 
Large tech companies dependent on web traffic 
and distributed software applications for their suc-
cess have developed chaos experiment tools and 
released them to the open-source community. 
Early adopters have created as-a-Service chaos 
tools that are used by companies across multiple 
domains to validate the resiliency of their systems. 

The background and principles of chaos engi-
neering are introduced and demonstrated for 
distributed systems operating in public cloud 
environments. Application to other domains, 
such as security, personnel, and to organiza-
tions, is also described. 

In the second technical article, Michael 
Leite, Test Area Manager, R&D Programs at 
Department of Homeland Security, Science 
and Technology Directorate discusses, “Test-
ing of Research and Development Projects.” 

• Abstract: The conduct and management of testing 
for research and development (R&D) programs 
involves different goals from the test and evalua-
tion (T&E) efforts typically applied within acqui-
sition programs. The Department of Homeland 
Security (DHS) has established a separate testing 
group to work with R&D program managers to 
ensure that testing of their projects is adequate to 
support the transition to acquisition, procure-
ment, or commercialization. 

Our final technical article comes from William 
“Data” Bryant, Ph.D. at Modern Technology Solutions, 
Inc.  and discusses, “Measuring the Measurers: Using 
Test to Validate Cyber Risk Assessments.” 

• Cyber risk assessment processes claim to be able 
to predict the success of cyber-attacks against 
weapon systems and platforms in a range of 
highly contested cyber environments, but what 
evidence do we have that they are more accurate 
than random guesses or tea leaves? Fortunately, 
on systems that are also undergoing cyber test, we 
can leverage this test to validate that the risk 
process is effective by having risk assessors also 
provide predictions on what test cases will be suc-
cessful and comparing the predictions and test 
results. 

Enjoy the issue! 

Laura Freeman, Ph.D.
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Read a book on one of the 2021—2022 theme topics.  

 Then review it for publication in the ITEA Journal of Test and Evaluation. 

 

 

 

 

 

 

Send your book review to  

Dr. Laura Freeman, Chair,  

Publications Committee 

journal @itea.org  

202 Joint Conference:

T&E Support to
Prototyping and

Experimentation

 
 Albuquerque, New Mexico

A collaboration between the 2 Annual 
ITEA Systems of Systems Workshop 

and the Annual Directed Energy T&E 
Conference 

Hosted by the ITEA Roadrunner and Valley of the Sun Chapters

Call for Technical Papers, Tutorials, Poster Papers
> Abstracts Due by , 202

Go to www.itea.org for suggested topics and to register.

Co-produced by the International Test
and Evaluation Association and the

Directed Energy Professional Society 
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Introduction 
Satellite imaging platforms like the TerraSAR-X [1] 

and Sentinel-1a/1b [1] are examples of operating satel-
lites that can offer real-time and large-scale observations 
in maritime environments. Our research focus is on the 
detection of wakes produced by surface ships to aid in 
applications such as ways to combat smuggling and 
sanction avoidance. It is extremely beneficial if the satel-
lite is also SAR capable, meaning that it can filter 
through frequencies to pick up on ship wakes that are 
impossible to observe with the naked eye. 

According to Capella Space, Synthetic Aperture Radar 
(SAR) is a way of creating an image using radio waves 
[2]. SAR is a candidate for remote sensing since the 
environmental conditions of the atmosphere do not 
affect the data return. Conditions such as time of day, 
clouds, or even smoke do not impact images generated 

from SAR. There are different bands of SAR that are 
dependent on the wavelengths of the waves sent from 
the sensor. The primary bands utilized in SAR are in the 
radio and microwave portions of the electromagnetic 
spectrum (see Figure 1). SAR bands from lowest fre-
quency to highest respectfully include P-Band, L-Band, 
S-Band, C-Band, and X-Band [3]. Table 1 shows the 
range of frequencies and wavelengths for each band. 

Most wakes that are easily detectable in SAR images 
are made by larger boats traveling on a linear path. Hav-
ing a linear trajectory allows the characteristics of a 
wake to be more distinguishable in SAR imagery by 
highlighting the crests and troughs of waves through 
the expression of grayscale lines on the image. 

Ship wakes on the sea surface can be easily obscured 
by wind waves on the surface, tidal currents, bottom 
topography, and other phenomena [4]. These obstacles 
can make it difficult to determine whether a wake is 

~ WORKFORCE OF THE FUTURE: STUDENT ARTICLE ~

Synthetic Aperture Radar: Utilizing Radon  
Image  Transformations to Enhance the Detection  

of Ship Wakes 
 

Cassidy Honea 
Erik Higgins 

Virginia Tech, Blacksburg, VA 

 
Daniel Sobien 

Justin Kauffman, Ph.D. 
National Security Institute, Virginia Tech, Arlington, VA 

 
The output images from Synthetic Aperture Radar (SAR) simulations, highlighting surface ship 
wakes, are fed into a common image transformation to detect and enhance wakes that are present 
in the images. The image processing technique utilized in this work is the Radon Transform, 
commonly used in the medical field. Its corresponding inverse are used to obtain enhanced images. 
The goal of the Radon Transform is to detect “pixels of importance” and enhance the images 
overall. Results from using the Radon Transform and Inverse Radon Transform show that on 
simulated L-Band SAR images the enhanced images enable easier detection of a wake within the 
image compared to those without this processing step. 

Keywords:  Radon Transforms, Ship wakes, Synthetic Aperture Radar 
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present in the collected images from these real-world 
datasets provided by SAR capable satellites. This makes 
the problem more challenging, partly because of the 
great variety of appearances that wakes can have, and 
partly because of the presence of wake-like linear struc-
tures in the image and different kinds of noise. This 
introduces the question: How can we make these deter-
minations easier and is there a way to “clean up” the 
image by highlighting the necessary information?  

Image transformations can be used to modify an 
original image by converting it from one domain to 
another. Image transformations can be used for sparse 
object detection, clutter reduction, target classification, 
etc. Specifically, in this article, we propose the Radon 
Transform [5] and its inverse to tackle the aforemen-
tioned problems, where hidden data can be recovered 
to reevaluate and obtain previously obstructed data. 
Several different techniques were tested with the pur-
pose of increasing probability in wake detection and 
consequently reducing the probability of missed or 
false detections. 

This article is organized as follows: The Background 
introduces the Radon Transform followed by its inverse. 

The methodology of our analysis is presented with 
detailed steps. The imaging results on the provided syn-
thetic L-Band Case images are reviewed in Results sec-
tion, and finally conclusions are drawn. 

 
Background 

The Radon Transform, defined in Equation 1, is an 
image processing technique (transform) that utilizes 
integration to enhance the quality of an image by fil-
tering through some of the image noise.  

 
       R(ρ,θ) = ∫ ∫D f (x,y)δ(ρ – x cos θ – y sin θ)dxdy   (1) 

 
      R(ρ,θ) is the radon transform where ρ is the normal 
distance between the origin and a line, θ is the angle 
between the normal and x-axis, D represents the entire 
image domain, f(x, y) the function value at position (x, 
y), and δ the Dirac delta function.  

Used in most medical practices, ranging from X-Ray 
computed tomography (CT) to emission tomography 
[6], the Radon Transform integrates the values of the pix-
els within the image, along every line while each integral 
becomes a single point in the transform space. While 
looking into this transform, we asked the question: How 
can this transformation help in the detection of wakes 
created by maritime vessels? Looking into the different 
SAR bands, each image is processed at a different fre-
quency. It is known that the Radon Transform can reduce 
the noise within an image, making the resulting image 
have a higher resolution than the input quality. Making 
it a candidate to declutter an image and become a valu-
able resource for precise wake estimation [7]. Figure 2 
looks at highlighting a ship wake from the COSMO-
SkyMed SAR data set, where the red box outlines the 

Honea, Higgins, Sobien, & Kauffman 

Figure 1: Electromagnetic Spectrum showing their respective wavelengths with examples of each.

Table 1: SAR bands with their corresponding frequencies and 
wavelengths [3].

Frequency SAR Band: Frequency [GHz] Wavelength [cm]

P-Band 0.25 - 0.5 60 - 120

L-Band 1 - 2 15 - 30

S-Band 2 - 3.75 8 - 15

C-Band 3.75 - 7.5 4 - 8

X-Band 7.5 - 12 2.5 - 4
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 portion of the image where we performed the radon 
transform to produce a sinogram as shown in Figure 2b. 

 
Methodology 

We demonstrate the Radon Transform and its 
inverse on synthetically generated L-band images, 
details on how these images are generated can be found 
in [9] and [10]. Passing these images through these two 
transforms enable us to filter the image and reevaluate 
the resulting image in terms of a wake being present or 
not. We first took a synthetic image with a “clear wake” 
and performed the Radon Transform to analyze the 
sinogram, the output image from the Radon Transform 
[11], and then identify how the ship wake is represented 
within the sinogram. The detection of a ship wake 
within the sinogram could reduce the processing time 
in half if we are able to accurately identify a wake. We 
then performed the Inverse Radon Transform, which 
includes filtering, to demonstrate the noise reduction 
have a sense of the resulting output image through the 
entire image processing pipeline. Once we were familiar 
with the pipeline and how to identify ship wakes in the 
sinogram we repeated the procedure with images that 
were originally labeled as “no wake” or “half wake.” 
Once we obtained all the resulting images, we com-
pared the original images to the enhanced images to see 
if any of the results changed and if they need to be 
moved to a different category (i.e., move an image 
labeled “half wake” to “clear wake”). 

 
Results 

Figure 3 shows all three steps of our methodology 
used on the image subsets within the L-Band Head Seas 
Case, where the waves are moving against the direction 

of motion for the ship. From each group, you can see a 
difference from the far-left columns to the right 
columns. This is caused by Forward Back Projection 
(FBP) within the Inverse Radon Transform where the 
original image undergoes some noise reduction, result-
ing in the same image but with a higher resolution and 
enhanced features. Descriptions of the SAR platform 
parameters that were varied are defined on the left most 
portion of Figure 3. 

Figure 3a, labeled “clear wake,” shows the syntheti-
cally produced full turbulent wake. Turbulent wakes 
appear on the surface of the water for a longer period 
due to their effect on surface roughness. Figures 3b and 
3c are the resulting sinogram and denoised image from 
the Radon Transform and Inverse Radon Transform, 
respectively. The wake appears smoother for a longer 
period compared to shorter waves propagating because 
their phase velocity is slower than that of long (turbu-
lent) waves [12]. Figure 3d, labeled “half wake,” shows 
a similar synthetically produced turbulent wake with 
some energy loss after some time. Figures 3e and 3f are 
the resulting sinogram and denoised image from the 
Radon Transform and Inverse Radon Transform, respec-
tively. Over time, the energy in the waves of water settle 
down, making the amplitude of the wave decrease. The 
water is only stagnant again once all the induced tur-
bulence from the ship has died down, leading us into 
Figure 3g: “no wake.” Figures 3h and 3i are the resulting 
sinogram and denoised image from the Radon Trans-
form and Inverse Radon Transform, respectively.  

It can be observed that as the parameters of the SAR 
platform change, the resulting synthetic wake changes 
as well. Noise in the original image can impact positive 
identification of a ship wake, leading to a designation 

Synthetic Aperture Radar: Utilizing Radon Image  Transformations to Enhance the Detection of Ship Wakes 

Figure 2: COSMO-SkyMed SAR image (a) where the Radon Transform is preformed on the section outlined in red. The wake is 
lined in yellow which can be seen in the sinogram (b). [8]. 

(a) (b)
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of “half wake.” Using the Radon Transformation and its 
inverse, we can provide more confidence of an identifi-
cation of a ship wake in resulting images. However, 
these particular conditions for the presented “half 
wake” in Figure 3 would result in a label of “no wake.” 

 
Conclusions 

Radon Transforms have been used to enhance sim-
ulated SAR images to better classify if those images con-
tain a ship wake. Even for the simulated SAR images, it 

can be difficult to determine if a ship wake is present 

given the amount of noise in some of the data, let alone 

if we are trying to identify ship wakes from real-world 

SAR. The approach utilizing Radon Transforms is 

demonstrated on synthetically generated data where 

the enhancements enable us to classify ship wakes 

more clearly in an image. This approach could be used 

on real-world collected SAR data to help detect ship 

wakes without the input from subject matter experts. ❏ 

(a) (b) (c)

Clear Wake: 
Look angle = 

90°, VV 
Polarization, 
Inclination 

angle = 60°

           Original SAR Image:                                   Sinogram:                                 Inverse Radon Transform: 

(d) (e) (f)

Half Wake: 
Look angle = 

270°, HH 
Polarization, 
Inclination 

angle = 50°

(g) (h) (i)

No Wake: 
Look angle = 

270°, VV 
Polarization, 
Inclination 

angle = 40°

Figure 3: Each row has an assigned synthetically produced SAR image from the same hydrodynamic case (outline in [9]) and band: 
Head Seas Case: L-Band. Head Seas can be defined where the waves are moving directly against the course of the ship. Note 

VV/HH Polarization is vertical/horizontal transmit and vertical/horizontal receive. 
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Background 
Validation is a key component of modeling and sim-

ulation (M&S). Rigorous validation requires quantifica-
tion of the uncertainty between live data and simulation 
output. The following demonstration supposes that we 
have data from a live-fire missile explosion test and sim-
ulated explosions [1]. A statistical analysis determines 
the extent to which the data and simulation agree. 

Primer on Uncertainty 
Uncertainty quantification estimates the extent to 

which a quantity, as measured, may differ from its 
actual value. The uncertainties themselves arise from 
limitations in measurements or M&S and can be cate-
gorized as statistical or systematic. Figure 1 below high-
lights the differences between the two. 

Statistical uncertainty arises from stochastic effects 
(probabilistic effects that occur by chance) in a meas-
urement process and is an estimate of imprecision. As 
the cause is random, statistical uncertainty may be 
reduced by accumulating more samples, and it 
approaches zero as the number of samples goes to infin-
ity. Take determining the mean weight of a basketball 

approved for NBA games as an example. Weighing 
1,000 different balls and then calculating the mean 
would yield a measurement with a much smaller sta-
tistical uncertainty than weighing only 10 balls.   

On the other hand, systematic uncertainty is due to 
unknown but constant errors in measurement or M&S, 
which makes it independent of the number of samples. 
A systematic uncertainty estimates inaccuracy, and cal-
ibration error is a common source. If the scale used to 
measure the weight of the basketballs was calibrated 
only to a tolerance of 10 grams, then the systematic 
error in the mean weight of the basketballs will always 
be 10 grams, no matter the number of samples. 

A Case Study  
A model that characterizes a missile’s impact on the 

target can significantly aid design and testing of that 
missile [2]. By depicting the number of fragments that 
perforate the target at a given distance from missile 
burst, the model can predict the amount of damage 
caused. For example, model output can then be used 
to inform a proximity sensor on the missile and help 
maximize area coverage on its target.  

Uncertainty Analysis Demonstration: A Missile 
Case Study 
Navreeta Singh  

Jeremy Werner, Ph.D. 
DOT&E, Washington, DC 
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Figure 1: Visualization of the Difference Between Statistical and Systematic Uncertainty 



43(4) • December 2022  |  203

Uncertainty Analysis Demonstration: A Missile Case Study 

Figure 2 below shows an experimental set-up for 
testing these parameters. The missile explodes in the 
center of the range, surrounded by “witness panels” at 
various distances from it. Few fragments impact the 
panels closest to the burst, as the explosion has not yet 
spread out. The panels farthest away also register few 
fragments, as the force of the explosion has dissipated. 
This leaves a mid-range “sweet spot,” where the number 
of perforations is highest. 

 
Method 

The live data are first fit to a regression model. 
Because the perforation data are count data (i.e., dis-
crete rather than continuous), we considered the fol-
lowing two main model options: Poisson and Negative 
Binomial. The Poisson model typically is used to 
describe random events that occur over time or space, 
such as the number of car accidents per month or the 
number of pieces of gum on a sidewalk square. Poisson 
models assume that each event is independent and that 
the mean of the data equals the variance. However, in 
practice, events often are correlated, which typically 
causes the variance to become larger than the mean. 
This larger variance, or overdispersion, is indeed 
observed in the missile data, because the events — the 

fragment bursts from a single mission explosion — are 
not independent. 

The following two models can account for overdis-
persion: the quasi-Poisson and the Negative Binomial. 
The quasi-Poisson model includes an extra dispersion 
parameter to estimate how many times larger the data 
variance is than the mean.  The Negative Binomial 
model considers the distribution parameter itself as a 
random variable whose variation accounts for the 
overdispersion. Although these two models were con-
sidered in addition to Poisson, the quasi-Poisson 
model (as implemented in the base library of the R 
Project statistical computing language [3]) is function-
ally identical to the Poisson model in terms of the 
regression it produces. This analysis discusses only the 
Poisson and Negative Binomial results [4]. 

After fitting the live data with Poisson and Negative 
Binomial distributions, the team computed the R2 values 
(the proportions of variance in the data that are captured 
by the fitted regressions, also known as the coefficient of 
determination) and the probability values (p-values) of 
the χ2 “goodness of fit” statistics, which estimate how 
well the models characterize the  underlying data. Figure 
3 below shows values computed from the average of 100 
simulation runs, as well as from live data. The R2 values 

Figure 2: Experimental Set-up and Perforation Dependency Tied to Radius 

Figure 3: R2 and χ2 P-Values for Negative Binomial and Poisson Fits
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for the Negative Binomial and Poisson fits are compara-
ble, as the regression curves capture a similar proportion 
of the variance present in the data.  

However, the fits’ χ2 p-values reveal the difference 
between the two.  

The standard deviation of the Negative Binomial 
distribution is much wider, as this model accounts for 
overdispersion and, accordingly, yields a higher χ2 p-
value. Conversely, the Poisson fit doesn’t account for 
overdispersion; thus, its χ2 p-value is almost negligible. 
The Negative Binomial fit therefore is the better choice 
and is used for the remainder of this analysis. 

Next, we compared the live data and simulation (see 
Figure 4 below). The 95% confidence band on the fit 
to the data, which is shown in gray, indicates that, for 
any given value on the horizontal axis, we are 95% sure 
that the mean of the parent distribution from which the 
data were sampled falls within these bounds.  Shifting 
this interpretation, we can claim that to be considered 
consistent with the data, the mean of the simulation 
itself (teal curve) must fall within the confidence band 
— and so we correspondingly changed the color of the 
gray confidence band to teal.   

We then drew points from the simulation, while 
assigning each point an error bar that represents the 
width of the confidence band, as any given simulated 
point could be drawn from the lowest or highest end 
of the band and remain within bounds. In doing so, we 
reinterpreted the statistical uncertainty that is latent in 
the fit to the data (due to the limited number of sam-
ples from which it was generated) as a systematic uncer-
tainty in the simulation. The mean of the simulation 
could fall anywhere within the gray band and still be 
considered consistent with the data. 

 
Analysis 

Choosing the right hypothesis test is key. The left 
graph in Figure 5 below more clearly visualizes the 
extent of any disagreement between the two distribu-
tions, plotting the difference between the live data and 
simulation (black curve) with the 95% confidence band 
of that difference (gray band). The confidence band 
encompasses the horizontal axis (i.e., Live – Simulation 
= 0) for the entire range, demonstrating that the distri-
butions are consistent. 

Singh & Werner 

Figure 4: Live Data and Model Curve, with 95% Confidence Bands and Simulated Values 
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Hypothesis testing allows us to quantify the extent to 
which the live data and simulation agree or disagree. 
Gaussian distributed data can be analyzed with a stu-
dent’s t-test, which compares the mean of the simulation 
to that of the live data. But, because the data aren’t 
 Gaussian distributed, we instead used nonparametric tests 
that don’t presume any distribution: the Kolmogorov- 
Smirnov (KS) test and the Mann-Whitney U (MW) test. 
The KS test compares the shapes of distributions through 

their empirical cumulative distribution functions 
(ECDFs), a plot of which is included on the right in Fig-
ure 5 below. The Mann-Whitney test compares the 
medians of the distributions in either the horizontal or 
vertical axes. By using a KS test, along with horizontal 
and vertical MW tests, we obtained a holistic compari-
son of the distributions. 

Figure 6 exemplifies the importance of using multi-
ple hypothesis tests. Each simulation was run 100 times, 

Figure 6: Horizontal and Vertical Mann-Whitney and Kolmogorov-Smirnov P-Values

Figure 5: Live   – Simulation Plot (Left) and ECDFs (Right) 
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and the means of the resulting p-values plotted. When 
we shifted the simulation to the right, both the KS and 
vertical MW test p-values remain unchanged. An analyst 
looking at these values might presume — incorrectly — 
that the live data and model agree, when they clearly 
do not. However, the horizontal MW test, which 
accounts for the direction in which the simulation is 
shifting, exhibits a steep downward trend as the simu-
lation moves farther away from the live data. It inter-
sects the horizontal p = 0.05 line at a shift of about 0.05 
(arbitrary units), at which the probability of the data 
and model agreeing is 5%. The corresponding shift is 
exhibited in the Perforations vs. Radius plot shown in 
Figure 6. This is the point at which the data and model 
no longer exhibit the same distribution at the 95% con-
fidence level. 

Similarly, the KS test is sensitive to vertical shifts and 
changes in the shape of the distribution. We demon-
strate this in Figure 7 below by comparing the live data 
against its regression line, shifted vertically by some 
value between 0 and 1. The KS p-values exhibit a sharp 
drop around a vertical shift of 0.4 (number of perfora-
tions).  They cross the p = 0.05 line at a shift of only 
0.55, demonstrating the sensitivity of the KS test to 
changes in the distribution. 

 
What Does It Mean? 

This analysis centered around uncertainty quantifi-
cation, which moves beyond asking whether the data 
and simulation agree to determining the extent to 
which they may, in fact, vary but still be considered con-
sistent. We established that the simulation could fall 
anywhere within the 95% confidence band and still be 
considered consistent with live data. This allowed us to 
reinterpret the statistical uncertainty latent in the fit to 
the data — due to the limited number of samples from 

which it was generated — as a systematic uncertainty in 
the simulation.   

As US capabilities, the operating environment, and 
potential threats become more complex and challeng-
ing, operational testing and evaluation will rely more 
and more heavily on M&S. Just as with live data, quan-
tifying the uncertainties that occur in M&S assessments 
of system performance is critical. Uncertainty quantifi-
cation conveys the accuracy and precision of M&S 
results, helps to ensure those results’ reliability and 
reproducibility, and allows testers and the intended user 
to have greater confidence in the predicted outcome. 
That, in turn, is critical to executing credible and ade-
quate operational test and evaluation that provides 
decision makers and warfighters information they can 
trust. The straightforward method presented here for 
deriving systematic uncertainty will serve as a crucial 
tool in validating M&S venues — and setting the foun-
dation to earn that trust.                                              ❏ 
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Endnotes 
[1] This study builds upon and uses input from 

IDA’s 2018 “Comparing M&S Output to Live Test Data: 
A Missile System Case Study” by D. Thomas and K. 
Avery, to include the visualization shown in the left side 
of Figure 2. 

[2] The analysis software needed to automatically 
reproduce all the findings in this study is publicly avail-
able at http:FIXME.it. 

[3] https://www.r-project.org/
[4] When using statistical software, quasi models

like quasi-Poisson also have limitations because they 
do not produce exact likelihood. Several statistical tests 
and fit measures are unavailable. 
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Introduction 
As an introduction, it might be insightful for the 

reader to know that this article could have been titled 
“Embrace the Chaos! Or, why I like breaking stuff on 
purpose.” I have been breaking stuff on purpose for sev-
eral years now and haven’t been fired yet. How did this 
come about? The concept of chaos has a history that is 
now a few hundred years old, and chaos engineering is 
an outgrowth of that history, in synergy with the growth 
of cloud computing and widely distributed software 
microservice applications. 

Chaos theory as a branch of physics dates to Henri 
Poincare in the late 19th century in his study of the 
three-body problem, but became formalized in the 
mid-20th century. Edward Lorenz, an American mathe-
matician and meteorologist, is a name prominently 
associated with chaos theory and nonlinear dynamical 
systems. He showed that though chaotic systems appear 
to be random they are anything but, exhibiting under-
lying patterns and structure, emergent behavior, com-
plexity, and self-organization. The study of chaos was 
greatly accelerated due to the digital computer, allowing 
detailed analysis of systems of nonlinear partial differ-
ential equations, establishment of the minimum 
requirements for chaos to exist, and providing dramatic 
visualization of related structures, such as attractors and 
trajectories. Later, chaos was observed in diverse systems 

beyond climate and weather, including networks, such 
as biological, chemical, social, and communications 
[1]. Edward Lorenz [2] wrote an accessible introduction 
to chaos, and science author James Gleick [3] wrote a 
popular book on the subject. Chaos theory has also 
been a factor in modern fiction, with a starring role in 
a Michael Crichton novel [4] and movie. 

Chaos engineering is the discipline of experiment-
ing on a system to build confidence in the system’s 
capability to withstand turbulent conditions in produc-
tion [5]. The purpose is to address the most significant 
system weaknesses before they affect users or customers, 
and to ensure that failures experienced by the system 
are not damaging to the capabilities delivered to the 
users and customers. Chaos engineering provides a way 
to manage inherent chaos and build confidence in 
complex production environments. 

At first sight, chaos engineering may appear to 
demand mutually exclusive needs: intentionally intro-
ducing faults that cause system failures and testing at 
scale. A production network is characterized by an ever-
changing mix of protocols, services, number of users, 
and connected devices; in fact, most networks today are 
networks of networks. Even with modeling and simu-
lation on high-performance computers, it’s nearly 
impossible to represent large scale network behavior. 
The only recourse is accepting the unknown and unpre-
dictable and testing in a production environment to 

The ITEA Journal of Test and Evaluation 2022; 43: 208-218 
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introduced and demonstrated for distributed systems operating in public cloud environments. 
Application to other domains, such as security, personnel, and to organizations, is also described.  
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understand how the systems will fail, as well as where, 
when, and how best to respond to minimize disruption 
to users and customers. 

 
Background 

When considering the practice of deliberately inject-
ing failure into a production system, one may find one-
self instinctively asking “Who came up with this idea?” 
But the approach, developed by Netflix when the com-
pany made a full migration of their software systems 
into Amazon Web Services (AWS), was driven by the 
application of the scientific method to complex system 
testing. Chaos engineering has five commonly identi-
fied steps for implementation, while the scientific 
method is described as having between five and eight 
steps. The steps are compared briefly for commonality 
in Table 1 and will be looked at more thoroughly in the 
“Nuts and Bolts” section of this article. 

Netflix realized as they were completing their migra-
tion that the scale of their production system rendered 
the common practice of testing in staging or test envi-
ronments ineffective. Because public cloud environ-
ments provide resources that are commoditized, there 
is a reasonable expectation that resources will experience 
failure. And because Netflix is a global streaming service, 
system service level agreements (SLAs) are aggressive 

and intolerant of downtime. Netflix needed a different 
way to test. This need led to the creation of chaos exper-
iments, which are well-defined, well-planned, and well-
observed tests completed by deliberately injecting failure 
states into the production system. 

Initially, the chaos experiments Netflix imple-
mented were small. Netflix created the Chaos Monkey 
in 2010, which was an automated test tool that ran-
domly chose a production server and disabled it. This 
experiment validated that the Netflix application could 
gracefully handle failure of single servers in their highly 
distributed environment. However, Netflix quickly real-
ized that testing the failure of a single server in their 
highly distributed environment only assessed the sys-
tem against one small potential failure, and they began 
to develop a suite of experiments to apply to their sys-
tems. These experiments tested the failure of an entire 
data center, of multiple data centers, of network con-
nectivity failure, of data store failure, and more. The 
experiments created to test these failure states were 
called the Netflix Simian Army [6], and the army grew 
from both observed failures in the production system 
and from identification of potential failures within the 
production system. Netflix further encouraged the 
growth of the Army by soliciting their users for recom-
mendations for new experiments. 

Step Scientific Method Chaos Engineering Comparison

1 Observe the System Validate System For both the scientific method and chaos engineering, this initial step 
focuses on defining, understanding, and observing the characteristic 
behaviors of the system under investigation.

2 Define a Question 
to Investigate 
Gather Information 

Form Hypothesis In the second step of chaos engineering, the chaos engineer forms a 
hypothesis of potential system failures that could occur. In the second and 
third steps of the scientific method, the scientist defines a question to be 
investigated and gathers information related to the question. 

3 Form Hypothesis Plan Experiment In chaos engineering, the third step involves planning out the chaos exper-
iment that will be used to test the hypothesis defined in the third step. The 
fourth step of the scientific method has the scientist forming a hypothesis 
based upon the identified question and observations of the system. 

4 Test the Hypothesis 
Gather and Analyze 
Data

Run Experiment The fourth step of chaos engineering involves running the experiment that 
was planned out in the third step and in capturing the system data gener-
ated during the running of the experiment. The fifth and sixth steps of the 
scientific method involve testing the hypothesis, collecting data about the 
experiment, and analyzing the data. 

5 Draw Conclusions 
Report Results 
Evaluate Results

Monitor and Repeat In chaos engineering, the fifth step involves monitoring the experiment 
while it runs, drawing conclusions about the system based upon the data, 
and then running the experiment again. The seventh and eighth steps of 
the scientific method involve drawing conclusions from the experiment 
completed in steps five and six, reporting the results of the experiment, 
and evaluating those results against the initial hypothesis to either validate 
or invalidate its premise.

Table 1: General Comparison of the Scientific Method and Chaos Engineering 
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The code for Chaos Monkey was open-sourced in 
2012. Netflix created the official Chaos Engineer job 
title in 2014, and in 2015 created an official Chaos Engi-
neering Team [7]. In the same year, Netflix launched 
Chaos Community Day as a tactic to encourage adop-
tion of chaos engineering by the broader technology 
sector. Companies across multiple industries began 
adopting chaos engineering for testing their distributed 
system deployments. The rate of adoption is increasing, 
and companies using chaos engineering are no longer 
constrained to those known for their technical innova-
tion. Gartner estimates that up to 40% of organizations 
will incorporate chaos engineering into their DevOps 
disciplines by 2023 [8]. 

 
Chaotic Examples 

Chaos engineering can be incorporated into pro-
grams, products, and projects across a range of disci-
plines. The techniques for implementing chaos vary 
depending upon the system being put under test. At 
Parsons, we run chaos experiments in multiple pro-
grams against targets ranging from IT infrastructure to 
distributed software applications and into our organi-
zations themselves, including the people, processes, 
and tools used by our markets.  

As an example of IT infrastructure and distributed 
software chaos engineering, we examine the experi-
ments that are implemented in Parsons’ Screaming 
Aardvark program. Screaming Aardvark processes com-
mercial satellite data through a software system that is 
hosted in a Kubernetes cluster deployed on compute 
resources across on-premises, AWS, and Azure cloud 
environments. This system design provides resiliency at 
depth, protecting the program against individual soft-
ware component failure, individual server failure, server 
rack failure, and data center failure. Because of the 
widely distributed and hybrid cloud nature of the 
deployment, traditional failure testing on the applica-
tion and its infrastructure proved insufficient for assur-
ing the resiliency of the system. In response to this 
challenge the Screaming Aardvark team chose to incor-
porate chaos engineering. 

The team implemented three specific chaos experi-
ments to test the IT infrastructure and distributed soft-
ware of the system. The first test, which the team calls 
Khaos Monkey, terminates single pods running within 
the Kubernetes cluster. When the experiment is run, the 
automated script assesses the system to identify the cur-
rently running pods across the entire distributed sys-
tem, randomly selects a subset of pods from each of the 
nodes, and terminates the selected pods sequentially, 
one at a time, while capturing log messages and record-

ing the status of the system as the experiment is execut-
ing. This test validates the resiliency of each major com-
ponent of the software system to individual pod failure.  

The second test, called Khaos Gorilla, chooses a single 
node, either worker or control plane, and terminates it. 
For the on-premises environment, this means restarting 
the VM the node is running on. For the public cloud, this 
means issuing a terminate command on the instance or 
VM the node is running on. This test validates the 
resiliency of the Kubernetes cluster deployment, demon-
strating that the infrastructure can recover from the loss 
of an entire server. This test also validates the resiliency 
of the software system by demonstrating that the soft-
ware continues processing the satellite data without 
interruption or data loss even when multiple compo-
nents of the solution become inaccessible concurrently. 

The third test implemented for Screaming Aardvark 
is called Khaos Kong. This test emulates the loss of an 
entire data center and runs by terminating all resources 
operating within an AWS availability zone or an Azure 
region. Depending on which is chosen, this experiment 
can terminate up to half of the entire Kubernetes cluster. 
Khaos Kong tests the ability of the IT infrastructure and 
software system to mend itself and continue processing 
satellite data in the case of catastrophic failure. 

The initial implementation of each of the Khaos 
experiments described above was manual, with an engi-
neer triggering each experiment and controlling it. 
However, as Screaming Aardvark progressed in its 
implementation maturity, the experiments were simi-
larly matured, automated, and incorporated into the 
development and staging delivery pipelines. By taking 
this step, chaos engineering is codified into the system, 
run with every code merge, and used to continually val-
idate the resiliency of the system. 

As mentioned previously, the tenets of chaos engi-
neering can be applied in scenarios and against systems 
that are outside of software and IT infrastructure. At Par-
sons, the Parsons X team applies chaos engineering to 
its organizational structure, which includes the people, 
processes, and tools that contribute to the organiza-
tion’s day-to-day work behaviors, to ensure the organi-
zation is designed and operated in a way that builds 
resiliency and prevents single points of failure. Exam-
ples of chaos experiments that are applied to the Par-
sons X organization include Lying Lemur, Latency Loris, 
and Absentee Aye-Aye.  

The Lying Lemur chaos experiment designates one 
or more individuals within the team as a liar for the 
day. Each designated liar is instructed to answer some 
percentage of all questions they are asked during the 
experiment incorrectly. The specific percentage varies, 
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typically ranging between ten and twenty-five percent, 
and the liar documents each instance where they lied 
in their response so that correct responses can be sent 
to all affected individuals after the conclusion of the 
experiment. The purpose of this experiment is to deter-
mine if the team knows enough about the program to 
detect when an answer seems likely to be incorrect, and 
to demonstrate the team’s resiliency and ability to seek 
out the correct answer elsewhere. 

Latency Loris is a chaos experiment that slows down 
responsiveness. In this experiment, one or more indi-
viduals are designated as slow lorises, which means that 
they are not allowed to respond to any requests for 
information via any method until a specified amount 
of time (30 minutes, 1 hour, 2 hours) has passed. The 
purpose of this experiment is like that of Lying Lemur, 
to demonstrate the team’s resiliency and ability to seek 
out the needed answer elsewhere when the primary 
point of contact for it is delayed in their response. This 
experiment also tests tasking for the team: Does the 
questioner have productive tasking they can shift to 
while waiting for a response, or are they dependent 
upon the answer coming quickly to be productive? 

Finally, the Absentee Aye-Aye experiment is like 
Khaos Gorilla, in that it removes a key piece from the 
organizational puzzle. In Absentee Aye-Aye, at the 
beginning of an individual’s workday they are removed 
from their usual tasking and assigned a different, non-
related task to focus on. The individual is not allowed 
to do anything that is related to their usual tasking for 
the duration of the experiment, including answering 
questions about it, doing any work on it, or interacting 
with the team involved in that task execution. This 
experiment is explicitly defined to identify any single 
points of failure in the processes and practices of the 
team tied to the redirected individual, as well as helping 
to identify any less recognized tasking that the individ-
ual does for the team. 

In the Parsons X group, chaos experiments like the 
ones described above are run on a once-quarterly 
rhythm. As with regression testing in IT and software, 
this rhythm ensures that the organization protects its 
resiliency because the failure states induced as part of 
the chaos experiments recur. 

 
Nuts and Bolts 

The experiments summarized in the previous exam-
ples are effective tools. However, they are effective 
because the organizations and programs running them 
prepared and planned for the injection of chaos exper-
iments into their operations. What does that prepara-
tion look like? How can an organization that is not 

currently using chaos engineering begin to inject it into 
their software, systems, and organizations? 

There are five main enabling principles for chaos 
engineering. Any organization that intends to introduce 
chaos into their practice must understand the five prin-
ciples, and their organization must be able to integrate 
them. These five principles are validation, hypothesis, 
planning, execution, and repeatability, and they align with 
the five steps described in Table 1.  

Validation is using the process of observation to under-
stand the way the system under test currently operates. 
For software and IT systems, this step includes ensuring 
that appropriate logging of the system state is captured to 
provide visibility into the steady state behavior of the sys-
tem and confirming that system documentation is 
aligned with the actual deployment. For organizational 
systems, this step includes ensuring that processes and 
policies including tools and established team rhythms are 
understood and documented as  executed.  

Hypothesis incorporates the scientific method steps 
of defining a question to investigate and gathering 
information, and the output of this step in chaos engi-
neering is a hypothesis that a chaos experiment will be 
designed to test.  

The planning step of chaos engineering covers the 
scientific method’s step of forming a hypothesis and 
involves defining the scope of the experiment, the 
aspects of the system that will be impacted by the exper-
iment, the criteria that will be used to trigger a stop if 
the impact of the experiment is larger than intended, 
the duration of the experiment, and the team support 
requirements during the running of the experiment.  

The execution step in chaos engineering encompasses 
the scientific method’s steps of testing the hypothesis 
and gathering and analyzing the data. This step involves 
running the experiment, capturing the results of the 
experiment, and examining those results to understand 
what the impact of the experiment on the system was. 
In this step of chaos engineering, the team assesses the 
steps of the experiment and the results in the system of 
each step. The team does this by looking at logs, inter-
viewing involved personnel, and reviewing the response 
of the team itself to the experiment. Existing remedia-
tion/failover plans are assessed for sufficiency in the 
induced failure state. Unintended and unexpected ripple 
effects are identified during the examination as well and 
can be used to determine additional experiments for 
future chaos engineering activities. 

The final step in chaos engineering, repeatability, aligns 
with the scientific method’s draw conclusions, report 
results, and evaluate results steps. This step includes 
reporting of the experiment results to stakeholders and 

Chaos Engineering 
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planning for new experiments identified in the execu-
tion step. This final step also includes activities between 
execution of chaos experiments as well, as the system is 
monitored for any unintended failures. 

There are conditions that must be considered prior 
to incorporation of chaos engineering into a system to 
decrease the likelihood of failed experiment execution. 
Chaos experiments should not be run if the team 
already knows that the test will cause significant failure. 
If the system is opaque, meaning that it is either not 
well understood or not well monitored, that system is 
not a good candidate for chaos engineering. Visibility 
into the system’s functionality and an understanding of 
the steady state operation is required for effective chaos 
engineering to be applied. Similarly, if there is not a 
well-defined recovery plan for failure in the system, 
chaos experiments should not be applied. Because 
chaos experiments involve injecting real failure states 
into a system, they should not be implemented without 
strong stakeholder support. Finally, if the chaos engi-
neering team is not able to clearly define the expected 
area of impact for the test, criteria to stop the test, and 
the mechanism that will be used to halt the test in the 
case of a breach of the intended area of impact, chaos 
engineering should not be applied. A few examples of 
poor candidates for chaos experimentation:  

1. A legacy software system that is manually 
deployed, with significant customization, and 
depended upon by multiple divisions within the 
organization. 

2. An executive position within the company or key 
customer interface during essential negotiations.  

 
If the system has been assessed and does not have 

any of the failure conditions identified in the previous 
paragraph, it may be a candidate for chaos engineering. 
However, before starting to experiment, ensure the fol-
lowing conditions are met: 

1. The experiment can be scheduled to run during 
normal operating hours, when the team is present 
to support. 

2. Stakeholders have been notified of the intended 
experimentation and provided their approval. 

3. The environment the experiment will be run 
within is well understood and defined.  

4. The experiment(s) to be run are clearly docu-
mented, including the intent of the experiment, 
the mechanism for injecting chaos, the steps that 
will be taken to restore the system after comple-
tion of the experiment, and the criteria and mech-
anism for stopping the experiment early if 
unintended effects are detected. 

An additional consideration in implementation of 
chaos engineering on a system is whether the needed 
tools are available to the team running the test. For soft-
ware and IT chaos engineering, there are a variety of 
commercial-off-the-shelf (COTS), as-a-service (aaS), 
and open-source (OS) tools available to use. The open-
source tools are generally tailored to specific use cases 
or technology stacks and will not be applicable for 
every type of testing; the aaS and COTS tools may not 
meet all the requirements for chaos engineering in a 
specific system, so sometimes building your own tool 
is the best choice. However, there are risks with building 
your own tool, such as ineffective or insufficient mech-
anisms to halt an experiment that is spinning out of 
control, that are most often well covered in the aaS, 
COTS, and OS tools.  

Choose the tools to use deliberately! 
Once the tools are in place, the system is assessed for 

readiness, the stakeholders are on board, and the team 
is on hand, it is time to inject chaos! Let’s get to it. When 
beginning to incorporate chaos into a system, start by 
choosing the target. Start small, as Netflix did with their 
Chaos Monkey. Test failure of a single pod, instance, 
VM, or designate a single Lying Lemur for the day.  

Don’t start with a Khaos Kong!  
In addition to limiting the scope of the experiment, 

don’t invest a lot of time into automating the experiment 
for the initial runs. If the experiment provides valuable 
insight into the system and is chosen to be run repeat-
edly, then take steps to automate. But for the initial few 
runs, manual implementation is an effective strategy. 

Plan the experiment out. Consider where the exper-
iment will be run. For an IT system or software applica-
tion, will the experiment be run in the production 
environment? In staging or development?  

Decide when the experiment will run. What day? 
What time? How much notice will impacted teams be 
given prior to the experiment?  

Identify who needs to be present and dedicated to 
the experiment. Are all the support staff, the engineers 
who can repair the system, the staff that will need to 
deal with the impacts of the failures, and any other par-
ticipants available and ready to support? How long will 
the experiment run? Will it take a few minutes? Hours? 
A full day? Longer?  

Clearly identify the start and stop times and condi-
tions that would cause an early halt to the experiment. 
Identify and document the steps that will need to be 
completed to restore the system to its original state once 
the experiment has concluded. 

Once the plan has been created, it is time to run the 
experiment. Notify stakeholders of the start time, 
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planned duration, and expected impact. Start the exper-
iment according to the defined plan. Pay attention 
while the experiment is running. Take notes, watch 
what happens, and observe how the involved teams 
react and respond to the experiment. Watch for unex-
pected effects related to the actions taken in the exper-
iment and document the symptoms of those effects. If 
the identified stop conditions occur, stop the experi-
ment early and initiate reconstitution of the original 
state of the system.  

After the experiment has concluded and the system 
has been restored to its initial state, analyze the data 
collected during the run. Assess the effectiveness of the 
experiment. Did it reveal something new about the sys-
tem? Identify a failure point that was unrecognized 
before? Did it validate the resiliency of the component 
of the system that was put under test? Was the hypoth-
esis valid, and did the experiment reveal information 
that should be monitored and assessed regularly? If the 
experiment was valuable, consider ways to automate 
the experiment execution. If unexpected impacts were 
identified, consider creating new experiments to test 
those impacts in the future. 

Thus far, we have examined the purpose, strategy, 
and implementation tactics that can be used to inject 
chaos experiments into systems of software, IT infra-
structure, and organizations. We have walked through 
a few examples of chaos engineering as it has been 
implemented at Parsons, and we have discussed the 
steps involved in beginning to incorporate chaos into 

systems. The following section will walk through exe-
cution of a Chaos Monkey experiment in a simple dis-
tributed software application. 

 
Demonstration 

For the demonstration that will be shown in this 
section, a simple three-tier web application has been 
deployed in AWS’ public cloud. The application is 
hosted on EC2 instances within an autoscaling group, 
is backed by DynamoDB and S3 datastores, and is 
fronted by an Application Load Balancer. Route53 has 
been used to customize the URL for the application. 
Because the application is hosted in AWS, the chaos 
experiment will be orchestrated using AWS Fault Injec-
tion Simulator (FIS), AWS’s Chaos-as-a-Service offering 
that was released in general availability in March 2021. 
A simple Chaos Monkey experiment will be shown 
twice, once with the application deployed in a non-
resilient, single availability zone manner and once with 
the application deployed with multi-availability zone 
resiliency. All images shown are provided with approval 
from AWS and show the system as viewed through the 
AWS console. 

The Chaos Monkey experiment shown has two 
defined stages, as shown at the bottom of Figure 1. First, 
50% of all running instances are terminated. Second, 
the experiment waits for 5 minutes to allow the 
autoscaling group health checks to recognize the loss 
of the EC2 instances and to automatically launch 
replacement instances.  

Figure 1: AWS Fault Injection Simulator Chaos Monkey Experiment Definition 
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For the initial deployment of the system, the 
autoscaling group is set to only want one instance, as 
shown in Figure 2.  

With a single running instance, the website is active 
as shown in Figure 3.  

 

When the FIS experiment is started, the first stage 
runs, selects the single running instance for termina-
tion, and issues the command to terminate the 
instance. Figure 4 shows the target group within the 
Chaos Monkey experiment, and Figure 5 shows the 
instances all terminated. 

Figure 2: Single running instance shown in EC2, circled in green. The other two instances shown are in “Terminated” state,  
not running. 

Figure 3: Basic Bitnami NGINX Website Running on the EC2 Instance.
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And as shown in Figure 6, the website is now out of 

service. Once the loss of the instance is detected by the 

autoscaling group, a new instance is initialized as 

shown in Figure 7 and the website is restored as shown 

in Figure 8. The system experienced approximately 

three minutes of downtime from when the chaos exper-

iment terminated the original instance to when the new 

instance was active and the website restored. 

 

As a result of the initial chaos experiment, the 

autoscaling group was updated to provide two EC2 

instances as shown in Figure 9. When the Chaos Mon-

key experiment is run again, one of the two EC2 

instances is selected for termination as designed 

(shown in Figure 10). But this time because of the 

change made to the autoscaling group, the website does 

not experience any downtime due to the loss of the 

instance, as shown in Figure 11. 

Chaos Engineering 

Figure 4: The Chaos Monkey Target Group Definition 

Figure 5: The Single Running Instance Has Been Terminated

Figure 6: Website is Out of Service with the Loss of the Single EC2 Instance Due to the Chaos Monkey Experiment 
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Figure 7: Replacement EC2 Instance (Selected in the Image) Initializing 

Figure 8: Website is Restored after Approximately 3 Minutes of Downtime

Figure 9: Updated Auto Scaling Group, Now with 2 Desired and 2 Minimum EC2 Instances 
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Conclusions and Cautions 
For the widely distributed software architectures and 

organizational structures that are common in industry 
today, traditional methods for testing are insufficient. 
Test environments cannot provide the resolution and 
verisimilitude to the operational environment that is 
required for effective testing. A new method was 
required. Chaos engineering attempts to address the 
shortcomings of traditional methods by strategically 
injecting failure into the operational system to validate 

the scalability and resiliency of the system under test. 
While chaos engineering was originated to test IT infra-
structures and widely distributed software applications 
in public cloud environments, the disciplined princi-
ples applied, like the scientific method, can be applied 
in additional circumstances. Security and organiza-
tional chaos engineering take the five tenets of chaos 
engineering and apply them to test the resiliency of 
security tooling, the security of IT infrastructures and 
software applications, and the people, processes, and 
tools relied upon by the organization.  

Figure 10: FIS shutting down one of the two running EC2 instances. Note the instance at the bottom of the list and circled in 
 purple is shutting down, while the instance circled in green is still running. 

Figure 11: The Website is Active Throughout the Experiment
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Caution must be taken when incorporating chaos 
engineering into systems. Because a key tenet of chaos 
experiments is injection of actual failure states into the 
system under test, unexpected consequences and effects 
can and do occur. For this reason, rigorous preparation 
must be undertaken before experiments are run. Stake-
holder knowledge and buy-in is essential. When run 
well, chaos experiments improve knowledge of a system 
and the way it functions, can provide evidence of 
resiliency, and increase confidence in the implementa-
tion of the system. However, if run ineffectively, chaos 
experiments can damage customer relationships, cost 
the organization revenue, and negatively impact the 
teams running and experiencing the tests and their 
effects on the system.  

For many companies across multiple sectors of 
industry, the benefits outweigh the risks. Disciplined 
chaos engineering has been adopted by companies 
ranging in size from less than 100 employees up to large 
enterprises with well over 10,000 employees, and Gart-
ner anticipates that greater than 40% of organizations 
using DevOps will include chaos engineering practices 
by 2023 [8].                                                                   ❏ 
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Introduction 
In 2018, the Science and Technology Directorate 

(S&T) of the Department of Homeland Security (DHS) 
conducted a study to improve its support to DHS 
 Components and become more responsive to their 
capability gaps. The recommendations of the study 
were implemented in fiscal year 2019 with the reorgan-
ization of the directorate and the establishment of a 
matrix support model. Key elements of the matrix 
model were the employment of systems engineering 
(SE) processes and techniques from test and evaluation 
(T&E) to  support the research and development (R&D) 
 programs. 

 
The Problem 

While testing is an essential element of R&D proj-
ects, the test objectives and methods are often different 
from those for acquisition and procurement. Testing in 
support of acquisition programs is typically divided 
into developmental and operational testing. Develop-
mental testing ensures that a product is built in confor-
mance with the contractual specifications: “Did we 
build it right?” Operational testing establishes the effec-
tiveness, suitability, and resilience of the product: “Did 
we build the right thing?” 

Testing to support acquisition decisions often 
involves long test periods and complex data collection. 
This complexity is due to the need for life cycle per-
formance predictions, which include reliability, main-
tainability, logistic support, and cost projections. 
Accordingly, the power, confidence, and statistical sig-
nificance of the results become key drivers in the 
amount and type of testing. 

Similarly, the testing of procurement items is cen-
tered upon quality and performance. Consequently, 

first-article testing and the testing of samples from 
 production runs or delivery lots are common means of 
testing procurement articles. As with acquisition testing, 
statistical and modeling methods are used to predict 
quality and performance of the delivered items and to 
confirm conformance to the published specifications 
or advertised performance criteria.  

R&D testing, while using similar methods and tech-
niques, often does not have a production-ready product 
to test. Rather, the testing is measuring a phenomenon, 
characterizing a material property, or assessing multiple 
solution options. R&D testing is often characterized 
into three types. 

The first type of R&D test is the Critical Experiment. 
A critical experiment establishes a key capability or 
property of the research product. It may be a detection 
range, size, or physical property. 

The second type is the Characterization Experiment. 
In this case, the program has established the fundamen-
tal property or capability; the next step is to fully char-
acterize it. This is a controlled experiment in which the 
range or extent of the phenomenon is determined. In 
many cases, this takes the form of multiple tests in 
which the input or environmental conditions are varied 
to establish the performance envelope. 

The third type is the Demonstration. Once the capa-
bility has been characterized, the next step is to show 
its utility. This may be accomplished by a demonstra-
tion in a laboratory environment or in a controlled 
field environment. Demonstrations can involve indi-
vidual facilities or be scaled up to entire cities. The 
demonstration system is typically a prototype incorpo-
rating the essential system elements. It may also include 
design variants that are being considered for inclusion 
in the production system.  

Testing of Research and Development Projects 
 

Michael J. Leite 
ManTech International Corporation, Herndon, VA 

 
The conduct and management of testing for research and development (R&D) programs involves 
different goals from the test and evaluation (T&E) efforts typically applied within acquisition 
programs. The Department of Homeland Security (DHS) has established a separate testing group 
to work with R&D program managers to ensure that testing of their projects is adequate to support 
the transition to acquisition, procurement, or commercialization. 
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The end state of the demonstrations for an R&D 
project is a decision to move forward with a procure-
ment or an acquisition. 

A principal element of the transition from R&D to 
acquisition or procurement is the transition of testing 
results, data, and analysis to the acquisition or procure-
ment team. For example, the data form the basis for the 
reliability, availability, and maintainability (RAM) 
assessment that is conducted as the operational product 
is developed. It is also the basis for the logistics and 
supportability planning. 

 
The Process 

The S&T matrix model was instantiated in an Oper-
ating Model Blueprint (OMBP) with three phases and 
a Business Process Flow (BPF) with nine sequential 
processes. The OMBP Phases and their associated BPF 
processes are shown in Figure 1. 

Testing plays a key role in support of each of the 
three phases of the OMBP. The Test and Evaluation 
Division (TED) of the S&T Directorate analyzed each 
of the processes of the BPF and identified nine touch-
points in which T&E professionals from TED could sup-
port the R&D program manager. 

It should be noted at this point most R&D programs 
are not large enough to have a dedicated T&E Manager 
assigned. Accordingly, selected members of the TED 
staff are matrixed into the R&D program organization. 
Also, they are separated from the TED staff that sup-
ports the leadership role of the Director of Test and 
Evaluation for acquisition programs. This precludes any 
conflict of interest for staff members responsible for the 
implementation of acquisition T&E. When an R&D 

program moves forward to an acquisition program, it 
is handed off from the R&D team to the appropriate 
acquisition Test Area Manager or Deputy Director. 

 
TEA Touchpoints 

To differentiate the testing support for R&D pro-
grams from the T&E role for acquisition programs, the 
R&D support effort was designated Testing, Experimen-
tation, and Assessment (TEA). Nine TEA Touchpoints 
were identified where specific TEA activities can support 
the program manager. Figure 2 overlays the nine TEA 
touchpoints onto the nine BPF processes of the OMBP. 

The nine TEA touchpoints were identified as a con-
sequence of analyzing each of the business processes 
and determining how a testing subject matter expert 
could support the program or project manager. The ini-
tial analysis was conducted in 2020 by MITRE under 
contract to the DHS Director, Office of Test and Evalu-
ation, and resulted in a draft DHS Supplemental Guid-
ance, Testing, Experimentation, and Assessment for Research 
and Development. This document was subsequently 
revised in 2021 and updated to conform to version two 
of the BPF.  

To avoid conflict with the numbering system for BPF 
processes and decisions, the touchpoints were given 
alpha designations. The following paragraphs describe 
the nine touchpoints and their application. 

 
TEA A: Review Requirements 

Requirements are reviewed to ensure they are meas-
urable, testable, and achievable. This touchpoint occurs 
initially during Business Process 2, Operational Analy-
sis and Gap Decomposition. It is also repeated during 

Leite 

Figure 1: S&T Operating Model Blueprint and Business Process Flow
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Business Process 3, Define Solution Approaches. As the 
gap is decomposed into its constituent needs for the 
user, it is essential that the requirements are validated 
before proceeding further. Similarly, as the solution 
options are being defined, the requirements should 
again be validated with an emphasis upon achievability 
and testability. Testers can provide an independent 
assessment to the program manager. 

 
TEA B: Define TEA Methodologies and 
Measures 

The Define Testing, Experimentation, Assessment 
Methodologies, and Measures touchpoint occurs dur-
ing Business Process 3, Solution Analysis. The testers 
assist the program manager with analysis and prioriti-
zation of TEA options and provide information on 
Modeling and Simulation (M&S) capabilities and test 
facilities. As noted above, the analysis of Touchpoint A 
may be repeated to account for new information that 
may have been developed. The advantage to identifying 
the options for testing while solution options are being 
examined is that the testability and achievability are 
established at the outset. This analysis ensures that the 
solution options for the gap are viable. 

 
TEA-C: Define TEA Strategy 

The TEA Strategy is initially defined during Business 
Process 4, Business Case Analysis. It provides a descrip-
tion of the testing activities planned for the R&D pro-
gram to verify that its objectives have been met. The 
TEA Strategy also provides the basis for the assessment 
that justifies its transition to an acquisition program. 

The TEA Strategy may take many forms. It could be 
a briefing, a standalone document, or embedded in the 
Program Management Plan. Accordingly, the content 
outline addresses the topics and content to be 
addressed in the TEA Strategy; however, the format of 
the strategy should conform to the template for the 
selected medium of delivery. 

The content of the TEA Strategy is driven by the type 
of solution being developed and the transition that is 
envisioned for the solution. Three types of solutions are 
considered: those that are being developed from 
scratch, those that are adaptations of existing products, 
and those that are procurements of available commer-
cial or governmental products. For solutions that are 
being developed from scratch, there are three possible 
outcomes: transition to an acquisition program, initia-
tion of a procurement, or transfer to a commercial ven-
dor for production and general distribution. Each of the 
foregoing imposes specific requirements on the TEA 
Strategy and its execution. 

 
TEA D: Refine TEA Strategy 

The TEA Strategy is refined in Business Process 5, the 
Project Pitch. At this point, the preferred solution is pre-
sented to the customer. The TEA D activity consists of 
refining the TEA Strategy with more specificity, particu-
larly in the areas of resourcing and costing for TEA activ-
ities. With the completion of this Business Process, the 
program transitions to execution; and the TEA strategy 
serves as the basis for the program and/or vendor devel-
opment of a detailed TEA Plan. 

Figure 2: TEA Touchpoints Overlayed onto BPF Processes
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TEA-E: Document the TEA Plan 
Documentation of the TEA plan starts at Business 

Process 6, Project Planning and Resourcing, and con-
tinues through the execution phase of the Business 
Process. The TEA Plan may be written by the govern-
ment or a contractor (or both collaboratively). If the 
plan is written by a contractor, it must be approved by 
the government. The TEA plan provides a detailed blue-
print for acquiring, testing, and assessing the solution; 
it also provides input to the SOW, RFP, and contract, if 
applicable. Additionally, the plan defines how and 
when TEA monitoring will be performed throughout 
the development process. Testers on the program staff 
ensure that the TEA Plan is complete and executable; 
they also ensure that the costing, resourcing, and sched-
uling are reasonable.  

Test plans for individual events are typically pre-
pared by the activity performing the testing and are 
approved by the program manager. As part of the TEA 
process, the assigned TEA Test Area Manager reviews the 
test plan and provides recommendations to the pro-
gram manager regarding proper test procedures, data 
collection, and reporting. 

 
TEA-F: Support Execution of the TEA 
Strategy / TEA Plan and Input to 
SOW/RFP/Contract 

TEA F is the second touchpoint in Business Process 
6. This activity is the implementation of the TEA 
 Strategy and/or government-developed TEA Plan. It 
may include assisting in the development of the State-
ment of Work (SOW), Request for Proposals (RFP), or 
contract to specify the TEA requirements. A requirement 
for a vendor TEA Plan and Strategy should be included 
as a requirement in the SOW or RFP. As requested, the 
testers may provide specifications and guidance for 
development of the TEA Plan. TEA personnel may also 
review contractor submissions for compliance with the 
SOW or RFP.  

 
TEA-G: Support TEA Through Execution 

TEA-G is the first TEA touchpoint in BPF 7, Solution 
Execution and Assessment. Periodic program-level and 
portfolio-level reviews are performed to assess progress, 
and TEA data on solution capabilities and performance 
are gathered and reported. Testers participate in reviews 
and provide feedback related to TEA and will also col-
lect TEA data as the project progresses. The testers also 
provide independent assessments of TEA activities and 
progress along with feedback to the PM. 

TEA-H: Develop a TEA Assessment to 
Support Decisions 

TEA-H is the second TEA touchpoint in BPF 7. The 
results of the process form the input to the decision at 
which the customer accepts the solution. Testing is con-
ducted to collect data for analysis to validate that the 
product meets the customer requirements in the 
intended environment. 

Testers assist the PM in the development of the TEA 
Summary. The summary provides a concise overview of 
the testing, experimentation, and assessment data col-
lected throughout the development/adaptation process. 
It concludes with an assessment of the solution’s capa-
bilities and limitations for its proposed use. 

 
TEA-I: Support Transition Planning and 
Data Transfer 

Following customer acceptance of a solution, the 
product may be transitioned or commercialized to 
industry. Testers support the transition planning and 
transfer of test and assessment data. The TEA-I touch-
point is part of BPF 9, Post-delivery Close-out. 

All relevant test, experimentation, and assessment 
data should be transitioned to the industry with the 
solution product to ensure successful turnover and 
 continued maintenance, and to facilitate further 
 assessment including RAM projections. The data also 
support the analysis associated with manufacturing 
processes. 

 
TEA Support Examples 

Both the Business Process Flow (BPF) and the Test-
ing, Experimentation, and Assessment (TEA) initiative 
are new processes within the DHS Science and Technol-
ogy Directorate. This period of adaptation has permit-
ted the testing support to be integrated into the matrix 
organization for project execution. 

TEA provides two principal areas of support to pro-
gram managers. The first is the review of test plans and 
programmatic documents. Testers were able to provide 
guidance in the areas of objectives, test procedures, data 
collection, and support requirements. Testers also 
review the requirements for proposed projects and rec-
ommend clarifications to make them more testable.  

The second area of support is the development of 
TEA Strategies. For R&D projects, the TEA Strategy takes 
the place of the T&E Master Plan (TEMP) and provides 
an outline of the testing to be conducted to demon-
strate the requirements of the R&D project. The strategy 
is the basis of the test plans developed for the project. 
They may include plans for Critical Experiments, 
 Characterization Experiments, and Demonstrations.    

Leite 
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Testing of Research and Development Projects 

As an example, the Department, in response to 
national policy, has been asked to investigate the use of 
electric vehicles for law-enforcement work. The task was 
passed to the Federal Protective Service. While they have 
experience in vehicle acquisition and maintenance, the 
introduction of electric vehicles was a new challenge. 
Participating in their integrated product team (IPT), the 
Test Area Managers developed the TEA strategy for the 
testing of the prototype vehicles, which formed the 
basis for the program test plans. They were also able to 
establish liaisons with other DHS Components and the 
Science and Technology Directorate that were undertak-
ing related R&D initiatives. These included vehicle 
cybersecurity and environmental hazards of lithium-ion 
batteries. By exploiting the synergies of the projects, the 
overall R&D effort is more effective, and duplication of 
efforts is avoided.  

Since most R&D projects do not have a T&E Man-
ager, the experienced testers from the T&E Division pro-
vide valuable support to the R&D program managers. 
In many cases, program managers only need to consult 
with a T&E subject matter expert regarding their test 
program; test area managers have been available to pro-
vide this service.  

On several occasions, program managers have 
requested the names and contact information for facil-
ities that could support their test programs. In providing 
recommendations of available facilities, the test area 
managers also can facilitate access, through the T&E 
Division’s inter-service agreements, to government labs 
that can provide T&E services to R&D programs. 

Similarly, program managers want someone to work 
with their support contractors and help develop the test 
documentation. In those cases, test area managers review 
documentation and provide guidance regarding test 
methods, test conduct, safety considerations, permitting, 
and coordination of test activities with outside agencies.  

Moreover, a TEA workshop has been developed to 
provide an introduction to the TEA process and show 
how it can support the program manager and staff. The 
pilot offering was in February 2021. There have been 
two subsequent offerings with a total of sixty-seven 
graduates. Going forward, the workshop will be offered 
twice each year. 

 
Future Development  

At the present time, the TEA team has been included 
as a member of all the R&D matrix teams. This means 
that, going forward, testing considerations can be 
addressed in the early stages of program planning and 
execution. Many program managers do not have expe-
rience in test and evaluation; thus, they are glad to have 

experienced testers available to augment their program 
staffs. Through the S&T matrix organization, testers can 
be made available when needed to support the pro-
grams as they pass through each process of the BPF.  

While functionally separate from the T&E staff sup-
porting acquisition programs, the TEA staff can provide 
liaison for the PM and facilitate the transition of R&D 
programs to acquisition.  

A short course is being prepared in addition to the 
TEA workshop to provide R&D managers and staff an 
introduction to the testing considerations for their pro-
grams. The course will introduce the analyses and find-
ings that the testing should provide for the successful 
demonstration of an R&D project. Additionally, the 
course will illustrate the testing results that are necessary 
to transition from R&D into an acquisition program. 

 
Conclusion  

The Department of Homeland Security has recog-
nized the need to provide testing support to research 
and development programs. A team has been estab-
lished in the Test and Evaluation Division to provide 
testing support for R&D program managers. The test 
team has been integrated into the matrix teams for the 
R&D programs. Support requests have included docu-
ment reviews, requirements reviews, and the develop-
ment of TEA strategies. The integration of expanded 
R&D testing techniques is well underway and promising 
results are visible on the horizon.                                ❏ 

 
 

MICHAEL LEITE is a Test Area Manager for ManTech 
where he supports Testing, Experimentation, and Assessment 
of research and development programs of the Science and 
Technology Division of the DHS. Previously, he was a Train-
ing Instructor Supervisor teaching the test and evaluation 
courses for DHS. In previous assignments, he was a T&E 
Subject Matter Expert supporting the Coalition Branch of 
Joint Interoperability Test Command (JITC). He has pro-
vided T&E support to the DoD Director of Test and Evalua-
tion and the Army Test and Evaluation Command. His T&E 
experience also includes developmental testing for the Naval 
Sea Systems Command and the AEGIS Shipbuilding Pro-
gram and operational testing for the PATRIOT Missile Pro-
gram. A retired Navy Captain and a Registered Professional 
Engineer, he has previously supported modeling and simula-
tion efforts of the Defense Modeling and Simulation Coor-
dination Office, Missile Defense Agency, DD-21 Gold Team, 
Cooperative Engagement Capability Program, and the Joint 
Theater Air and Missile Defense Organization.



224  |  The ITEA Journal of Test and Evaluation

Introduction 
The threat of cyber attacks on our critical weapon 

systems and platforms continues to increase, and there 
is still no consensus on which risk assessment methods 
are most effective at predicting the performance of a 
weapon system or platform in its expected cyber-con-
tested operating environment. Juvenal, a Roman poet, 
famously asked, “quis custodiet ipsos custodes?” or “who 
will watch the watchmen?” If we think we have a way 
to measure the risk of cyber attack on an aircraft, plat-
form, or other Cyber-Physical System (CPS), our similar 
question should be, “who will measure the measurers?” 
or how do we know the risk assessment is correct? 
Without validation that a risk assessment approach 
works, we may be making critical programmatic and 
design decisions based on something with no more 
validity than reading crystal balls or sheep entrails. 

In some other types of risk assessment, historical 
data is plentiful, and we can use it to determine a rea-
sonable set of probabilities for both likelihood and 
impact. Floods along the Mississippi, tornadoes in 
Oklahoma, and hurricanes in Florida are all extremely 
difficult to predict far in advance. However, the proba-
bility over time of them striking a particular area and 
the amount of damage done when they do can be pre-
dicted accurately from historical data. There is enough 
historical data that we are confident enough in our 
probabilities to use them to inform major decisions, 
such as facility construction. 

So far, cyber attacks on CPSs have been rare and 
rarely reported if they do happen. In addition, cyber 
attacks are a modern phenomenon, and we have widely 

understood them as a potential problem for CPS for 
less than a decade, so there is little historical data from 
which to draw. Making things even worse, the typical 
design of cyber attacks keeps them hidden and their 
effects active for as long as possible [1]. 

Despite these issues, most cyber risk assessment 
methodologies promise to provide risk measurements 
accurate enough to be used as the basis for program-
matic and design decisions. But how do we know a par-
ticular risk assessment process works without an 
extensive historical record to compare it against? Fortu-
nately, there is a way to “measure the measurers” for 
those programs that also accomplish cyber testing. If a 
risk assessment process claims to predict the success of 
unconstrained nation-state cyber attackers, it should 
also be able to predict the success of constrained test 
teams running known test cases. Following the comple-
tion of the cyber testing, we can compare the cyber ana-
lysts’ predicted results to the actual results of the testing. 
If there is a high correlation between the predictions 
and the results, that should add confidence that the risk 
assessment process is producing actionable results; if 
there is a low correlation, it should reduce confidence 
in that process and might suggest the need for adjust-
ments in the risk scoring for the broader risk scenarios. 

 
Mission Based Cyber Risk Assessments 
(MBCRA) 

MBCRA’s are defined as a “process of identifying, 
estimating, assessing, and prioritizing risks based on 
impacts to DoD operational missions resulting from 
cyber effects on the system(s) employed [2].” Per DoDI 
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5000.89, DoD program managers will conduct 
MBCRAs as part of their cybersecurity test and evalua-
tion [3]. There are a large number of MBCRA 
approaches available; one 2017 Institute for Defense 
Analysis study identified more than 20 methodologies 
and more have been developed since [4]. One of the 
most common approaches utilized across a wide range 
of DoD programs is the Cyber Table Top, the details of 
which can be found in the Cyber Table Top Guide [5].  

Another MBCRA process that we have used success-
fully on a number of systems with small teams and lim-
ited resources is the Unified Risk Assessment and 
Measurement System or URAMS® [6]. It is a collabora-
tive methodology that provides a diverse set of inte-
grated qualitative and quantitative tools to provide risk 
management for weapon systems and aviation plat-
forms throughout the development life cycle and across 
a range of contested cyberspace environments.  

 URAMS starts with an engineering analysis, and our 
preferred tool is Systems-Theoretic Process Analysis for 
Security (STPA-Sec). The development of this tool lever-
aged the safety analysis work done at MIT, and a range 
of military weapon systems and civilian aerospace sys-
tems use STPA-Sec to significant effect [7]. STPA-Sec is 
grounded in systems engineering and is focused on mis-
sion-level losses as the true drivers of relevant security 
design. STPA-Sec also enables analysis of a system’s 
security posture early in the life cycle, enabling true 
“baking in” of security. 

From the analysis, a set of risk scenarios are devel-
oped that are specific to the system under consideration 
and its expected operating environment. Then, those 
risk scenarios are scored using any of a wide range of 

available scoring tools. URAMS scoring tools are char-
acterized first by the risk model and what factors are 
assumed to contribute to overall risk and second by the 
input type. Inputs can be provided as single-point val-
ues, single-point values with confidence, three-point 
estimates, or 90% confidence intervals. Selection of 
input type depends on the training and experience of 
the assessors, as well as how important uncertainty is 
to the decision makers. While human subject matter 
experts (SMEs) are utilized as the basis for scoring in 
URAMS, automated and algorithmic-based approaches 
can and should be used to inform those SMEs. 

The risk scenarios can then be combined utilizing a 
simple Monte Carlo simulation to determine the over-
all risk for a system or portfolio of systems. Combining 
risk facilitates building a structured assurance case that 
includes the analyzed mission structure connected to 
the specific risk scenarios and their scores, which flow 
up through the mission elements to the overall system. 
Most importantly, specific evidence, such as testing 
results and design features, can also be added to the 
assurance case to validate the risk scores. The assurance 
case is presented in a format that allows decision mak-
ers to rapidly assess whether the scoring is reasonable, 
based upon their understanding of the mission and the 
evidence provided.  

 
Cyber Test Plans 

Whatever specific method is used, MBCRAs should 
be executed iteratively, and their results should inform 
test planning [8]. A list of scored mission-based risk sce-
narios can provide focus and prioritization for the test 
cases that are built. Testing the most mission-significant 

Measuring the Measurers: Using Test to Validate Cyber Risk Assessments

Figure 1: The Unified Risk Assessment and Measurement  System (URAMS) 
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risk scenarios will help focus limited test resources on 
those attacks that may have the greatest mission impact 
and provides a clear linkage between cyber test results 
and mission.  

When MBCRAs inform cyber test results, senior deci-
sion makers can be provided with the mission impacts 
associated with the various tests in place of vulnerabili-
ties, as vulnerabilities are often hard to connect directly 
to mission impact. Using MBCRAs to help focus and 
improve cyber testing is a critical step forward and is one 
that forward-leaning programs are already executing. 
The next step forward is to close the feedback loop from 
test back to risk assessment and utilize that same testing 
to measure how well the MBCRA predicted risk. 

 
Measuring the Measurers 

MBCRAs, whether they generate their results from 
human assessors or risk algorithms, claim to be able to 
assess the level of risk that a cyber adversary will be able 
to affect a friendly mission. If these approaches can 
achieve some level of success against this very difficult 
and unconstrained problem set, we can assume that 
they should be able to achieve at least a similar, if not 
better, level of success predicting how successful a test 
team will be in affecting a friendly mission, given that 
the MBCRA analysts know exactly what attacks will be 
launched from where, and what resources will be put 
against the problem as given in the test plan. 

While the details and milestones will vary depend-
ing on the program and acquisition pathway utilized, 
Figure 2 shows a general flow of the process below. 

 From early conceptual design to operations, mis-
sion and system design work starts the process wherever 
a system is on the design life cycle. The second step is 

to execute whatever risk analysis process the program 
has selected. To be able to derive the maximum benefit 
from prediction and prioritization of risk, the risk 
assessment process must score the risks in some way, 
whether that is through quantitative or qualitative scor-
ing methods [9].  

As noted above, test planners can utilize those 
scored risk scenarios in the fourth step to perform test 
planning and select which tests will be executed. How-
ever, not all the highest-ranked risk scenarios may be 
tested early in the program due to constraints such as 
test resource availability or safety. As a result, some 
high-risk scenarios may only be tested after resources 
such as a full Systems Integration Lab (SIL) are devel-
oped, or they may be tested in segments without 
demonstrating the full mission effect. 

So far, nothing in the proposed flow is different 
from what forward-leaning programs do today. How-
ever, the fifth step of sending the test plan back to the 
risk assessors is new and is where the feedback loop is 
closed. The risk assessors then take the test cases and 
score them using their understanding of the system and 
whatever models or algorithms they already built as if 
the proposed tests were cyber attacks against the system 
under test. Since they will have far more detailed infor-
mation and less uncertainty from test cases than poten-
tial adversary attacks, they should then be able to 
provide predictions on the results of the proposed test-
ing in the test plan.  

 
Understanding and Presenting Results 

After completing the testing, the predictions can be 
compared to the actual test results to show how well 
the risk assessment process performed. Although there 
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Figure 2: Draft Risk Assessment Process Flow 
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are many potential approaches to accomplish this, the 
method illustrated below requires that each test case 
prediction be scored as a binary “hit” when correctly 
predicted and a “miss” when not. Predictions should 
be simple one or two-sentence descriptions of the pro-
jected outcome. If desired, a single test case could be 
broken into several pieces with different predictions, 
such as whether testers can access a particular compo-
nent and what effect they can generate. The testers or 
some other group of analysts should score whether the 
predictions were correct or not versus the risk analysts, 
who may be more likely to score their results success-
fully due to well-established confirmation bias that may 
influence their ratings. 

With a set of test predictions scored as “hits ” and 
“misses,” utilizing cumulative probabilities from a 
binomial distribution in small segments from 0-100% 
a curve can be created that shows which potential val-
ues of accuracy for a risk assessment are more likely in 
a range from 0-100% [10]. Note that the total area 
under the curve is 1.0 or 100%. Figure 3 below shows 
an example assessment process that predicted ten test 
case results and got seven of them correct. 

 In this case, the highest point on the curve, or the 
mode, is 75%, not 70%, due to the shape of the bino-
mial distribution as it becomes more skewed the further 
the mode is from 50%. However, after only one test, the 
uncertainty is high and the 90% Confidence  Interval 

(90CI), within which we have a 90% confidence that 
the true value lies, is 49-91%. 

If we then accomplish another trial of this risk 
assessment process on a different system, we will 
develop a separate set of risk scenarios based on the 
new system and mission. We can then utilize those risk 
scenarios to inform test on the second system and again 
predict what results are expected from that system’s 
cyber testing. Using those results we can then update 
the probability curve in Figure 3 to incorporate the data 
on how well the risk assessment process performed in 
assessing this second system. We perform this update 
using Bayesian statistics, which provide a set of tools by 
which we can update an existing state of knowledge 
given additional data [11]. For our example, in the sec-
ond trial, the risk assessment process correctly predicted 
the results in eight out of ten test cases, as shown in 
 Figure 4. 

 The combined curve has a maximum at 79% and a 
90CI of 59-89%. The uncertainty in the predicted suc-
cess of our risk assessment process decreased signifi-
cantly after the second trial, evidenced by the 90CI 
width narrowing from 42% to 30%. Further trials with 
comparable results would continue to decrease the 
uncertainty, while trials that generated significantly dif-
ferent results would increase the uncertainty. 

While these results are useful to program managers 
and engineers, it is potentially even more useful to utilize 

Figure 3: Process 1 Example Risk Assessment Process Results 
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this approach to compare two different risk assessment 
processes under consideration. For example, if a second 
risk assessment process also did two trials with ten test 
cases, but only correctly predicted three results in the first 
trial and four results in the second trial, we could plot 
both combined curves together as in Figure 5. 

 There is only a small area where the two curves 
overlap and where it is possible that risk assessment 
process 2 performs better than risk assessment process 
1. A quick Monte Carlo simulation showed less than a 
1% probability of process 2 outperforming process 1 
[12]. Thus, a program manager can be confident that it 
is highly unlikely that risk assessment process 2 will 
outperform risk assessment process 1. As a result, they 
should select risk assessment process 1 for future work, 
assuming other factors, like cost, are similar. 

Another way to leverage this comparison approach 
is to utilize a “control group” and compare a proposed 
risk assessment approach to whatever group within, or 
outside, of the program that is working in this area. For 
example, if the program has a group executing the Risk 
Management Framework (RMF), those experts could be 
asked to score which test cases they think will be suc-
cessful based upon their understanding of the system 
developed while executing the RMF. If their scoring is 
as good or better than a proposed risk assessment 
process, then utilizing those experts to score risk 

 scenarios may make more sense than standing up a sep-
arate risk assessment group and process. If a separate 
risk assessment process is more effective, a chart like 
Figure 5 can show how much more effective and pro-
gram managers can determine if the additional cost and 
resources provide enough additional value. 

 
Conclusions 

Cyber risk assessments and cyber testing should be 
closely linked. Cyber risk assessments can help focus and 
inform what test cases are selected for execution, while 
cyber testing provides an opportunity to validate or inval-
idate the effectiveness of cyber risk assessments by having 
the cyber assessors also predict the outcomes of the test 
cases before running the tests. These results can then be 
used to compare various risk assessment processes to 
determine which ones programs should utilize. 

One of the major advantages of utilizing cyber test 
results to determine which risk assessment processes are 
more effective is that it leverages work already being 
performed in most cases instead of implementing 
something new. A program that will do both a cyber 
risk assessment and cyber testing needs to connect the 
two processes and form a feedback loop between them 
to help determine how well correlated they are. 

Because risk assessors could get either “lucky” or 
“unlucky” if utilizing very few data points, the 
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Figure 4: Process 1 Example Risk Assessment Updated with Second Trial
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 uncertainty of the results should be considered. Using 
a Bayesian statistical approach and updating the prior 
distributions with new data enables a small number of 
measurements, such as the twenty test case compar-
isons in the examples above, to clearly demonstrate 
which of the two processes was likely to be more accu-
rate. Of course, note that what we are measuring is the 
ability of a risk assessment process to predict the out-
come of test cases, and we are assuming that this will 
at least correlate with the risk assessment processes’ 
ability to predict actual cyber attacks. This assumption 
seems reasonable, although we expect that the accuracy 
of predictions for actual cyber attacks will be lower than 
for test cases since there is less data available and more 
uncertainty. Even so, the key assumption is that a risk 
assessment process more successful at predicting test 
cases will also be more successful at predicting the out-
come of cyber attacks. 

Following this approach and leveraging ongoing 
cyber testing to measure the effectiveness of our risk 
assessment measurement tools would represent a sig-
nificant step forward in integrating cyber risk assess-
ment and cyber testing on cyber physical systems such 
as aircraft and weapon systems. This improvement 
would help bring risk assessment out of the purely the-
oretical academic world into the empirical world, where 
we can utilize the data to improve performance.       ❏ 

WILLIAM D. “DATA” BRYANT, Ph.D. is a cyberspace 
defense and risk leader who works for Modern Technology 
Solutions, Incorporated (MTSI). His diverse background in 
operations, planning, and strategy includes more than 25 
years of service in the Air Force, where he was a fighter pilot, 
planner, and strategist . He holds multiple degrees in aero-
nautical engineering, space systems, military strategy, and 
organizational management. He has also authored numer-
ous works on various aspects of defending cyber physical sys-
tems and cyberspace superiority, including International 
Conflict and Cyberspace Superiority: Theory and Practice. 

 
References 

[1] William D. Bryant, International Conflict and 
Cyberspace Superiority: Theory and Practice (London, 
Routledge, 2016), pp. 171. 

[2] Department of Defense, Cybersecurity Test and Eval-
uation Guidebook, Version 2.0, 25 April 2018, pp. 12. 

[3] Department of Defense, DoD Instruction 5000.89, 
Test and Evaluation, 19 November 2020, pp. 16. 

[4] M. A. Ambroso and R. T. Hutton, Comparative 
Review of DoD Mission-Based Cyber Risk Assessment 
Methodologies, Institute for Defense Analysis, December 
2017. 

[5] Department of Defense, The Department of 
Defense Cyber Table Top Guidebook, 16 September 2021, 
Version 2.0. 

Figure 5: Risk Assessment Process 1 and 2 Compared 



230  |  The ITEA Journal of Test and Evaluation

[6] William D. Bryant, The Unified Risk Assessment 
and Measurement System (URAMS) for Weapon Systems 
and Platforms: Cutting the Gordian Knot, version 2.0, 
Available: Modern Technology Solutions Inc., 2022, 
www.mtsi-va.com/weapon-systems-cybersecurity/. 

[7] For a description of STPA, on which STPA-Sec is 
based, reference the STPA Handbook that can be found 
at http://psas.scripts.mit.edu/home/materials/. For a 
description of STPA-Sec created by Dr. William Young 
see http://psas.scripts.mit.edu/home/wp-content/ 
uploads/2020/07/STPA-Sec-Tutorial.pdf. 

[8] Department of Defense, Cybersecurity Test and 
Evaluation Guidebook, Version 2.0, 25 April 2018, 8. 

[9] Note that many risk scoring processes, such as 
the typical risk cubes scored from 1-5, utilize ordinal 
scoring methods that cannot be legitimately combined 
via arithmetic operations such as multiplication. 

[10] The method utilized in this section was adapted 
from Douglas W. Hubbard, How to Measure Anything: 
Finding the Value of Intangibles in Business, 3rd ed. 
(Hoboken, NJ: Wiley, 2014), 267-272. In his example, 
he utilized a normal distribution as the prior, in this 
case the prior was a binomial distribution.  Reference 
Hubbard’s chapter 10 for a fuller description of the the-
ory behind the process provided here. 

[11] For a description of Bayesian statistics see Dou-
glas W. Hubbard, How to Measure Anything: Finding the 
Value of Intangibles in Business, 3rd ed. (Hoboken, NJ: 
Wiley, 2014), 247-284. 

[12] A 10k element Monte Carlo simulation was run 
on the above distributions and 99.3% of the time 
process 1 outperformed process 2, so there is only 
approximately a 0.7% chance that process 2 will out-
perform process 1 on any analysis. 

Bryant 
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Northeast Region  
 
Massachusetts 
New England Chapter 
Robert Reyling, President 
 
New Jersey  
South Jersey Chapter  
John Frederick, President  
 
Ohio  
Miami Valley Chapter  
President—Vacant 
 
Pennsylvania  
Penn State Chapter  
Bruce Einfalt, President  
 
Mid-Atlantic Region  
 
Maryland 
Francis Scott Key Chapter 
Robert McKelvey, President  
 
Southern Maryland Chapter 
President—Vacant  
 
DC/Northern Virginia  
George Washington Chapter 
Rick Bailer, President 
 
Virginia 
Hampton Roads Chapter  
Erwin Sabile, CTEP, President 

Southeast Region  
 
Alabama 
Rocket City Chapter  
Lewis Hundley, President 
 
Florida 
Central Florida Chapter  
President—Vacant 
 
Emerald Coast Chapter 
Kate Snow, President  
 
Georgia   
Atlanta Chapter  
Joseph Hurst, President 
 
South Carolina 
Charleston Chapter  
President—Vacant  
 
Tennessee 
Volunteer Chapter  
President—Vacant  

Southwest Region 
Regional Vice President 
David Webb 
 
Colorado 
Rocky Mountain Chapter  
President—Vacant  
 
Arizona 
Huachuca Chapter  
President—Vacant  
 
Valley of the Sun Chapter 
Steve Wo�nden, President  
 
Nevada   
Southern Nevada Chapter  
Darryl Johnson, President 
 
New Mexico 
Roadrunner Chapter  
Ralph Galetti, President 
 
White Sands Chapter 
Steve Aragon, President 
 
Utah 
Greater Salt Lake Chapter  
President—Vacant  

West Region  
Regional Vice President 
Terrance McKearney 
 
California  
Antelope Valley  Chapter 
Wendy Peterson, President  
 
Channel Islands Chapter  
Gil Torres, President 
 
China Lake Chapter 
Greater San Diego Chapter 
Presidents—Vacant  
 
Hawaii 
Mid-Paci昀c Chapter 
Shannon Wigent, President 
 
Washington 
Paci昀c Northwest Chapter  
President—Vacant 

International 
Regional Vice President 
Peter Nikolo昀 
 
Australia  
Southern Cross Chapter  
Peter Nikolo昀, President 
 
Europe 
European Chapter  
Adrian Britton, President 
 
Israel 
Israel Chapter  
President—Vacant  



T&E News

Corporate Member News 
 

 
New Corporate Members 

 
The ITEA leadership would like to 
recognize our new Corporate 
Members.  
 
DigiFlight   
We Accelerate Mission Success 
DigiFlight applies an 
interdisciplinary approach to 
overcoming today’s acquisition and 
technology management 
challenges. Using proven 
principles, our experienced 
professionals support all of the 
planning, development, testing and 
deployment tasks associated with 
building new systems, updating 
legacy technology, and integrating 
existing tools and equipment. 
 
Radiance Technologies 
Radiance is a proud employee-
owned company!  
 
Employee- ownership has benefits 
to our customers and workforce. 
We are singularly focused on 
providing our customers with 
game-changing solutions to their 
most challenging requirements. 
 
Radiance Technologies develops 
innovative solutions for defense, 
intelligence, and civilian customers’ 
advanced challenges. We bring 
together people with remarkable 
technical abilities and deep 
knowledge of customer missions, 
then equip them with modern 
laboratories, tools, and facilities. 
Our experience spans the directed 
energy, hypersonics, space, 
aviation, test and evaluation, 
intelligence, microelectronics, 
cyber, and critical infrastructure 
markets. 
 
 

❏   ❏   ❏ 
 

ACRO – BOEING ST LOUIS  
 
Acroamatics has delivered the next 
generation of lunchbox Ground 
Support Units (GSU) to Boeing St 
Louis in support of upcoming 
flight test projects. The Model 
3022AP is an industry leading 
portable telemetry acquisition and 
processing solution. 
 
Amongst new capabilities delivered 
in these updated MD3022AP units 
is an added standalone battery 
capable of 4+ hours of multi-
stream system operation. 
 
Other new capabilities include 
integrated dual and triple 24-in 
LCD displays, multiple RF receiver 
capacity, and turn-key enhanced 
Chapter 7 and enhanced 
networked (TMoIP) telemetry 
processing features. 
 

❏   ❏   ❏ 
 

Wideband Systems, Inc  
Advanced Signal Recording 
Systems Selected by The Navy 
 
After years of research and 
evaluating numerous TM reorders 
the NAVY has chosen WSI 
Wideband DRS8500X Recorders for 
a major system upgrade, replacing 
several other previous generation 
recorders.  
 
Wideband Systems, Inc., is the 
global leader in ground based 
advanced signal recording systems. 
WSI recorders are deployed on 
every major US range as well as 
abroad. Our Wideband systems 
provide flexible interfaces (direct IF 
and RF recording, pre-detect 
analog, post-detect digital PCM, as 
well as Video, Ethernet, Serial, and 
1553 recording, …). WSI recorders 

employ the latest technology, 
including un-matched performance 
(1600Mb/sec to 9600+Mb/sec), 
simultaneous record, export (same 
mission or any other mission), 
CH10 Publish capability, 
Simultaneous Playback and 
Publish, Cued Trigger Playback, 
Dual RAID configuration (User 
configured for Mirrored or Striped 
Mode), Direct Record to any 
external attached target drive, 
Remote Control via GigE post and 
many other advanced field-
requested features. 
 
With strong commitment to our 
customers, WSI provides 
unmatched technical support and 
industry-leading two-year 
warranties. Additionally, all WSI 
recorders include lifetime no-cost 
software and firmware updates and 
technical support. 
 
Wideband Systems joined the Delta 
Information Systems (DIS) family 
in 2021. The combination of the 
companies has allowed DIS to 
provide state of the end-to-end 
Telemetry systems. The relationship 
affords WSI a wealth of technical 
support and resources, thus 
allowing us to offer new superior 
features, and bring new products to 
market in short order. 
 

Chapter News 
 

 
Emerald Coast Chapter  

 
The Emerald Coast Chapter hosted 
the 8th Annual Cybersecurity 
Workshop from Oct 18-20 in 
Miramar Beach, Florida. The theme 
of the event was “New Domains in 
Cybersecurity T&E.” The event 
format included tutorials on 
Tuesday followed by the workshop 
on Wednesday and Thursday. With 
over 130 registrants, our attendees 
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had the unique opportunity to 
engage with many of the guest 
speakers during breaks and 
networking reception during the 
week. The event featured pre-
workshop tutorials, guest speakers, 
32 technical presentations, and a 
hands-on Red Team Blue Team 
Exercise that ran during three 
separate sessions to allow for 
maximum participation. When a 
Chapter hosts an event, it is the 
volunteers who step up to provide 
the planning and execution and are 
the ones behind the scenes making 
sure the event is seamless. We 
acknowledge those who worked the 
registration desk, the audio-visual 
support, and the photographer. Well 
done, friends, well done.   
 
Registrants arrived early to attend 
the pre-workshop tutorials to 
receive educational credits for their 
professional portfolio. They spent 4 
hours learning about Cybersecurity 
Assessment of MI-STD-1553 with 
Adam McCorkle, GTRI; A Process 
for Distributed LVC in T&E by 
Michael O’Connor, TRIDEUM 
Corporation; Intro to Cyber 
Resilience T&E and T&E in a Digital 
Engineering Environment by Jean 
Petty, Department of Homeland 
Security; Cybersecurity Solutions 
with JMETC, TENA, and TRMC BDA 
by Gene Hudgins, TRMC/KBR; and 
ARCUS Cloud – Cyber Tools and 
Ranges by Peter Walsh, Jackpine 
Technologies Corporation.  
 
The Chairman of ITEA, Bruce 
Einfalt, kicked off the workshop 
offering a glimpse into what 
membership means to the T&E 
community. One of the benefits is 
receiving recognition from ITEA Test 
& Evaluation Professional Awards 
program and what better way to 
explain what this program means 
than to call up Shelby Pierce, the 
Chair of the Cyber workshop. In 

September at the ITEA Annual 
Symposium, Shelby was unable to 
accept the award in person due to a 
conflict in her schedule and was 
presented the Association’s 
Energizer Award for her “behind the 
scenes” contributions over the past 
year orchestrating the Cybersecurity 
Workshop. Her leadership skills 
along with her positive energy 
inspired her team of volunteers to 
work alongside her as she cultivated 
a technical program that gained 
momentum and proved to be 
highly successful. Technical Chair 
and her partner in designing this 
program, Andy Overbay, was the 
emcee for the week and introduced 
our speakers.  
 
One of the recurring themes from 
several of the speakers was how to 
test enough in a resource- and time-
constrained environment. A few 
even discussed the fact that the 
education system will not produce 
cybersecurity experts fast enough to 
meet the growing demand. The test 
community is no exception to this. 
Automated testing and testing 
integrated with development were 
also discussed as ways to improve 
the amount of testing that is done 
without compromising schedules. 
Another recurring theme was data 
management. Several speakers 
discussed the fact that data is 
produced in huge volumes, but it 
isn’t managed and exploited well.  

The first speaker, James Wells, the 
Director of Test and Evaluation, 
Science and Technology Directorate  
for the DHS, discussed some of the 
challenges of Operational Test (OT) 
at DHS. He said most of the units 
“being deployed” (doing their 
primary mission) all the time made 
OT difficult and often OT had to be 
done with the unit while it was 
executing its mission. He advised 
the test community not to focus on 
the tasks for testing, but instead to 
focus on the effects on the mission 
[if something fails to perform]. He 
advised that testers should ensure 
systems and capabilities are secure 
and resilient as designed – built – 
and operated.  
 
The Cybersecurity Technical 
Director, Office of the 
Undersecretary of Defense for 
Research and Engineering, 
Developmental Test, Evaluation, 
and Assessments, Sarah Standard, 
emphasized the need for 
modernized iterative T&E 
methodology. She discussed the 
need for DT and OT to collaborate 
to speed up testing and the 
importance of testing because all of 
it supports program decisions at 
many levels.   
 
Dr. Mike Shields, the President of 
Vigilant Cyber Systems, Inc. and 
current Test Resource Management 
Center T&E Science and Technology 
Cyber Test Technology Chief 
Scientist, shared one of the goals of 
his organization to rapidly progress 
high-risk/high-reward technology 
from technology readiness level 
(TRL) 3 to TRL 6. He stressed that 
we need people that don’t just check 
the boxes when it comes to cyber 
test. He said we need to figure out 
how to measure the efficacy of 
testing and closed his comments 
with, “he who uses his data best 
wins.”  

Chairman, Bruce Einfalt presenting 
Shelby Peirce with Energizer Award
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The last speaker of the day was 
George Rumford, the Acting 
Director for the Department of 
Defense Test Resource 
Management Center, which falls 
under the Under Secretary of 
Defense for Research and 
Engineering, who told us that we 
need more resources for testing, 
and that there is a push to put 
more money in the budget to 
support testing, especially cyber 
testing. He told us that he isn’t a 
fan of the shift-left mantra, as it 
assumes our schedule wasn’t 
moving fast enough already and it 
really hasn’t changed anything in 
the last 20 years. He said we 
should “cyber early and cyber 
often.” He asked, “Why bother 
building data lakes and data 
oceans if we’re just going to 
drown?” The point was the data 
doesn’t matter if we don’t do 
something meaningful with it. He 
said he expects about $2.1 billion 
to be added to the budget for 
testing next year.   
 
Day two of the conference started 
with Maj Gen Evan Diertien, 
Commander, Air Force Test Center, 
who also emphasized the need for 
everyone testing together. He 
discussed the challenges of sharing 
data between platforms. He said 
sharing data between a couple of 
platforms is fairly easy but gets very 
complex when more platforms are 
added. He went on to say that 
there were resiliency issues as they 
become loaded with more and 
more users. Further, he said to 
optimize the kill web, we need data 
from all the systems out there. 
Cyber is one of the big challenges 
here, as individual platform data is 
classified at different levels. It 
becomes hard to sort through, 
analyze, and understand. 
 

A.J. Pathmanathan, Director, 
National Cyber Range Complex 
reviewed the current and future 
state of Cyber Ranges, explaining 
that they are increasing the 
number of cyber ranges under the 
National Cyber Range Complex 
from five to nine. While there are 
several contracting efforts 
associated with running and 
expanding the cyber ranges, most 
users are repeat customers and 
there is no charge to use the ranges.   
 
Echoing the sentiment from 
previous speakers that we can’t 
produce cyber professionals fast 
enough, Joe Bradley, the Director 
of the Cyber Resiliency Office for 
Weapons Systems (CROWS) and 
the Director of Engineering and 
Technical Management for the Air 
Force Life Cycle Management 
Center explained that over the next 
three Future Years Defense 
Programs there will be a need to 
hire over 850 cyber professionals. 
He said we need to do 
cybersecurity based on intelligence 
data based on what the threats are 
and acknowledged that new 
vulnerabilities are discovered in 
systems frequently. The good news 
is that the CROWS has funding for 
prototype solutions.  
 

Col William “Dollar” Young, 
former Commander of the 350th 
Spectrum Warfare Wing at Eglin 
AFB, shared his thoughts on 
cybersecurity, acknowledging the 
need to address cyber often and 
early to avoid the expense 
associated with adding it later in 
the development stages. He told us 
that we need to iterate until we 
have “good enough” security given 
the mission, platform, and the 
system of interest and the results 
need to be formally captured in a 
security concept of operations – “a 
hole in your policy is a hole in 
your architecture.” 
 
Col. David Hoffman, Commander, 
96th Cyberspace Test Group, Eglin 
AFB, presented the missions of each 
squadron in the Group with 
emphasis on the 48th Cyberspace 
Test Squadron’s capabilities and the 
Avionics Cyber Range (ACR). The 
ACR is composed of three labs 
(Avionics Cyber Test Lab, Cyber 
Threat Development Lab, and 
Cyber Electronic Warfare Lab) and 
National Cyber Range Instantiation. 
The ACR building facility 
construction is scheduled to 
complete in December 2022 and 
the integration of labs will begin  
in 2023. 
 

T&E News 

Hands-on-Lab Experiment Team from left to right: Brandon Hyneman, Bill Beach, 
John Hardy, Sean Conway, and Annie Respigio
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One of the highlights of the 
workshop session was the Red Team 
Blue Team event put on by the 412th 
Range Squadron from Edwards, 
AFB. This highly attended session 
allowed participants to execute a 
Red Team cyber attack and a Blue 
Team defense in real time. 
Attendees were able to experience 
both sides of the attack by moving 
from one role to another.   
 
A spur of the moment Special 
Technical Exchange Roundtable 
took place as attendees waited to 
take their turn in the exercise. This 
last-minute addition to the 
program was an open discussion 
on strategies, challenges, and 
solutions on interesting topics that 
brought about a lot of starter 
conversations and sidebar 
engagements. 
 
The Chapter would like to extend a 
special thank you to our generous 
sponsors who helped defer the 
costs associated with hosting such 
an awesome event.  

 
 
The workshop raised over 
$2000.00 for the Emerald Coast 
Chapter’s STEM scholarship fund. 
The Chapter is pleased to be able 
to enhance the future T&E 
workforce one student at a time.  
The Emerald Coast Chapter is 
already in the planning stages as 
they prepare to host the ITEA 
Annual Test & Evaluation 
Symposium from December 4-7, 
2023 at the Hilton Sandestin Beach 
Golf Resort and Spa in Miramar 
Beach, Florida.  

Association News 
 

 
By ELK Management Group 

 
As we close out a great year with 
ITEA, let’s take a walk down 
memory lane together. Bruce 
Einfalt, Applied Research 
Laboratory, Penn State, served as 
the Chairman of the Board of 
Directors for the past year and one 
of his crucial initiatives was to 
establish a committee for 
investigating Grant opportunities  
for ITEA. Bruce will continue to 
lead this effort as his term ends 
while serving as the Chair of the 
Senior Advisory Committee for the 
Board. Bruce encourages the 
membership to reach out to him if 
they would like to get involved. 
This effort has the potential to 
change the trajectory of ITEA and 
its goal of enhancing the future 
workforce for test and evaluation. 
Tim Morey, KBR, Vice Chairman 
of the Board of Directors led two 
efforts, one involved a re-work of 
the bylaws of ITEA and the other 
was establishing a team of leaders 
to develop a strategic plan for 2023 
and beyond. This team continues 
to meet to regularly and will be 
defining the implementation plan 
to set the wheels in motion for an 
even stronger ITEA of the future. 
Keep an eye out for a membership 
survey geared toward international 
growth!  
 
Our Board of Directors consists of 
11 elected members and up to 4 
appointed members and each 
election cycle we must tip our hats 
to the volunteer leadership who 
serves this association with 
dedication and enthusiasm. 
Several of our Directors served 
more than 1 term (3 years) and we 
want to acknowledge their service 

Hands-on-Lab Experiment during the workshop
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to this organization. The following 
individuals will be leaving the 
Board as the year comes to an end: 
Mark Brown, Ph.D., Scientific 
Research Corporation, Pete 
Crump, CTEP, Georgia Tech 
Research Institute, Brian Moore, 
M6 Consulting Group, LLC, and 
our current chairman, Bruce 
Einfalt. In the 3rd Quarter, ITEA 
held its membership election 
campaign, and we would like to 
welcome our newest board 
members for the 2023-2025 term:  
Steve Seiden, Acquired Data 
Solutions, Malcolm Tutty, Ph.D., 
Royal Australian Air Force, Van 
Sullivan, Trideum Corporation, 
and Robin Poston, Ph.D., CTEP, 
Southern Methodist University. We 
also welcome Keith Joiner, 
University of New South Wales, 
Canberra as an appointed member 
to the Board for a 1-year term.  
 
ELK Management Group has the 
distinct pleasure to serve the 
leadership of ITEA. This also 
includes the board members who 
are currently serving in their roles 
as Vice Chair, Tim Morey 
(mentioned above), Secretary, 
Mark Phillips, CTEP, Raytheon 
Missiles and Defense (2023), 
Treasurer, Erwin Sabile, CTEP, 
Booz Allen Hamilton (2023), 
Directors, Joe Bullington, CTEP, 
Jacobs Technology (2024), Cathy 
O’Carroll, CTEP, QinetiQ UK 
(2024), D. Steve Woffinden, 
CTEP, General Dynamics Mission 
Systems (2023), and M. John 
Rafferty, CTEP, US Air Force 
(2024). In addition to its 
Directors, ITEA also has 
government advisors who, while 
not voting members, do 
participate in achieving the goals 

of this non-profit educational 
association. We currently have 
representation from the 
Department of Homeland Security, 
Science and Technology, Test and 
Evaluation Directorate and the 
United States Army White Sands 
Missile Range.  
 
In 2022 we held a variety of 
workshops and our annual 
symposia with great success. We 
owe a debt of gratitude to the 
volunteers who stepped up to plan 
and execute these events that not 
only tackled hot topics and 
challenges in our community but 
laid the groundwork for continued 
discussions and solutions that will 
lead to a safer and stronger 
environment for our Warfighters. 
The program chairs, technical 
chairs, instructors, panel leads, and 
technical session leads worked 
together to bring in the best 
presentations and guest speakers 
to enlighten their registrants on a 
variety of topics. We are so 
thankful to the behind-the-scenes 
volunteers working to make sure 
the presentations were collected, 
seen, or heard without a hitch; 
registering our attendees on-site as 
a seamless operation; taking 
photos; orchestrating STEAM 
competitions and Hand-on-Lab 
Exercises. Their time and energy 
was very much appreciated. At 
every event you will see banners 
with the company names of our 
generous sponsors who 
understand the importance of 
marketing, branding, and 
supporting the test community. 
You will also have the opportunity 
to meet with those companies 
exhibiting their capabilities and 
products — these companies see 

the value in getting in-front of the 
right audience. The year was filled 
with a lot of successes. We hope 
you’ll join us next year.  
 
Did you realize that in 2022 ITEA 
local Chapters provided 
scholarships that totaled nearly 
$15,000 to deserving students? 
These chapters are supporting the 
future T&E workforce one student 
at a time; congratulations! And 
thank you to those who sponsor, 
exhibit, and attend our workshops, 
conferences, and symposia – the 
Chapters earn scholarship dollars 
for hosting an event.  
 
Our Professional Development 
Committee has been working hard 
in 2022 hosting educational 
courses through SAM.Gov and 
promoting their two-tiered 
certification program. Contact us. 
We’ll give you all the details. This 
past year we hosted our monthly 
Lunch & Learn webinars — with 
people logging in from all over the 
world. You will want to check out 
what’s on tap in 2023! We kick off 
January with a 45-minute session 
on the newly announced BAA for 
technologies required to test and 
evaluate future warfighting 
capabilities!  
 
As we look out into 2023, we see 
so many more opportunities to 
connect with our membership and 
we look forward to getting to 
know you and to learn how we can 
make your Association work for 
you! Keep an eye out for our 
newsletter each quarter with even 
more news.  
 
Have a wonderful holiday season 
and a successful New Year!  
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Certified Test and Evaluation Professionals

The following individuals have been awarded the Cer琀昀ed Test and Evalua琀on Professionals 
(CTEP) designa琀on, which recognizes those individuals who demonstrate the following: They 
meet the minimum level of competency in the requisite Knowledge, Skills, and Abili琀es (KSA) that 
have been iden琀昀ed by T&E subject-ma琀er experts (SMEs); their commitment to maintain cur-
rency in the 昀eld; and their dedica琀on to advancing the profession.   

l h h h l bb k l hDarryl Ahner, Ph.D., CTEP 
Air Force Institute of Technology 
 
Benjamin Andersen, CTEP 
Modern Technology Solutions, Inc. 
 
Sinisa Antoski, CTEP 
General Dynamics Land Systems 
 
W. Dave Bell, Ph.D., CTEP 
The MITRE Corporation 
 
Chris Bennett, CTEP 
Bennett Consulting 
 
Chad Boser, CTEP  
Core Services Group 
 
Melissa Keckley Bosshardt, CTEP 
Naval Surface Warfare Center  PHD 
 
Richard Boyer, CTEP 
Scientific Research Corporation 
 
Gary Brandstrom, CTEP 
Raytheon Missile Systems Co. 
 
Eric Breault, CTEP 
Naval Surface Warfare Center  PHD 
 
Brandon Brookins, CTEP 
Naval Surface Warfare Center  PHD 
 
C. David Brown, Ph.D., CTEP 
Chesapeake Systems Engineering 
 
Joe Bullington, CTEP 
Jacobs 
 
CAPT Caroline Goulart Campos, CTEP 
 
Ismael Campos, CTEP  
Brazilian Army Commission 
 
 

Thomas Cash, CTEP 
CGI Federal 
 
Alice Cao, CTEP 
Scientific Research Corporation  
 
Peter H. Christensen, CTEP 
Independent Consultant 
 
Francis Xavier Costello, Jr., CTEP 
AMERICAN SYSTEMS 
 
Michael Cribbs, CTEP 
NOVA Systems Australia 
 
Peter G. Crump, CTEP 
Georgia Tech Research Institute 
 
Ramon Cuevas, CTEP  
Northrup Grumman 
 
1LT Rebeca Camurça Cunha, CTEP 
Brazilian Army Commission 
 
John Cunnick, CTEP 
Naval Surface Warfare Center  PHD 
 
Shane Deichman, CTEP  
BAE Systems 
 
Scott Dunphy, CTEP  
IESE Solutions 
 
Victoria Falkos, CTEP  
Radiance Technologies 
 
Michael Flynn, Ph.D., CTEP 
Defense Acquisition University 
 
Christine Fuentes, Ph.D., CTEP 
The MITRE Corporation 
 
Erik Glass, CTEP 
Naval Surface Warfare Center  PHD 
 

Phil Hallenbeck, CTEP 
The MITRE Corporation 
 
Johnathan Gettner, CTEP 
Naval Surface Warfare Center  PHD 
 
Mark Gillenson, Ph.D., CTEP 
University of Memphis 
 
John Jozef Hamann, CTEP 
Booz Allen Hamilton 
 
David Ronald Harrison, CTEP 
Lockheed Martin Space 
 
John Heavener, CTEP 
Department of Homeland Security 
 
Jessica Hodge, CTEP  
Booz Allen Hamilton 
 
Jerahmi Howard, CTEP  
Booz Allen Hamilton 
 
Darryl “Plug” Johnson, CTEP 
JT4 LLC 
 
Garfield S. Jones, CTEP 
Department of Homeland Security 
 
Mark Kiemele Ph.D., CTEP 
Air Academy Associates 
 
Joseph Lazarus, CTEP 
STAT COE 
 
Michael Lilienthal, Ph.D., CTEP 
EWA Government Systems, Inc. 
 
Eric Lowy, CTEP 
WJ Hughes FAA Technical Center 
 
Joseph Maki, CTEP 
Naval Surface Warfare Center  PHD 
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Barrett McCann, CTEP  
Booz Allen Hamilton 
 
Charles McKee, CTEP 
Taverene Analytics LLC 
 
Martin “Marty” J. Mears, CTEP 
Odyssey Systems Consulting Group 
 
Henry C Merhoff, CTEP 
Louis P. Solomon Consulting Group 
 
Jason Morris, CTEP 
Booz Allen Hamilton 
 
Jeffrey Mueller, CTEP  
Booz Allen Hamilton 
 
Terry Murphy, CTEP 
Department of Homeland Security 
 
Renee Oats, CTEP 
Naval Surface Warfare Center  PHD 
 
Cathy O’Carroll, CTEP 
Qinetiq 
 
Martha O’Connor, CTEP 
Department of Homeland Security 
 
Steve Peduto, CTEP 
Modern Technology Solutions, Inc. 
(MTSI) 
 
 

Mark Phillips, CTEP 
Raytheon 
 
Robin Poston, Ph.D. CTEP 
University of Memphis 
 
Rafael Queiroz, CTEP  
Brazil Army 
 
Francisco Ramos, Jr., CTEP 
Naval Surface Warfare Center  PHD 
 
Robert Randolph, CTEP 
Department of Defense 
 
Kevin Lewis Renew, CTEP 
 
Matthew Reynolds, CTEP 
Independent Consultant 
 
Anibal TorresRivera, CTEP 
Naval Surface Warfare Center  PHD 
 
Erwin Sabile, CTEP 
Booz Allen Hamilton 
 
Thomas Sachse, CTEP 
US Navy, PEO SUB 
 
Christopher James Sacra, CTEP 
COMOPTEVFOR 
 
Paul Shaw Ph.D., CTEP 
Defense Acquisition University 
 

Emmanuel (Mano) Skevofilax, CTEP 
FAA William J. Hughes Technical Center 
 
Charlie St. Clair, CTEP 
Naval Surface Warfare Center  PHD 
 
Chad Stevens, CTEP 
KBR 
 
Lowanda Studevent, PhD., CTEP  
MITRE Corporation 
 
Keith Sumner, CTEP 
Booz Allen Hamilton 
 
Stacie Taylor, CTEP  
AFIT/LS School of Systems and Logistics 
 
Miles Thompson, CTEP 
The MITRE Corporation 
 
Lesly Urbina, CTEP 
Naval Surface Warfare Center  PHD 
 
Jarrod Villanueva, CTEP 
Naval Surface Warfare Center  PHD 
 
Derick Wingler, CTEP 
Booz Allen Hamilton 
 
Steve Woffinden, CTEP 
General Dynamics, Mission Systems 
 
Johnathan Woodcock, CTEP 
Naval Surface Warfare Center  PHD
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Acquired Data Solutions, Inc. 

Ad hoc Research 

Advanced Test Equipment Rentals 

Air Academy Associates 

Amentum 

AMERICAN SYSTEMS 

Ansys, Inc. 

Apogee Labs, Inc. 

Applied Intuition Inc. 

Applied Research Laboratory/PSU 

Arcata Associates, Inc 

Astro Haven Enterprises 

Avionics Interface Technologies 

Avionics Test & Analysis Corporation 

BlueHalo, LLC 

Booz Allen Hamilton 

BrainGu 

CALCULEX, Inc. 

Calspan 

Calypso AI Corp 

Capability Analysis & Measurement 
Org., LLC 

Collins Aerospace 

Command Post Technologies, Inc. 

Core Services Group 

Creative Digital Systems Integration 

Curtiss-Wright 

Dell EMC Corporation 

DEWESoft, LLC 

Digiflight 
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Garud Technology Services, Inc. 
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Jacobs Engineering 
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Hosted by the ITEA 
Emerald Coast Chapter

www.itea.org

Tutorials that address the 
theme of the Symposium are 
being requested. Pending 
final program decisions, the 
tutorials will be scheduled in 
two 4-hour blocks on 
Tuesday, th. 
Tutorials must be strictly 
non-marketing in scope, 
unclassified, and publicly 
releasable. Please provide a 
synopsis of tutorial no later 
than May 1, 2023 to 
Symposium@itea.org.

NEXT-GENERATION TEST DOMINANCE

40th International Test  
and Evaluation Symposium

For Abstract Submission Form  
or more information, visit: 
www.itea.org/event/40th-te-symposium 

TUTORIALS

New technologies are coming fast to our workplaces, 
changing the way we accomplish tasks and prepare to 
fight future wars.  Are these systems fully tested when 
they’re being integrated into our practices? Are we 
leveraging the rapidly expanding toolkit to increase the 
level of complexity in our test and evaluation processes to 
keep up?  Or are we letting the new technology pass us by in 
favor of what we already know how to execute? Are we learning 
from commercial partner, military, and academic channels or 
stove-piped in our immediate area? 

Bring us your ideas, software tools, and hardware solutions to 
testing in contested EMS environments, modernizing the speed 
and depth of T&E, and making us ready for a near-peer adversary.  

Submit an 
abstract for  
a technical 
session or 
tutorial by 

May 1, 2023

Hilton Sandestin Beach Golf Resort & Spa 
Miramar Beach, FL

Sessions will be unclassified and open to the general T&E 
community, however, restricted sessions (up to Controlled 
Unclassified Information (CUI)) may be made available. 
Abstracts will be reviewed for a presentation during a 
conference session or as a poster paper. Abstracts accepted for 
presentation, along with the slides, will be available online for 
attendees after the Symposium concludes. 

Topics for Consideration:
• Artificial

Intelligence
• Autonomous

Systems Testing
• Agile Testing
• 5 G
• Machine Learning

• Cyber Testing
• Digital Engineering
• Weapons
• Apps Deployment
• Electromagnetic

Warfare
• Cognitive EW

• Software
Programming

• Weapon System
Survivability

• Sonar
• Signature

Evaluation

TECHNICAL SESSIONS

CALL FOR PAPERS 
& TUTORIALS

Destin is close to: 
Eglin AFB, Hurlburt Field, Duke Field 
Army Ranger Camp in FWB, 7th Special Forces Grp 
Coast Guard Station Destin 
NAS Pensacola, Whiting Field, Panama City NSA 
20th Space Surveillance Squadron 




