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Digital Representations in Acquisition Lifecycle Phases

1 Introduction

The purpose of this paper is to describe how the digital representations (DR) of a system can provide value
across the entire acquisition program lifecycle of that system, including the phases of design and development
(D&D), integration, test and evaluation (T&E), and operations and sustainment (O&S).

Extra focus is placed on the benefits to the T&E community as comprehensive live testing of future warfighting
systems will not be possible in many cases due to environmental, fiscal, safety, classification, or ethical
constraints. T&E will become more dependent on high-fidelity, time-synchronized DRs to test the performance
and interoperability of our systems.

In §2 definitions or descriptions of the acquisition lifecycle phases (ALPs) investigated are presented, in §3 a
sample of text types that may occur in these phases are reviewed, in §4 the definitions or descriptions of the
types of digital representations are described and, in §5 we present a review of how these digital
representations could be beneficially applied to each of the acquisition lifecycle phases, specifically for system
T&E.

2 Background

2.1 System Acquisition Lifecycle Phases (ALPs)

After system requirements and specifications have been provided by stakeholders, the remaining system
development lifecycle is composed of four key phases, each ensuring the successful creation, assembly, testing,
and operational deployment of a system. These phases guide the project from initial concept to continuous
improvement, emphasizing traceability, quality, and user satisfaction.

Design,
Develop, &

Test, Deployment,
) Evaluation, Operations,
3

L Verification E e
Testing - SHE Validation Sustainment

Intergration

Figure 2-1 Acquisition Lifecycle Phases. The use of DRs is presented in §5 for the phases in blue.

Design, Development, and Unit Testing: This phase begins with the translation of stakeholder requirements
into detailed system architectures, subsystem designs, and component specifications. Individual components
are developed and rigorously tested in isolation during unit testing to ensure they meet their intended
functionality.

Integration and Verification: Once individual components are validated under unit testing, they are
progressively integrated to form subsystems and, eventually, the full system. Verification ensures that the
assembled system adheres to requirements driven design specifications, focusing on functional correctness,
interface consistency, and performance under controlled conditions. This phase ensures the system is
technically sound and ready for comprehensive testing.

Testing, Evaluation, and Validation: During this phase, the fully integrated system undergoes rigorous T&E to
confirm it meets both technical requirements and operational needs. Validation ensures the system aligns with
user expectations and functions effectively in real-world environments. Testing evaluates system reliability,
performance, and interoperability, laying the groundwork for user acceptance and deployment. Operational
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T&E (OT&E) is performed to determine the effectiveness, suitability, and survivability (and lethality, if relevant)
of the systems under test (SUT) in operationally realistic scenarios and under realistic adversarial threats.

Deployment, Operations, and Sustainment: The final phase transitions the system into operational use.
Deployment involves installation, configuration, and user training, while ongoing operations ensure the system
delivers value in its intended environment. Sustainment focuses on maintenance, updates, and optimization,
addressing evolving requirements and extending the system's lifecycle. Continuous improvement drives
enhancements and innovations to maximize long-term effectiveness. This continuous improvement
necessitates continuous test of the systems.

These acquisition lifecycle phases collectively ensure the delivery of a high-quality system that meets user
needs, performs reliably, and remains adaptable over time.

In this report we aim to demonstrate the benefits in using the digital engineering elements, presented in §3,
to support the various types of T&E that take place during the ALPs listed in §2.1. The engineering testing types
presented in Table 2.1 ensures that the SUT meets its technical, operational, and user requirements, ultimately
delivering a robust and reliable product.

Table 2.1 Summary of Acquisition Lifecycle System Testing Types [Ref: DoDI 5000.89]

Testing Type Purpose Phase
Unit Validate individual components function correctly Development
Integration Ensure components and subsystems work together Integration & Verification

Ensure the system meets design and technical

Verification specifig8Hions (focuses ofGorrectness) Integration & Verification
Interface Validate communication between subsystems Integration & Verification
Functional Confirm the system performs required functions T&E and Validation
Performance Evaluate speed, efficiency, and resource use T&E and Validation
Stress/Load Test system stability under extreme conditions T&E and Validation
Validation Ensure the system fulfls user needs and performs n 1 | 75 ang vaicaton
User Acceptance Validate usability and satisfaction with end-users T&E and Validation
Security/Threat Ensure the system is secure and protects against T&E and Validation

vulnerabilities

Validate performance under environmental stressors

. . . T&E and Validation
(e.g., temperature, humidity, vibration)

Environmental

Validate compatibility and integration with external
systems

Interoperability T&E and Validation

Evaluate readiness for deployment in real-world

. s T&E and Validation
operational conditions

Operational

Regression Verify updates or fixes do not introduce new defects Operations & Sustainment

Ensure system cybersecurity, postulated threats
Cybersecurity Throughout the lifecycle
survivability, and resilience requirements are met
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The scope of this paper does not include a detailed examination of each test type, however throughout §5, we
present demonstrative use cases where digital elements support the successful T&E processes.

3 Digital Engineering Elements

The initial use of DRs and digital signal processing (DSP) is roughly 80 years old, having effectively started with
the advances and rise of DSP in the 1960s. All the forms of DRs presented have existed in the digital engineering
community for decades, and the terminology has evolved to use terms like “Digital Twin” (circa ~2000) and
more recently, “Digital Shadows”. In this section we provide a set of terminology and definitions for these
representations to bring the T&E community together in using a common set of terminology. The authors are
aware that this may seem unnecessary, but it is important that we are able communicate the requirements,
functionality, and limitations of DRs in a common way to best understand their benefits to T&E across the ALPs

Digital Representation (DR): digital abstractions or models used to represent physical systems, processes,
or entities in a digital form. These representations vary in complexity, fidelity, and functionality based on
their level of connection to the physical system, their ability to interact or provide system, and their ability
to interact or provide insights.

We present the three primary DRs distinguished by their fidelity, synchronization cadence, and degree of
interactive capabilities with respect to a real-world system. Furthermore, we introduce additional related
digital concepts to provide a common digital engineering vernacular for the acquisition community when
referring to the use of DRs.

3.1.1 Digital Model (DM)

A digital model (DM) is a standalone representation of a physical system, manually updated without automated
directional updates. DMs are valuable throughout the acquisition lifecycle. In the early stages, they aid in
concept development and system design by providing a controlled environment for visualizing designs and
conducting theoretical analysis. During T&E planning and requirements definition, DMs help identify design
flaws and inform testing strategies, reducing risks. In later stages, they support system optimization, predictive
analysis, validation, and training. Additionally, DMs are useful in procurement and sustainment phases, offering
insights for decision-making, performance assessment, and lifecycle management.

3.1.2 Digital Shadow (DS)

A digital shadow (DS) is an enhanced DM that incorporates automated unidirectional updates from its physical
counterpart, reflecting the current state of the physical system without sending data or commands back. In
T&E contexts, DSs enable operational monitoring and in-situ and post-test-event analysis, allowing operators
to assess system behavior under fielded conditions, diagnose issues, and adapt test designs dynamically.
However, DSs lack real-time responsiveness, making them less suitable for scenarios requiring dynamic system
reconfiguration. They serve as intermediary tools during integration, T&E, and O&S stages, providing enhanced
situational awareness without dynamic two-way interactions with the physical system.

3.1.3 Digital Twin (DT)

A digital twin (DT) is a system-specific, live, automated connection to its physical counterpart, enabling
synchronization as required by the use case. Unlike DSs, DTs provide input for decision-making, predictive
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analysis, and system optimization that directly influences the paired system. This makes DTs invaluable in T&E
and real-world military operations, where they act as active resources rather than passive mirrors.

Digital Twin (DT): A digital representation of a specific real-world system of interest that bi-
directionally sends and receives updates between itself and its real-world counterpart at a frequency
and fidelity befitting the use case. [23]

The bi-directional and synchronous capabilities of DTs allow them to perform similar analyses as DSs, but with
the added ability to implement changes directly in the physical system based on the results. In high-stakes
military environments, DTs enable comprehensive and continuous T&E across the entire acquisition lifecycle,
from initial development through O&S, ensuring operational precision, mission reliability, and system
resilience.

However, achieving this level of synchronization is both technically challenging and costly. Full-fledged DTs
require high-precision time synchronization and near-instantaneous data exchange, making them more
aspirational than practical for many military systems—at least for now. For most applications, what is often
labeled as a “digital twin” may not meet this stringent standard but nonetheless proves beneficial. Additionally,
the use of DTs in operational environments opens new threat vectors, such as data poisoning and cybersecurity
risks.

3.1.4 Summary of Digital Representations

Instead of viewing DMs, DSs, and DTs as fully distinct entities, it is more accurate to see them as different
instances of a digital representation of a system, distinguished by their fidelity, synchronization, and interactive
capabilities. This approach allows for a more flexible application of these terms, better reflecting current
practices.

This delineation clarifies the key attributes
of each type of digital representation, Digital Model Digital Shadow

reducing confusion from overlapping @ Physical @ Physical
definitions and providing a clearer il
taxonomy for understanding their benefits ; i

and use cases across the acquisition ﬁ{‘ Digital
lifecycle phases. Figure 3.1 illustrates the Object Jif !

Object
manual and automatic data flows between | —______ » N
physical and digital objects, and concisely WEsle At Automatic Data Flow

describes DMs, DSs, and DTs for convenient
reference. Figure 3-1 Physical and Digital Manual and Automatic Data Flows

Physical ‘

Object

Digital
Object

We acknowledge that achieving a fully-fledged, real-time synchronized, and high-fidelity digital twin with the
highest standards of automation remains a long-term aspirational goal for most systems and therefore in this
paper we adopt the ITEA definition shown in §3.1.3.

Each type of DR provides unique capabilities that contribute to successful integration, depending on the
required fidelity, real-time synchronization, and system interactivity. Understanding these nuances is crucial for
determining how and when to employ different forms of DRs throughout this phase:

e DMs offer controlled, theoretical analysis and interface compatibility assessments.

e DSs provide updated reflections of physical status, supporting element-level monitoring and interface
diagnostics.

e DTs enable dynamic, real-time optimization, verification, and system-level validation.
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3.1.5 Time Synchronization of Digital Twins and Shadows

An often-contested topic with discussing DTs in the digital engineering community is the degree of time
synchronization and automation required to qualify as a true or “full-fledged” DT. The authors of the 2024 ITEA
paper [23] provided a definition, shown in §3.1.1, that neutralized this issue. For better context in Table 3.1 we
provide a subset of update intervals potentially available for DSs and DTs. With respect to degree of
automation, DTs require fully automated synchronization. Any need for manual data entry, batch updates, or
human filtering reclassifies the system as a DS.

Table 3-1 Digital Twin and Shadow Synchronization Options

Update Method Description

Continuous real-time updates occur as changes happen (e.g., real-time loT data
Streaming streaming).

Fixed Cadence Updates occur at a predetermined, regular interval (e.g., every minute, hourly, daily).

Updates are triggered only when a specific event occurs (e.g., a transaction is
Event-Driven completed, an error is detected).

Updates occur when one system explicitly requests new data from another (e.g., user
On-Demand refreshes a webpage, API call on request).

Updates happen when a monitored value crosses a predefined threshold (e.g.,
Threshold-Based temperature sensor sends an update when exceeding 100F).

Updates are collected and sent in groups at scheduled times (e.g., satellite
Batch Processing upload/download when in line of sight).

Updates occur manually, requiring human intervention to trigger the update (e.g., a
Manual Update system administrator manually refreshing a database).

Updates are predicted based on patterns, Al models, or ML forecasts (e.g., predictive
Predictive Update maintenance for machinery before failure occurs).

The update schedule adjusts dynamically based on network load, data importance,
Adaptive Scheduling | or system conditions

Hybrid A mix of any update methods based on system and environmental conditions

As DT technologies continue to evolve, various subtypes and classifications have emerged, reflecting the
diverse roles these representations can play in enhancing military T&E processes. Understanding these various
classifications and their respective use cases are critical for determining how digital twins can be leveraged to
assess system performance, validate operational effectiveness, and inform strategic decisions across the
lifecycle of military assets. Each type of DT provides a structured approach for deploying digital systems based
on specific requirements for synchronization, fidelity, and the extent of automation needed to support high-
stakes missions and sustainment strategies.

This article focuses on a few key subtypes—DT Environments, DT Instances, DT Aggregates, Digital Prototypes,
Digital Threads, and DTxs— which reflect both the complexity and flexibility needed to evaluate and optimize
a wide range of military systems, from individual components to integrated fleets and multi-domain
operations.
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3.2.1 Digital Twin Aggregate (DTA)

A Digital Twin Aggregate (DTA) represents a compilation or collection of individual instances of DTs of like or
differing systems. The DTA can have built in methods to analyze performance and interactions of multiple DTs
operating together. DTAs make it beneficial when evaluating the performance of multi- or all-domain
operations involving joint or combined systems or forces, where synergistic behaviors and interdependencies
drive mission performance. By aggregating data from individual DTs, a DTA provides a higher-level view of the
joint or combined force’s overall status, performance, and emergent dynamics, making it possible to identify
trends, predict optimal maneuvers, and most efficiently allocate assets in a dynamically adaptive way.

Example: A DTA could be employed to monitor and manage a battalion of autonomous ground vebhicles
conducting a coordinated reconnaissance mission. Each vehicle has its own DT instance, and the aggregate
integrates data from all units to track collective mission status, identify emergent behaviors, and supports
coordination across the fleet. This approach is particularly valuable in multi- or all-domain operations, where
the ability to monitor joint or combined force performance is essential for maintaining operational superiority.

3.2.2 Digital Thread

A digital thread captures engineering decisions, environmental considerations, threats, test outcomes, and
sustainment strategies from concept development through deployment, enabling seamless integration of new
capabilities and alignment of all mission stakeholders. Each DT has a unique digital thread associated with it.
This embedded data allows for traceability and supports continuous evaluation and lifecycle optimization,
ensuring insights from each phase are preserved and can be leveraged for future upgrades.

4 lifecycle phases of Digital Models and Twins

This section describes how digital models and twins can provide value across the entire acquisition program
lifecycle of a system, including the phases of D&D, integration, T&E, and O&S.

During the D&D phase, the conceptual model is translated into detailed schematics and diagrams, including
model-based systems engineering designs that align with the intended use of the model. Hardware and
software specifics are defined, and information about how the model and simulations are organized,
constructed, and executed is generated. The model development plan is published, outlining basic
assumptions, capabilities, limitations, and risks associated with system development, testing, and O&sS.

4.1.1 Digital Representations for D&D

Digital Models in D&D: DMs are essential for creating and refining design concepts. They allow for detailed
simulations and analyses without the need for physical prototypes. For example, a DM of a new aircraft wing
can simulate aerodynamic properties and structural integrity under various conditions, helping engineers
optimize the design before moving to physical prototyping.

Digital Shadows in D&D: DSs can provide insights from similar existing systems, even though they are typically
used for monitoring physical assets. For instance, a DS of an existing aircraft can provide data on performance
and wear patterns, informing the design of a new model. This retrospective analysis helps identify potential
design improvements and avoid past issues.

Digital Twin in D&D: DTs of early physical prototypes can be implemented and increased in fidelity as system
development progresses. These DTs enable dynamic simulations of the system under development, allowing
engineers to test various scenarios and optimize the design. For example, a DT of a new vehicle can simulate
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real-world performance, enabling earlier identification of deficiencies and their corrections. This ensures that
the design meets all requirements before moving to the integration phase.

4.1.2 Digital Derivations to Enhance D&D

DT Aggregate: During the D&D phase, planning for the use of DTAs in later phases is crucial. This involves
defining how multiple DTs will be aggregated to provide a comprehensive view of the system in the O&S phase.
For example, engineers can outline strategies for integrating DTs of various subsystems to ensure seamless
interoperability, operations, and maintenance in the future.

Digital Thread: Maintains data integrity and traceability throughout the D&D phase, supporting rigorous VV&A
processes. For instance, a digital thread can track the lifecycle of a component from initial design through
development, providing a comprehensive record that aids in troubleshooting and validating performance. This
ensures that all design activities are accurately documented, and any issues are promptly addressed.

In summary, integrating DRs and digital threads in the D&D phase enhances system design, performance, and
reliability. These DRs provide valuable insights, enable real-time decision-making, and support proactive design
strategies, ensuring the system is robust and ready for the next phase.

During the integration phase, activities range from subsystem alignment to system-wide validation, focusing
on ensuring data exchange interoperability and functional and interface compatibility. DRs such as DMs are
invaluable for achieving seamless system performance. The goal is to ensure that individual system elements
function properly as a whole and meet technical requirements and operational capabilities.

The diagram below shows the bottom-up branch of the Vee Model, including the tasks of assembly, integration,
element-level verification during integration, and system-level validation, data flows between the physical and
digital domains throughout this process.

4.2.1 Digital Representations for Integration

Digital Models in Integration: DMs are primarily useful for conducting initial compatibility assessments and
interface designs. Because they do not require synchronization with physical assets, DMs are particularly suited
for tasks such as structural simulations, data flow mapping, and initial interface testing. For example, a DM of
an aircraft landing gear can simulate various configurations and analyze load-bearing capacity during assembly.
This pre-integration analysis helps engineers understand potential alighment issues before physical
integration.

Digital Shadows in Integration: DSs bridge the gap between non-system-interactive DMs and dynamic DTs by
enabling timely status monitoring of physical system components. They are ideal for retrospective analysis,
interface diagnostics, and discrepancy detection. By mirroring physical states, DSs provide a view of how
subsystems behave within the larger system, which is invaluable for assessing component-level integration
success. For instance, a DS of a missile system component can reflect data transmit or receive issues or data
corruption during assembly. These insights allow integration teams to identify misalignments or performance
issues that static models cannot capture.

DTs in Integration: DTs, as the most advanced form of DR, offer (up to) near real-time, bidirectional data flow,
making them ideal for integration activities requiring immediate feedback and system optimization. The ability
to both simulate and influence the physical system allows DTs to dynamically adjust integration strategies and
system configuration settings, validate system performance under different scenarios, and optimize subsystem
interactions. For example. during the assembly of an unmanned aerial vehicle (UAV), a DT can continuously
simulate flight stability and adjust the calibration of physical sensors in real-time to ensure alignment with
design specifications. This capability ensures that the entire system meets operational requirements before
moving to the testing phase.
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4.2.2 Digital Derivations to Enhance Integration

DT Aggregate: Aggregates multiple DTs for system-of-systems integration examination, analyzing and
predicting potential integration issues. For example, during the integration of a new multi-domain command
and control (C2) system, a DTA can simulate the interactions between various subsystems, such as
communication networks, sensors, and control units. This simulation can identify potential integration
challenges, such as data bottlenecks or latency issues, and optimize resource allocation to ensure smooth
interoperability. By providing a holistic view of the entire system, the DTA helps engineers address integration
issues proactively, ensuring that all subsystems work together effectively before full-scale deployment.

Digital Thread: Maintains data integrity and traceability throughout the integration phase, supporting the
rigorous VV&A processes. For instance, a digital thread can track the lifecycle of an aircraft component from
design through integration, providing a comprehensive record that aids in troubleshooting and validating
performance. This ensures that all integration activities are accurately documented, and any issues are
promptly addressed, facilitating a smooth and efficient integration process.

In summary, integrating DMs, DSs, DTs, DTA, and digital threads in the integration phase enhances system
performance, reliability, and interoperability. These digital representations provide valuable insights, enable
real-time decision-making, and support proactive integration strategies, ensuring systems function cohesively
and effectively.

Comprehensive live testing of future warfighting capabilities will not be possible in many cases due to
environmental, fiscal, safety, classification, or ethical constraints. Consequently, T&E will become more
dependent on DRs to test the performance and interoperability of our systems. By leveraging the
composability, editability, and parallelism of DRs, especially DTs, can augment T&E by replacing physical testing
with virtual testing. In the future, DTs, alongside other DRs, will provide a thorough understanding of the
operational performance of single systems and the high-level, synergistic mission-level effects characteristic of
future joint warfighting operations.

To achieve this, DTs must pass verification, validation, and accreditation (VV&A) prior to their use in T&E,
following all relevant DoD policies on the use of modeling and simulation and its VV&A. Program managers
should plan early for the investment required to develop and validate DTs while considering the expected
limitations of live testing that DTs will mitigate.

In modern defense and warfighting contexts, the T&E phase is a critical step in ensuring system readiness,
safety, and operational effectiveness. However, real-world constraints—such as safety, budget, and security
classification—often limit the scope and depth of physical testing. Consequently, the use of DRs, plays a pivotal
role in augmenting or even replacing traditional T&E practices.

Digital Models in T&E: DMs are highly beneficial during the T&E phase as they offer theoretical simulations
and baseline performance assessments. For instance, a DM can simulate how different environmental
conditions affect a radar system's performance, helping to understand how to optimize its deployment across
various terrains. Additionally, DMs can be used to test software updates with existing hardware components,
ensuring seamless integration and functionality before physical implementation.

Digital Shadows in T&E: DSs are effective in the T&E phase due to their ability to incorporate real-world data
for real-time monitoring. This capability makes them invaluable for validating operational conditions and
ensuring systems perform as expected under actual use. DSs reflect the current state of a system, which
supports condition-based maintenance and anomaly detection. For example, a DS of an aircraft engine can be
used during T&E to simulate various flight conditions and monitor parameters such as temperature and
vibration levels. This allows engineers to identify potential issues and validate the engine's performance under
different scenarios before it is deployed.

10
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DTs in T&E: DTs are particularly advantageous in the T&E phase due to their dynamic interaction, real-time
scenario testing, and predictive analytics capabilities. These features make DTs ideal for evaluating complex
systems and optimizing their performance in real-time. For example, a DT of a new missile defense system can
simulate various attack scenarios to test the system's response and effectiveness. This allows engineers to
identify potential weaknesses and optimize the system's performance before it is deployed in the field. Another
example is a DT of an autonomous vehicle, which can be used to simulate different driving conditions and
scenarios to evaluate the vehicle's decision-making algorithms and safety features. Again, this helps ensure
that the vehicle performs reliably and safely under a wide range of conditions before it is put into operational
use.

Applying DTs & Derivations to Enhance T&E

Aggregates of DTs are beneficial for system-of-systems testing, analyzing interdependencies, and predicting
fleet-wide issues. For example, a DTA of military vehicles can simulate coordinated maneuvers and logistics,
identifying potential bottlenecks and optimizing resource allocation. Another example is using a DT Aggregate
to test the interoperability and performance of a fleet of drones under various mission scenarios, ensuring they
can operate effectively as a cohesive unit.

A digital thread supports maintenance of data integrity and traceability throughout T&E, as well as supporting
rigorous VV&A processes. For instance, a DT Thread can track the lifecycle of an aircraft component from design
through testing, providing a comprehensive record that aids in troubleshooting and validating performance.
Another example is using a DT Thread to document the T&E history of a naval fleet, ensuring that all test results
and modifications are accurately recorded and accessible for future reference.

In the O&S phase, DMs, DSs, and DTs are essential for the continuous monitoring, maintenance, and
optimization of systems. These digital representations play a crucial role in T&E activities, ensuring that systems
remain mission-ready and cost-effective throughout their lifecycle.

4.4.1 Digital Representations for O&S

Digital Models in T&E: During the O&S phase, DMs can be employed to simulate various operational
configurations and conduct “what-if” analyses. For example, a DM of a military vehicle can be used to test
different maintenance schedules and predict their impact on the vehicle's longevity. This helps planners make
informed decisions about maintenance strategies and resource allocation.

Digital Shadows in T&E: DSs offer a higher degree of synchronization with the physical system, making them
useful for real-time monitoring and basic maintenance scheduling. In the O&S phase, DSs can be used to track
the current state of a system and detect anomalies. For instance, a DS of an aircraft engine can continuously
monitor parameters such as temperature and vibration levels, alerting maintenance crews to potential issues
before they become critical. This supports condition-based maintenance strategies and helps prevent
unexpected failures.

Digital Twins in T&E: DTs, with their bi-directional, synchronized data flow, are indispensable for maintaining
optimal system performance during the O&S phase. They enable timely scenario testing, predictive
maintenance, and system optimization based on current operational conditions. For example, a DT of a naval
vessel can continuously monitor engine performance, predict potential failures, and adjust operational
parameters to optimize fuel efficiency and extend the vessel's operational life. This dynamic feedback loop
ensures that the system remains aligned with its mission objectives and operational requirements.

4.4.2 Digital Derivations to Enhance O&S

Each digital twin subtype can be applied to various aspects of the O&S phase, offering tailored solutions for
managing complex challenges in operations and sustainment.

11
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DT Aggregate: A DTA enables fleet-level management, offering a holistic view of system health and
performance across multiple units. This derivation supports coordinated sustainment activities, such as
synchronizing maintenance schedules, predicting fleet-wide failures, and optimizing resource allocation across
interconnected assets. For example, a DTA of a fleet of military vehicles can help identify common maintenance
issues, streamline parts inventory, and ensure that all vehicles are mission ready. With respect to sustainment,
the DTA, along with a model based design infrastructure of MDAO, provides a trade space for updating large
system of systems with an increased ability to buy down risk through the use of modeling and simulation to
wring out integration pain points and start testing against existing and new requirements of the upgraded
system of systems.

DT Thread: The DT thread maintains a cohesive record of all sustainment activities, ensuring that changes made
during the O&S phase are accurately documented and traceable to requirements which can be continuously
tested to ensure that they are being met. This continuous data flow supports compliance with maintenance
standards, ensures accountability, and enables a seamless transition when systems are upgraded or retired.
For instance, a DT Thread can track the lifecycle of an aircraft component from manufacturing through
deployment and maintenance, providing a comprehensive history that aids in troubleshooting and future
upgrades. Leveraging the DTA with the DT Thread, we have a powerful tool that provides a better
understanding of system integration readiness levels to ensure that we are not just relying on high TRLs to
determine integration readiness as this can lead to costly mischaracterizations of the level of effort that it
would take to perform an upgrade. In keeping with all the other aspects of the product lifecycle, we can now
leverage the DTA and DT Thread to help reduce the level of effort needed for the newly upgraded system
through all the previous stages of design and development, integration and test & evaluation.

Overall, the use of DMs, DSs, DTs, DTAs, and digital threads in the O&S phase enhances system performance,
reliability, and longevity. These DRs provide valuable insights, enable timely decision-making, and support
proactive maintenance strategies, ensuring that systems remain operational and effective throughout their
lifecycle.

5 Conclusion

DTs are revolutionizing how industries approach product D&D, T&E, and O&S by bridging the gap between the
physical and digital worlds. They are enabling organizations to make more informed decisions, reduce risks,
and maximize the efficiency of their processes and products across their lifecycles while achieving deeper
understanding of systems’ performance. As programs mature across their lifecycles, so too do their digital
twins—Dbeginning as primarily simple, static digital models that evolve over time into twins that can exchange
operational data with their physical counterparts in real-time.

This follow-on paper has provided the T&E community with a baseline definition and understanding of DRs,
including DTs, DSs, and DMs. We recommend continuing collaboration among government, industry, and
academia to provide further guidance on the value of digital twins across program lifecycles. T&E Lessons
learned, best practices, and standards must be developed and shared across the T&E and acquisition
communities to advance the application of digital twins. As we look for ways to accelerate the delivery of
capability to our warfighters while also achieving deeper understanding of systems’ operational performance,
now is the time to start developing and using digital twins in T&E as well as the other phases of acquisition.
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